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Abstract 
The development of electronic government (e-government) in Oman has created new 
means for public organizations to deliver services, engage citizens, and improve 
workflows between public organizations. Such a development has opened the 
possibility that critical information in e-government systems can be exposed. This 
directly affects the confidence and trust of e-government stakeholders. Such 
confidence and trust are important to the continued development of e-government in 
Oman. As a result, the security of information has become a critical issue that needs to 
be adequately addressed in e-government development. 
 
This research aims to develop a compliance-based framework for information security 
in public organizations in e-government development in Oman. Specifically it aims to 
(a) identify the critical factors for effective information security compliance in public 
organizations in Oman, (b) develop a framework for information security compliance, 
and (c) provide the Omani government with some recommendations for effective 
information security compliance in public organizations for e-government 
development.  To fulfill these research aims, a mixed-methods methodology is used. A 
conceptual framework is developed by hypothesizing the critical factors for effective 
information security compliance in organizations. With the use of survey data collected 
from public organizations in Oman, the conceptual framework is tested and validated 
using structural equation modeling. To further validate the identified critical factors, 
thematic analysis is carried out on the semi-structured interview data collected 
simultaneously. The quantitative findings and the qualitative findings are triangulated 
for better understanding information security compliance in public organizations for e-
government development in Oman.  
xvi 
The study reveals that management commitment, awareness and training, 
accountability, organizational loyalty, audit and monitoring, process integration, 
technology capability, technology compatibility, technology reliability, legal pressures, 
and social pressures are critical for effective information security compliance in public 
organizations for e-government development in Oman. Based on the critical factors 
identified, a new framework for information security compliance is developed. Such a 
framework consists of four main dimensions including (a) organizational security 
culture, (b) information security processes, (c) security technologies, and (d) 
environment pressures.  
 
This research contributes to the e-government and information security compliance 
research from both the theoretical and practical perspectives. From the theoretical 
perspective, this research demonstrates the applicability of socio-organizational factors 
for influencing information security compliance in public organizations for e-
government development. From the practical perspective, this research provides an in-
depth investigation of the critical factors for information security compliance, which 
provides the Omani government with useful guidelines on how to ensure information 
security in public organizations for e-government development. Such guidelines are 
also useful for other developing countries in their e-government development 
endeavors. 
 
-1- 
Chapter 1 
 Introduction 
1.1 Research Overview 
Electronic government (e-government) is about the use of information and 
communication technologies (ICT) for transforming public services to make them 
more accessible, effective and accountable (Deng 2008; Karunasena & Deng 
2012; Wangpipatwong et al. 2009). It has invented new ways for governments to 
interact with their stakeholders including citizens and businesses. As a result, 
many governments worldwide have implemented various e-government initiatives 
for improving their community services, engaging the private sector and 
enhancing workflows between government entities (Al-Mamari et al. 2013; 
Karunasena & Deng 2011).  
 
The government of Oman in 2003 officially launched its e-government initiative 
for improving its public services (Al-Busaidy & Weerakkody 2009; Al-Mamari et 
al. 2013). Since the adoption of this e-government initiative, many e-government 
projects have been delivered including the National Statistics Online project, the 
e-Tendering project, the Educational Portal, and the National Registration System 
(Information Technology Authority 2016). The implementation of these projects 
has greatly improved the delivery of public services (Al-Mamari et al. 2013). As a 
result, the overall performance of e-government in Oman has been improved 
significantly (Information Technology Authority 2016). Such an improvement is 
confirmed by the United Nations e-government Index which ranked Oman at the 
66th position out of 193 countries in 2016 (United Nations 2016).  
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The development of e-government in Oman has provided the government with 
new means to deliver better public services, engage citizens, and improve 
workflows (Al-Busaidy & Weerakkody 2009; Al-Mamari et al. 2013; AlKalbani 
et al. 2014). Such a development, however, has also opened the possibility that the 
critical information in the e-government systems can be exposed that may hinder 
the overall development of e-government (Heeks 2003; Siponen & Oinas 2007; 
Tassabehji et al. 2007). As a result, the security of information in e-government 
developments has become critical (Al-Kalbani et al. 2014; Karokola et al. 2012; 
Ransbotham & Mitra 2009). 
 
Information security is about the confidentiality, integrity and availability of 
information in specific circumstances (Karokola et al. 2012; Torres et al. 2006). It 
is critical for the development of e-government because the security of 
information in e-government systems directly affects the confidence and trust of 
e-government stakeholders in their adoption of e-government (Al-Kalbani et al. 
2015; Zhao & Zhao 2010). Such confidence and trust would help improve the 
quality of e-government services and facilitate the development of e-government 
(Karokola et al. 2012). 
 
There are various studies in the literature for addressing the issue of information 
security for e-government development (Karokola et al. 2012; Smith & Jamieson 
2006; Wangwe et al. 2012). These studies are carried out from both the technical 
and the non-technical perspectives. The information security research from the 
technical perspective focuses on the development of tools and applications for 
protecting the storage, processing and transmission of valuable information 
Chapter 1  Introduction 
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(Kaliontzoglou et al. 2005; Lambrinoudakis et al. 2003; Wimmer & von Bredow 
2001). The information security research from the non-technical perspective 
concentrates on the investigation of how people behave and what processes and 
procedures can be used for information security (Wang 2009; Zhou & Hu 2008).  
 
To adequately protect information in e-government development, there is an 
increasing focus on enforcing information security compliance approach (Boss & 
Kirsch 2007; Herath & Rao 2009; Siponen et al. 2007). In this context, 
information security compliance is referred to as the effective implementation of 
information security policies and standards for protecting the information in 
organizations (Al-Kalbani et al. 2015; Von Solms 2005). Information security 
compliance ensures that information security mechanisms can work together 
effectively (Neubauer et al. 2006; Von Solms 2001). It can improve existing 
information security mechanisms in organizations (Siponen et al. 2010). 
Furthermore, the use of a compliance-based approach satisfies the security 
requirements of various stakeholders in public organizations for e-government 
development, therefore improving the confidence and trust of e-government 
stakeholders.  
 
There are various studies on information security compliance in organizations 
(Lee et al. 2016; Siponen et al. 2010; Vroom & Von Solms 2004). Sasse et al. 
(2001), for example, analyze employees’ interactions with information security 
mechanisms for information security compliance in organizations. Hazari et al. 
(2008) explore the employees’ behavior on information security compliance in 
organizations. Bulgurcu et al. (2010) investigate the role of information security 
Chapter 1  Introduction 
-4- 
awareness on employees’ attitudes towards complying with information security 
requirements. These studies have shown their respective merits in investigating 
information security compliance from different perspectives.  
 
Much of existing research on information security compliance has focused 
primarily on the factors related to employees’ attitudes and behaviors in 
information security compliance in organizations. They have not really addressed 
the issue of information security compliance from an organizational perspective. 
There is lack of a comprehensive framework for information security compliance 
with respect to socio-organizational dynamics associated with information 
security practices in organizations in order to adequately protect the information 
(Dhillon & Backhouse 2001; Vance et al. 2012). This calls for developing a 
compliance-based framework that incorporates socio-organizational factors for 
effective information security compliance in organizations.   
 
1.2 Motivation of the Research 
The motivation to undertake this research is due to three main reasons. Firstly, 
with the increasing delivery of e-government services in Oman, information 
security has been increasingly becoming critical for the development of e-
government services (Al-Busaidy & Weerakkody 2009; Al-Mamari et al. 2013; 
AlShihi 2006). It is imperative to understand how information security can be 
effectively managed in e-government services that can help the Omani 
government to expand and enhance its e-government services through e-
government development. 
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Secondly, there is a call for the development of an appropriate framework for 
adequately ensuring information security in public organizations for e-government 
development in Oman. Existing literature shows the merits of individual 
frameworks for effective information security for e-government (Breu et al. 2005; 
Kaliontzoglou et al. 2005; Karokola et al. 2012; Karyda et al. 2006; 
Lambrinoudakis et al. 2003; Smith & Jamieson 2006; Wang 2009; Wimmer & 
Von Bredow 2002; Zhou & Hu 2008; Zissis & Lekkas 2011). These studies, 
however, have focused only on technical solutions for securing information in e-
government projects. They have not really investigated the critical factors for 
information security comprehensively. There is lack of empirically based 
information security research in e-government. As a result, the development of an 
appropriate framework for adequately ensuring information security in public 
organization for e-government development is desirable. 
 
Thirdly, there is an increasing focus on enforcing information security compliance 
for adequately protecting organizational information (Boss & Kirsch 2007; Kam 
et al. 2013a; Siponen & Oinas 2007). A review of the related literature on 
information security compliance shows that most, if not all, of the studies focus 
on the factors related to employees’ attitudes and behaviors for influencing 
information security compliance in public organizations. Few attempts have been 
made to develop a comprehensive framework to address the issue of information 
security compliance from the socio-organizational perspective. 
 
1.3 Research Aims and Research Questions 
This research aims to develop a compliance-based framework for effective 
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information security in public organizations for e-government development in 
Oman. Specifically it aims t o  (a) identify the critical factors for effective 
information security compliance in public organizations, (b) develop a conceptual 
framework for information security compliance, and (c) provide the Omani 
government with some appropriate recommendations for effective information 
security compliance in public organizations for e-government development. 
 
To fulfill these aims of the research, a primary research question has been 
formulated as follows: 
 
 How can information security compliance be effectively ensured in public 
organizations for e-government development in Oman? 
 
To assist answering the main research question, several secondary questions are 
proposed as follows: 
 What are the current practices for information security in public 
organizations for e-government development in Oman? 
 What are the critical factors for effective information security compliance 
in public organizations for e-government development in Oman? 
 What is an appropriate framework for information security compliance for 
e-government in Oman? 
 
1.4 Methodology of the Research 
The research questions formulated in this research are both confirmatory and 
exploratory in nature (Tashakkori & Teddlie 2010). It is therefore necessary to use 
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both quantitative and qualitative data to adequately answer the research questions. 
As a result, this study uses a mixed-methods approach in the research (Creswell et 
al. 2011). The adoption of the mixed-methods approach gives a better 
understanding of the research problem when it is related to real-world practices 
such as information security (Johnson et al. 2007). It capitalizes on the strengths 
of both the quantitative and the qualitative approaches to provide a comprehensive 
analysis of the research problem (Creswell et al. 2003).  
 
Figure 1.1 presents an overview of the research process that this research follows 
in the study. This research is initiated with the formulation of the research aims 
and the research questions. A comprehensive review of the related literature is 
conducted on e-government, information security, and information security 
compliance in organizations. This leads to the development of a conceptual 
framework for information security compliance in organizations. With the use of 
survey data collected from public organizations in Oman, the conceptual 
framework is validated and tested using SEM for answering the confirmatory 
research question. At the same time exploratory research questions are answered 
by performing thematic analysis (Fereday & Muir-Cochrane 2006) using the 
qualitative data collected through interviews with information security managers 
in public organizations in Oman. Finally, the quantitative and qualitative findings 
are integrated for deriving the conclusion for answering the research question. 
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Formulation of research aims and 
research questions
Development of a conceptual 
framework
Review of literature
Collection of survey data Collection of interview data 
Integration of findings for 
deriving conclusions
Answering the research 
questions
Development of themes and 
thematic network maps
Testing and validating of the 
conceptual framework
 
Figure 1.1 An overview of the research process  
 
1.5 Structure of the Thesis 
This thesis consists of eight chapters. The remaining chapters are organized in the 
following manner.  
 
Chapter Two provides a comprehensive review of the literature in e-government, 
information security for e-government development, and information security 
compliance in organizations. The existing approaches and frameworks for 
information security and information security compliance are explicitly discussed 
in this chapter. The need for a new conceptual framework towards effective 
information security compliance in public organizations in Oman is illustrated. 
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Chapter Three develops a conceptual framework for effective information 
security compliance in public organizations in Oman. The conceptual framework 
developed in this chapter serves as the foundation for developing the survey 
instrument for identifying the critical factors in information security compliance 
in e-government development. It also helps to develop the interview questions and 
facilitates the analysis of the interview data using deductive thematic analysis. 
 
Chapter Four describes the research methodology. An overview of the research 
paradigms and methodologies is presented with the intention of understanding the 
rational for selecting a suitable research methodology in the research. The actual 
implementation of the selected research methodology is then discussed by 
detailing how the development of the research instrument, the data collection 
process, and the implementation of the data analysis process are implemented in 
this research to adequately answer the research questions. 
 
Chapter Five focuses on the analysis of the qualitative data collected through 
interviews in public organizations in Oman. The procedures undertaken to analyze 
the qualitative data are illustrated. An overview of the thematic analysis technique 
is then presented. The research findings from the thematic analysis are then 
reported. 
 
Chapter Six presents the results of the quantitative data analysis in the study. The 
procedures undertaken to analyze the quantitative data is first discussed. An 
overview of the data analysis procedures in SEM is then illustrated in this 
research. This leads to the presentation of the quantitative research findings with 
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respect to the adoption of confirmatory factor analysis (CFA) in SEM. 
 
Chapter Seven provides a revised conceptual framework for effective 
information security compliance in public organizations for e-government 
development in Oman. With the integration of the findings from both the 
quantitative study and the qualitative study, the critical factors for effective 
information security compliance in e-government development are identified. 
With the use of the identified critical factors, a revised framework for information 
security compliance in public organizations for e-government development in 
Oman is developed.  
 
Chapter Eight concludes the thesis. The research questions are revisited to 
confirm what has been accomplished in this research. A summary of the research 
findings and the contribution of the research to the information security 
compliance research are discussed. The limitations of the research and some 
suggestions for further research in this domain are presented. 
 -11- 
Chapter 2 
Literature Review 
2.1 Introduction 
The rapid development of e-government across the world has exposed the critical 
information in public organizations to the possibility of cybercrime (Al-Kalbani et 
al. 2015; Zhou & Hu 2008). This can be demonstrated by more than 38% increase 
in information security breaches in public organization in 2016 compared with 
that in 2014 (PWC 2016). Such an increase requires public organizations to 
design, implement and operate a secure electronic environment for the exchange 
of public e-documents and access to the repositories of public information for 
authorized public servants and hosting of shared applications in e-government 
development (Zhou & Hu 2008). 
 
With the increasing delivery of e-government services in Oman, information 
security has been considered as one of the critical factors that assist the 
development of e-government (Al-Busaidy & Weerakkody 2009; Al Abri 2009). 
In an effort to protect the information in e-government systems, Omani 
government has initiated various information security projects such as the public 
key infrastructure for providing a secure platform on the delivery of e-government 
services (Information Technology Authority 2015). Furthermore, some public 
organizations in Oman have introduced security trainings and awareness programs 
to provide their employees with the necessary skills and knowledge of 
information security risks and threats. 
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The existing research in information security for e-government can be classified 
into two perspectives including technical and non-technical. The technical 
perspective focuses on developing security systems that can be adopted to secure 
transactions, protect access to information, and fence off hackers (Breu et al. 
2005; Karokola et al. 2012; Zissis & Lekkas 2011). The non-technical perspective 
concentrates on determining the key factors for establishing reliable information 
security practices (Smith & Jamieson 2006; Wimmer & Von Bredow 2002; Zhao 
& Zhao 2010). These studies have shown their merits for information security in 
e-government development. They, however, have not investigated information 
security for e-government comprehensively (Al-Kalbani et al. 2014; Dunkerley & 
Tejay 2010; Wimmer & Von Bredow 2002).  
 
Effective information security in e-government development requires an adequate 
consideration of both the technological perspective and the non-technical 
perspective (Dunkerley & Tejay 2010). This leads to the adoption of information 
security compliance for information security in organizations (Von Solms 2005). 
In this context, information security compliance is referred to as the 
implementation of information security policies and standards for protecting 
organizational information (Alfawaz et al. 2010; Dunkerley & Tejay 2010; Smith 
& Jamieson 2006; Von Solms 2005). Information security compliance can 
improve existing information security mechanisms in public organizations 
(Siponen et al. 2010). The use of a compliance approach satisfies the security 
requirements of various stakeholders in public organizations for e-government 
development, therefore improving the confidence and trust of e-government users. 
As a result, information security compliance is widely acknowledged as an 
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effective means for information security in public organizations for e-government 
development (Alfawaz et al. 2010; Dunkerley & Tejay 2010; Smith & Jamieson 
2006). 
 
This chapter provides a comprehensive review of the related literature in e-
government, the development of e-government in Oman, information security for 
e-government development, and information security compliance in organizations. 
Such a review justifies the need for this study and paves the way for the 
development of a conceptual framework for information security compliance in e-
government development.  
 
The chapter is organized as follows. An overview of the literature on e-
government is first presented. This is followed by an illustration of the 
development of e-government development in Oman. The related literature on 
information security for e-government development is then comparatively 
analyzed followed by a review of the literature on information security 
compliance with a specific focus on the critical factors for information security 
compliance in public organizations. Finally, a summary of the literature reviewed 
in this chapter is presented.  
 
2.2 An Overview of E-Government 
E-government is a global phenomenon with many interpretations (Deng 2008). 
Muir and Oppenheim (2002), for example, define e-government as an online 
delivery of information and services through the use of ICT. Karunasena and 
Deng (2011) consider e-government as the delivery of electronic interactions 
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between government, citizens, and businesses. Bekkers and Homburg (2007) refer 
to e-governments as the use of ICT in public organizations to redefine existing 
and future relations with “stakeholders” in the internal and external environments. 
In this study, e-government is referred to as the use of ICT for transforming public 
services to make them more accessible, effective and accountable (Deng 2008; 
Wangpipatwong et al. 2009). 
 
There are numerous benefits from the development of e-government in individual 
countries across the world. The development of e-government, for example, 
facilitates the interaction between government, citizens and businesses (Basu 
2004; Holden et al. 2003). It can improve the delivery of public services (Clark 
2003; Deng 2008; Sprecher 2000). Furthermore, the adoption of e-government 
simplifies the operational processes in public organizations, therefore improving 
the efficiency and effectiveness of these organizations (Basu 2004; Holden et al. 
2003). Due to these potential benefits, e-government is widely adopted worldwide 
in individual countries. 
 
There are three kinds of e-government initiatives that can be identified in the 
literature including government to citizens (G2C), government to businesses 
(G2B), and government to government (G2G) (Evans & Yen 2006; Ndou 2004; 
Palvia & Sharma 2007). G2C involves in facilitating the communication between 
government and citizens by allowing citizens to have access to public information 
and services in an efficient manner (Evans & Yen 2006; Karunasena & Deng 
2012; Wang 2008). It often involves in providing a one-stop portal in which 
citizens can carry out a variety of activities and tasks across multiple 
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organizations (Löfstedt 2005; Ndou 2004). There are two major forces driving the 
development of G2C e-government. The first one is the demand of citizens in 
using electronic transactions in their lives with the rapid development of ICT 
(Abu-Doush et al. 2013). The second one is in the interest of public organizations 
for delivering better services through e-government development (Al-Mamari et 
al. 2013; Karunasena & Deng 2010a). 
 
G2B focuses on creating opportunities for businesses to conduct online 
transactions with government (Al-Mamari et al. 2013; Carter & Bélanger 2005). 
Such opportunities include speeding contractors’ payment for projects and bidding 
for public projects. There are two major forces driving the development of G2B. 
The first one is the business demand for cost savings through the adoption of ICT 
in processing various activities with governments (Karunasena & Deng 2012). 
The second one is the interest of both government and businesses in improving 
the efficiency and consistency of the public procurement processes (Krishnan et 
al. 2012). 
 
G2G represents the backbone of e-government (Al-Mamari et al. 2013). It refers 
to the collaboration between public organizations by sharing information, 
resources and capabilities to provide stakeholders with complete public services 
(Al Nagi & Hamdan 2009; Azam et al. 2013; Evans & Yen 2006). This 
collaboration enhances the operations of internal systems and procedures. Such an 
enhancement leads to the creation of a connected government through the 
development of e-government. As a result, better coordination and 
communication between public organizations can be achieved. 
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There are a number of forces that motivate the development of G2G. One of these 
is through the development and implementation of specific legislation in specific 
circumstances (Al-Mamari et al. 2013; Dombrowski et al. 2014). The Computer 
Security Act in Australia (Smith & Jamieson 2006), for example,  requires public 
organizations to develop information security plans and tasks that comply with 
international information security policies and standards. The second force is the 
interest of government in improving the efficiency of public organizations by 
increasing the speed of transactions, reducing the work force to complete a task, 
and improving the consistency of the delivery of public services (Abu-Doush et 
al. 2013; Al-Busaidy & Weerakkody 2009). Another force that motivates the 
development of G2G is through the need of government in utilizing efficient 
allocation of resources and cost cutting of government operations (Heeks 2003). 
 
E-government initiatives strive to fully realize the capabilities of available ICT in 
an effort to improve and automate delivering public services for 24 hours a day, 
seven days a week to citizens, businesses, and public organizations. Such 
initiatives, however, take time and effort to achieve their objectives (Al-Mamari et 
al. 2013; Karunasena & Deng 2012; Karunasena et al. 2011). An analysis of the 
development of e-government shows that there are four stages of e-government 
development including the publishing stage, the interaction stage, the transaction 
stage and the transformation stage (Grönlund & Horan 2004; Moon 2002).  
 
The publishing stage of e-government development focuses on the provision of 
public information online with the adoption of ICT (Howard 2001). This is the 
first stage of e-government development with the development of Internet and 
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other technologies. A typical example is the establishment of a public website that 
presents information such as hours of operations, contact details, and list of 
services available of individual public organizations. Such websites usually have 
no interactive capabilities. They are used as a passive presentation of general 
information (Basu 2004). 
 
The interaction stage of e-government development allows the exchange of 
limited information between citizens, businesses and public organizations (Basu 
2004; Chandler & Emanuels 2002). It focuses on facilitating interactions that 
revolve around the information provision between government, businesses and 
citizens. Such interactions include the provision of guidelines for obtaining 
services, downloadable forms, or e-mail contacts and the response to simple 
questions from the e-government stakeholders (Chandler & Emanuels 2002). 
 
The transaction stage of e-government development provides citizens and 
businesses with opportunities to carry out various transactions online (Chandler & 
Emanuels 2002). It enables citizens and businesses to complete entire tasks 
electronically at any time of day or night such as license renewals, utility bill 
payments, and submission of bids for procurement contracts (Evans & Yen 2006). 
Although the level of interactivity is of a higher magnitude than that in the 
interaction stage, the activities still involve a flow of information that is primarily 
a one-way process with predictable outcomes such as approval, a receipt, and 
acknowledge. 
 
The transformation stage of e-government development concentrates on the 
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delivery of public services through the provision of a single point of contacts for 
all e-government services (Baum & Di Maio 2000; Karokola et al. 2012). It 
facilitates the seamless flow of information and close collaboration in decision-
making between e-government stockholders (Karokola et al. 2012). Transactions 
with one public organization, for example, can be traced by another government 
organization (Azam et al. 2013; Dombrowski et al. 2014). The provision of a 
single point of contacts can be accessed through a one-stop portal or a front office 
counter installed at any government organization (Krishnan et al. 2012). 
 
E-government can be approached from different perspectives including e-services, 
e-administrations, e-participation, and e-security (Löfstedt 2005; Bolívar et al. 
2010). E-services e-government concentrates on the delivery of quality public e-
services (Carter & Bélanger 2005; Tung & Rieck 2005). E-administration e-
government strives to improve the effectiveness and efficiency of public 
organizations (Al-Mamari et al. 2013; Heeks 2003). E-participation e-government 
encourages the participation of citizens and businesses in the management of 
public organizations (Karunasena & Deng 2011; Layne & Lee 2001; Ndou 2004). 
E-security e-government is related to the development of technologies, 
applications, policies and standards for ensuring the security of information in e-
government (Dunkerley & Tejay 2010; Karokola et al. 2012). 
 
2.3 Development of E-Government in Oman 
Oman is located in the southeast of the Arabian Peninsula. It is bounded in the 
northeast by the gulf of Oman and southeast by the Arabian Sea. Oman covers an 
area of about 119,500 square miles. According to the National Centre for Statistics 
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and Information in Oman (NCSI 2016), Oman has a total population of 4.522 
million people with a growth rate of 9.2%. The World Bank has estimated that the 
Omani population will reach 6 million by 2023. 
 
Following the global trend of the development in e-government, the government 
of Oman in 2003 officially launched the initiative of e-government called 
“Towards the Digital Oman” for carrying out a contextual study for producing a 
national strategy in developing e-government. The objective of this strategy is to 
utilize ICT and human capacities to participate in economic activities that promote 
efficiency, cost saving, and knowledge transfer (Information Technology 
Authority 2015).  
 
In order to effectively implement the national strategy of the Digital Oman, the 
government has identified specific initiatives to be adopted based on the country’s 
seventh five-year development plan (2006-2010). These initiatives include (a) the 
National Information Technology Training and Awareness program to address the 
issue of digital divide by empowering communities, (b) the National Data Centre 
to provide subsidized data housing solutions for government entities, (c) the 
Oman Government Network to provide affordable access to information and e-
services with a secured network that connect public organizations, (d) the 
National e-Payment Gateway to provide a secure platform for online payment, 
and (e) the Oman Computer Emergency Response Team to deal with mitigating 
security risks and defending against malicious attacks (Ministry of National 
Economy 2008). The adoption of these initiatives has therefore significantly 
improved the overall performance of e-government development in Oman.  
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There is an increasing delivery of e-government services in public organizations 
in Oman. These services have become the most important and efficient means of 
the public service delivery by which the government of Oman interacts with 
businesses and citizens. Such a development, however, has also opened the 
possibility that critical information can be exposed that may hinder the overall 
development of e-government (Abanumy et al. 2005; Al-Busaidy & Weerakkody 
2009; Deakins et al. 2008; Heeks 2003; Tassabehji et al. 2007). As a result, the 
security of information has become critical for e-government development. 
 
There are several studies related to e-government development in Oman. These 
studies focus on (a) the challenges of implementing e-government initiatives 
(Abanumy et al. 2005; Al-Busaidy & Weerakkody 2009; Deakins et al. 2008), (b) 
the success factors for the adoption of e-government (Al-Mamari et al. 2013), and 
(c) the e-government adoption model from citizens‘ and government 
employees‘ perspective (Al-Adawi et al. 2005; Al Abri 2009). Most of these 
studies have considered information security as one of the factors that assist the 
development of e-government in Oman. Table 2.1 summarizes the studies of e-
government in Oman. 
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Table 2.1  A summary of the e-government studies in Oman 
Studies Context 
Al-Adawi et al (2005) Factors that affect citizens’ usage of e-government as a primary 
government interaction channel. 
Abanumy et al (2005) Human factors in the process of implementing successful e-
government websites. 
AlShihi (2006) Impediments associated with the development of e-government 
with a focus on non-technical and country-specific factors.  
Al-Busaidy et al (2009) Factors that affect e-government development and implementation.  
Al Abri (2009) Risks associated with online transactions for influencing the use of 
e-government services.  
Al-Mamari et al (2013) Factors that influence the adoption and implementation of e-
Government initiatives from the organizational perspective.  
 
2.4 Information Security for E-Government 
E-government has created new ways of interactions between public organizations 
and citizens in the delivery of public services. These interactions have 
necessitated the need for maximum information protection. In general there are 
five broad requirements of information security in e-government: confidentiality, 
integrity, availability, authenticity, and accountability (Karokola et al. 2012; Zissis 
& Lekkas 2011). Confidentiality means protecting information from unauthorized 
disclosure by assuring that information is shared only among authorized 
stakeholders. Integrity concerns the accuracy of the information, including 
maintaining its origin, completeness, and correctness. Availability implies 
allowing information to be accessed by the right people at the right time. 
Authenticity refers to the legitimacy of data involved in transactions, 
communications, and documentation. Accountability suggests that all actions 
compromising e-government security can be traced back to the responsible party 
(Karokola et al. 2012; Zissis & Lekkas 2011). 
 
Effectively managing information security in e-government is complex and 
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challenging. This is because there are various factors that directly affect the 
information security in e-government. There are, for example, always potential 
breaches that may jeopardize the security of information in e-government systems 
in public organizations (Benabdallah et al. 2002; Dunkerley & Tejay 2010; Zhou 
& Hu 2008). The existence of information sharing between public organizations 
raises various security concerns (Baskerville & Siponen 2002; Conklin 2007; 
Karokola et al. 2012). Furthermore, there is an increasing probability of having 
malicious attacks on e-government services (Burkett 2012; Conklin & White 
2006; West 2004). As a result, the adoption of effective approaches for effective 
information security in e-government becomes critical for the success of e-
government development (Dunkerley & Tejay 2010; Ebrahim & Irani 2005; 
Karokola et al. 2012). 
 
Considerable efforts have been made to design and develop various frameworks 
for information security in e-government (Dunkerley & Tejay 2010; Karokola et 
al. 2012; Smith & Jamieson 2006). Karokola et al. (2012), for instance, propose a 
framework for securing e-government services based on the e-government 
maturity model that includes the degree of technology complexity, the degree of 
systems sophistication, and the level of interactions. In this framework, different 
industrial security standards such as the National Institute of Standard and 
Technology (NIST 2008) are considered for information security in e-government 
development.   
 
Dunkerley and Tejay (2010) propose a conceptual framework for information 
security in e-government development. Such a framework focuses on the system 
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security, user security, and security effectiveness for protecting information in 
public organizations in an e-government context. It considers various critical 
factors including information integrity, information systems assurance, business 
enablement, user intent, user expertise, and security benefits for better 
understanding information security in e-government development. This 
framework shows different information security aspects for e-government that 
need to be considered. The applicability of this framework, however, has not been 
tested.  
 
Breu et al. (2005) develop a conceptual framework for information security from 
the perspective of  inter-organizational workflows in the context of  securing web 
services in e-government. A model-driven architecture approach is adopted that 
automatically generates systems architectures and components for information 
security. The developed model provides specifications for the design of 
collaborating systems to support the security requirements for e-government 
services. This model is extremely useful for addressing the information security 
requirements across different public organizations for e-government services.  
 
Smith and Jamieson (2006) present an analysis of the critical factors for 
information security in e-government development in Australia. The study reveals 
that awareness, active management support, training, and appropriate funding are 
essential for information security in e-government development. In a similar 
manner, Wangwe et al. (2012) present a study to analyze the information security 
success factors for e-government development in Tanzania. This leads to the 
identification of the information security success factors including support and 
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commitment, availability of human resource capacity, institutional and legal 
framework, and financial resources as critical for information security in e-
government development.  
 
Lambrinoudakis et al. (2003) propose the adoption of the public key infrastructure 
for information security in e-government platforms. The study reveals that the 
utilization of the security services offered by a Public Key Infrastructure can 
fulfill the consolidated e-government security requirements in the delivery of e-
government services. This study further demonstrates that the development of a 
uniform e-government information security policy can be achieved by compiling a 
list of security requirements of individual services.   
 
Existing literature discussed above has shown considerable efforts for designing 
and developing various frameworks for information security in e-government 
development. These individual frameworks, however, have focused either on the 
technological aspect or the non-technological aspect of information security. It is 
widely argued that effective information security require an adequate 
consideration of both the technological perspective and the socio-organizational 
perspective for safeguarding information and preventing the misuse of e-
government information systems in public organizations (Dhillon & Backhouse 
2001; Karokola et al. 2012; Wimmer & Von Bredow 2002). This is because the 
reliance only on the adoption of technology-based approaches, for example, can 
be rendered ineffective by a poorly designed operating procedure, or careless 
attitudes towards information security in organizations (Dunkerley & Tejay 2010). 
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Effective information security in e-government development requires the adoption 
of an approach that is able to (a) build-up trusted technical infrastructure that can 
secure transactions and protect access to information, (b) establish reliable internal 
processes to efficiently execute information security controls, and (c) develop 
effective security cultures that promote positive individual attitudes and behaviors 
towards information security in organization. This is why there is an increasing 
focus on information security compliance to adequately protect organizational 
information in recent years (Boss & Kirsch 2007; Kolkowska et al. 2016; Siponen 
et al. 2010; Sommestad et al. 2014a). 
 
2.5 Information Security Compliance 
Information security compliance refers to the effective implementation of 
information security policies and standards for protecting information in 
organizations (Al-Kalbani et al. 2015; Von Solms 2005; Von Solms 2005). The 
rapid development of ICT and the increasing adoption of information systems in 
organizations lead to a wide adoption of information security compliance for 
adequately protecting organizational information (Boss & Kirsch 2007; Siponen et 
al. 2007). A British Standard Institution survey (BSI 2016) shows that more than 
63% of the organizations regard information security compliance as a pre-
requisite for business growth while about 56% of the respondents believe that the 
use of an information security compliance approach in their organizations has 
enhanced their business operational processes.  
 
There are various international standards for information security that 
organizations need to comply within their industries. The International 
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Organization for Standardization (ISO) standard 17799, for example, is developed 
to create an international standard that organizations could subscribe to (Saint-
Germain 2005). This standard provides the ability for an organization to apply an 
information security framework that includes governance requirements and 
information security regulations for information security. It covers the 
management of information security with the adoption of 133 controls that are 
divided in 11 different domains for defining the information security requirements 
in organizations (Calder & Watkins 2005).  
 
The Control Objectives for Information and Technology (COBIT) is another 
international standard for information security in organizations. It provides a 
governance model for managing information security in organizations (Höne & 
Eloff 2002). Such a standard is reflected in 34 high-level processes that are 
grouped into four domains including planning and organization, acquisition and 
implementation, delivery and support, and monitoring and evaluation. These 
domains revolve around the concept of IT governance in terms of control 
requirements, technical issues and business risks. The adoption of COBIT enables 
a clear policy development and a good practice for information security controls 
throughout organizations. It emphasizes a regulatory compliance, helps 
organizations to increase the value of ICT, and enables an alignment between ICT 
governance and information security controls in organizations (Höne & Eloff 
2002). 
 
The adoption of an information security compliance approach is fast becoming an 
institutional yardstick for information security in organizations. It signals that 
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adequate steps have been taken to protect organizational information (Boss & 
Kirsch 2007; Siponen et al. 2010). It also ensures that information security 
mechanisms can work together effectively to protect the critical information in 
organizations (Appari et al. 2009; Ifinedo 2013). As a result, information security 
compliance is widely considered as an effective approach for effective 
information security in organizations (Herath & Rao 2009). 
 
Maintaining information security compliance in organizations is complex and 
challenging. Often organizations introduce different methods to maintain the 
information security compliance process (Bulgurcu et al. 2010; Siponen et al. 
2014). Some organizations, for example, introduce security training and 
awareness programs to provide their employees with the necessary skills and 
knowledge for evaluating and responding to security threats (Bulgurcu et al. 
2010). Other organizations use technical and administrative controls based on the 
information security policies and standards to guide employees to protect 
organizational information resources (Kolkowska & Dhillon 2012). 
 
Several studies have examined information security compliance in organizations 
from different perspectives in recent years. Kolkowska et al. (2016), for example, 
use a value-based compliance method for capturing the rationalities behind 
employees’ compliance and non-compliance behavior with respect to their actual 
actions towards different information security practices in organization. The study 
shows the rationality of conflicts that impact the information security compliance 
behaviors of employees in organizations. The study also offers an improved basis 
for strategic decision making towards efficient security solutions that are aligned 
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with the organizational business goals, workflows, and employees’ behaviors. 
  
Myyry et al. (2009) examine the influence of moral reasoning and values on 
compliance with information security policies by integrating two well-known 
psychological theories: the theory of cognitive moral (Kohlberg 1976) and the 
theory of motivational types of values (Schwartz 1992). The findings show that 
employees with punishment are more likely to follow the information security 
compliance policy. The study further shows that employees who are exhibited to 
follow their own intellectual and emotional interests, such as choosing own goals, 
seeking excitement, novelty, and challenge in life, or seeking pleasure and the 
satisfaction of sensual needs are less likely to follow the information security 
policy in organizations. 
 
Herath and Rao (2009) develop and empirically validate an integrated model 
drawing from several different domains backgrounds for better understanding the 
motivations, values and norms that affect employees’ intentions to comply with an 
organization’s information security policies. The findings show that the perceived 
cost and benefits of complying with security policies and standards directly 
increases employees’ intention towards information security compliance in 
organizations. This study further indicates that organizational commitment and 
social influence have a significant impact on employees’ compliance intentions.  
 
Lee et al. (2004) use an interactive method to investigate employees’ information 
security actions and behaviors with a focus on the abuse or misuse of information 
security practices under different scenarios. This study shows the rationality of 
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employees’ attitudes towards different technical information security controls in 
organizations. It offers an improved basis for designing and implementing 
efficient security controls that align with employees’ behaviors in organizations.  
 
Siponen et al. (2010) adopt two dominant theories including the universal 
constructive instructional theory and the elaboration likelihood theory to explain 
what learning principles affect employees’ compliance intention to information 
security policies. The findings suggest that information security training should 
utilize contents and methods that activate and motivate employees towards 
information security compliance. The findings indicate that a continuous 
communication process is required to increase employees’ intention to comply 
with information security policies and standards in organizations. 
 
Ifinedo (2013) proposes a conceptual framework for complying with information 
security policies in organizations from the perspective of (a) socialization, (b) 
social influence, and (c) cognition. This study focuses on changing individual’s 
thoughts, actions, feelings, and attitudes towards information security compliance. 
The findings assert that social bonds that are formed at work largely increase 
employees’ intention towards information security compliance. This study further 
shows that employees’ locus of control and capabilities and competence that are 
related to information security issues increase information security policy 
compliance. The findings of this study confirm the earlier study by Chan et al. 
(2005a) that examines the effects of social contextual factors including 
management practices, supervisory practices, and coworker's socialization for 
increasing employees' intentions towards information security policies 
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compliance. 
 
Safa et al. (2016) show the rationality of employees’ involvements such as 
knowledge sharing, collaboration, intervention and experience using both social 
bond and involvement theories towards information security compliance in 
organizations. The findings suggest that management in organizations should 
encourage their employees to share knowledge and collaborate in the domain of 
information security. The findings further show that employees with information 
security experience have a deep understanding of information security issues for 
protecting the information in organizations.  
 
Overall, most existing studies in information security compliance have focused 
primarily on the factors that are related to employees’ attitudes in terms of 
understanding their behaviors and increasing their intentions to comply with 
information security policies and standards in organizations (Sommestad et al. 
2014b). Table 2.2 summarizes the discussion about these studies above. There is, 
however, more on information security compliance with respect to understanding 
the complex socio-organizational dynamics in information security in public 
organizations (Al-Kalbani et al. 2015; Da Veiga & Eloff 2010; Martin et al. 2011; 
Posthumus & Von Solms 2004). Such dynamics include information security 
governance (Posthumus & Von Solms 2004; Smith & Jamieson 2006) and 
legislative requirements (Benabdallah et al. 2002) that may influence information 
security compliance in organizations. To adequately address the issue above, it is 
essential to develop a comprehensive framework that includes socio-
organizational factors and empirically test and validate the framework in order to 
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have effective information security compliance in public organizations for e-
government development in Oman. 
 
Table 2.2  An overview of information security compliance studies   
Areas References Factors Theories 
Intention  Chan & Woon (2005) 
Pahnila et al. (2007) 
D’Arcy & Hovav (2007) 
Li et al. (2009) 
Herath & Rao (2009) 
Puhakainen and Siponen 
(2010) 
Siponen &Vance (2010) 
Ifinedo (2013) 
Humaidi & Balakrishnan 
(2015) 
Sommestad et al. (2015) 
Safa et al. (2016) 
o Threat appraisal 
o Perceived usefulness 
o Quality of information 
security policy 
o Conventional reasoning 
o Security awareness  
o Attachment 
o Involvement 
o Organizational 
commitment  
o Constructive  
o Instructional  
o Power 
o Social control 
o General deterrence 
o Motivation 
o Social cognitive 
o Social bond 
o Involvement 
o Elaboration 
o likelihood  
Behavior  Vroom & Von Solms (2004) 
Lee et al. (2004) 
Dugo (2007) 
Myyry et al. (2009) 
Bulgurcu et al. (2010) 
Liang & Xue (2010) 
Guo et al. (2011) 
Son (2011) 
Kim et al. (2014) 
Kolkowska et al. (2016) 
Lee et al. (2016)  
o Self-efficacy 
o Perceived legitimacy 
o Perceived sanctions 
o Conservation 
o Perceived risks 
o Subjective norms 
o Rational and non-
rational actions  
o Perceived cost of non-
compliance 
o Security culture 
o Reasoned action 
o Planned behavior  
o Technology 
acceptance 
o Social bond 
o Value-based  
 
 
2.6 Conclusion 
This chapter has reviewed the related literature on e-government, e-government 
development in Oman, information security for e-government, and information 
security compliance in organizations. The review reveals that the existing 
information security frameworks for e-government have an inadequate 
consideration of both the technical and non-technical aspects for protecting the 
information in e-government systems. The review further shows that there is a 
limited focus on information security compliance with respect to understanding 
the complex socio-organizational dynamics in information security compliance at 
the organization level. As a result, the need for developing a comprehensive 
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framework is emerged for effective information security compliance in public 
organizations in e-government development in Oman. 
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Chapter 3 
A Conceptual Framework 
3.1 Introduction 
This research aims to develop a compliance-based framework for information 
security in public organizations for e-government development in Oman. To 
adequately accomplish this aim, a conceptual framework is required for 
facilitating the investigation of the critical factors that influence information 
security compliance in public organization. The conceptual framework helps to 
show the logical sense of the relationships between the identified critical factors 
that provide the foundation for testing these relationships (Sekaran 2006).  
 
This chapter aims to develop a conceptual framework based on the comprehensive 
review of the related literature on information security compliance in 
organizations. The conceptual framework helps to guide the implementation of 
both the qualitative and quantitative studies to be conducted in this research. From 
the qualitative perspective, the conceptual framework helps to develop the semi-
structured interviews questions and facilitates the conduct of thematic analysis on 
the collected interview data in a deductive manner. From the quantitative 
perspective, the conceptual framework helps to hypothesize the critical factors for 
effective information security compliance in public organizations for e-
government development while guiding the development of the survey 
instrument. 
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This chapter is organized as follows. The second section presents the theoretical 
foundation for the developed conceptual framework. The third section discusses 
the theoretical perspectives that are related to the technological, organizational, 
and environmental dimensions in the context of information security compliance 
in organizations. In section four, a set of factors are discussed for influencing each 
dimension. The last section summarizes the conceptual framework.  
 
3.2 Theoretical Foundation 
An investigation of the socio-organizational dynamics in organizations leads to 
better understanding of the interactions among organizational, individual, and 
technical factors for effective information security compliance in public 
organizations (Bulgurcu et al. 2010; Dhillon & Backhouse 2001). To pave the way 
for guiding the development of a conceptual framework in this study, two socio-
organizational theories are discussed in details, namely, the technology-
organization-environment (TOE) theory (Tornatzky et al. 1990) and the 
institutional theory (DiMaggio & Powell 1983) as shown in Figure 3.1.   
 
Technology-Organization-
Environment theory
(Tornatzky et al. 1990)
A compliance-based framework 
for information security in public 
organizations for e-government 
development
Institutional theory
(DiMaggio and Powell 1983a)
 
Figure 3.1  The theoretical background of the framework 
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The first theory for underpinning the proposed framework is the TOE framework 
(Tornatzky et al. 1990). It is an organization theory for studying the adoption of an 
innovation in an organization. This theory argues that the process by which 
technological innovations are adopted and implemented in organizations is 
conspired by the technological, organizational, and environmental contexts 
surrounding their operations (Tornatzky et al. 1990). These contexts present both 
constraints and opportunities that influence the adoption of such a technology 
innovation in an organization (Tornatzky et al. 1990). Figure 3.2 shows the TOE 
theory. 
 
The technological context refers to the technology that is to be taken by the 
organization (Chong et al. 2009; Teo et al. 2003). It relates to the characteristics of 
such a technology in an organization (Chau & Tam 1997; Tornatzky et al. 1990). 
Such a context focuses on how technological characteristics can affect the 
adoption of the technology (Chang & Ho 2006). Kuan and Chau (2001), for 
example, identify three critical factors including compatibility, relative advantage 
and competency of the technology for influencing the adoption of the technology 
in organizations. The findings of such a study are consistent with those of 
Tornatzky and Klein (1982) and Roger’s (1995).  
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Technology 
Adoption
Technology
 Compatibility
 Complexity
 Perceived related 
advantage
Environment
 Stakeholders’ 
expectations
 Regulatory Pressure
Organization
 Management support
 Roles and 
responsibilities
 Training and education
 Efficient operation 
 
Figure 3.2 An overview of the TOE theory 
 
The organizational context is always at the center in the adoption of specific 
technological innovations. It is related to the characteristics and resources of an 
organization in the adoption process. It looks at the process and structure of an 
organization that facilitates the adoption of the technology innovation (Chau & 
Tam 1997). The literature has identified different organizational factors for 
influencing the adoption of technology innovation in organizations. Such factors 
include organizational structure (Dwivedi et al. 2009; Oliveira et al. 2014; Xu et 
al. 2004), communication process (Sila 2013), top management support and 
commitment  (Duan et al. 2012), organizational culture (Dwivedi et al. 2009), and 
financial readiness (Chong et al. 2009; Zhu & Kraemer 2005).  
 
The environment context concerns about the presence of external influences that 
force individual organizations to adopt a technological innovation (Chwelos et al. 
2001; Tornatzky et al. 1990). The adoption of a technological innovation can exert 
pressures on an organization from its external environment (Kuan & Chau 2001). 
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Government regulation, for example, is identified to be significant in influencing 
the adoption of technology innovations in organizations (Pudjianto & Hangjung 
2009; Zhu & Kraemer 2005). Stakeholders’ expectations are shown to be critical 
for the adoption of technology innovations in organizations (Chong et al. 2009). 
Such expectations include privacy and security that stimulate organizations for 
adopting new technologies and practices to protect the information in 
organizational systems (Xu et al. 2004).  
 
The applicability of the TOE theory is widely exemplified in the existing literature 
for the adoption of technology innovations (Dwivedi et al. 2009; Liu et al. 2010; 
Oliveira et al. 2014; Zhu & Kraemer 2005). Pudjianto and Hangjung (2009), for 
example, apply the TOE theory for exploring the critical factors in e-government 
assimilation, leading to the identification of the ICT expertise, ICT infrastructure, 
top management support, compatibility, regulatory environment and competition 
environment as critical factors for e-government assimilation. Krishnan et al. 
(2012) demonstrate the usefulness of the TOE theory in the study of e-
participation through e-government development with the proposition of a 
multiple-mediation model for examining the antecedents of e-participation and the 
mediating role of e-participation in e-government development. Srivastava and 
Teo (2007) confirm the usefulness of the TOE theory in studying e-government 
development by exploring the determinants using secondary data from 115 
countries. Table 3.1 provides a summary of studies that use the TOE theory.  
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Table 3.1  A summary of the TOE based studies 
References Contexts Main constructs 
Gibbs & Kraemer 
(2004)  
 
E-commerce use 
 
Technology resources, perceived benefit, lack of 
organization compatibility, financial resources, 
firm size, external pressure, government 
promotion, legislation barriers 
Zhu & Kraemer 
(2005) 
E-business 
assimilation 
 
Technology competence, international scope, 
financial commitment to e-business, competitive 
pressure, regulatory support, E-business use, 
front-end functionality, back-end integration, E-
business value 
Lippert & 
Govindarajulu 
(2015)  
Web services 
adoption 
 
Security concerns, reliability, deployability, firm 
size, firm scope, technological knowledge, 
perceived benefits, competitive pressure, 
regulatory influence, dependent partner 
readiness, trust in web service provider. 
Srivastava & Teo 
(2007)  
E-government 
development 
ICT infrastructure, technology development, 
human capital, public institutions, macro 
economy 
Chong et al. (2009)  C-commerce 
adoption 
Relative advantage, compatibility, complexity, 
expectations of market trends, competitive 
pressure, top management support, feasibility, 
project champion characteristics 
Teo et al. (2009) 
 
E-procurement 
adoption 
Perceived direct benefits, indirect benefits, 
perceived costs, firm size, Top management 
support, information sharing culture, business 
partner influence 
Pudjianto & 
Hangjung (2009) 
E-government 
assimilation  
ICT expertise, ICT Infrastructure, top 
management support, organizational 
compatibility, extent of coordination, regulatory 
environment, competition environment 
Duan et al. (2012)  E-market adoption Perceived direct benefit, Size, organization 
readiness, top management support, external 
pressure, E-market trust. 
Alshamaila et al. 
(2013)  
Cloud computing 
adoption  
Relative advantage, geo-restriction, 
compatibility, complexity, trialability 
Wang & Lo (2016)  Adoption of open 
government data  
Organizational readiness, external pressures, 
perceived benefits, perceived barriers 
 
The second theory for underpinning the proposed framework is the institutional 
theory (DiMaggio & Powell 1983). This theory posits that organizations must 
secure legitimacy from stakeholders by conforming to external expectations. This 
legitimacy can be gained by making strategic responses to external pressures 
(Cavusoglu et al. 2015). The basic notion of the institutional theory is that 
organizational structures and behaviors are based on the cultural and social 
pressures of their environments (Luna-Reyes & Gil-García 2011). These pressures 
Chapter 3  Conceptual Framework 
-39- 
may determine, for example, how an organization is built, how it is run, and how 
it is understood and evaluated in a specific situation.  
 
With the consideration of the institutional theory, there are three archetypes of 
external pressures that an organization has to consider in their adoption of specific 
technologies including coercive pressures, normative pressures, and mimetic 
pressures (Davidsson et al. 2006). Coercive pressures force organizations and 
decision makers to adopt certain institutionalized rules and practices in managing 
the organization (Hu et al. 2007). This type of pressures stems from government 
mandates that force organizations to act in compliance to certain rules and 
practices to receive legitimacy (DiMaggio 1988; Edwards et al. 2009). Normative 
pressures stem from the cultural expectation that organizations are compelled to 
honor (Appari et al. 2009). A decision to adopt new practices, for example, is 
often influenced by how the organizations’ stakeholders take actions with respect 
to the new practice (Cavusoglu et al. 2015). Mimetic pressures refer to the 
acquiescence by imitating peers to gain organizational legitimacy (DiMaggio & 
Powell 1983). They are present when an organization adopts the same actions, 
structure, and behaviors of similar organizations within their environments as a 
means of gaining legitimacy (DiMaggio & Powell 1983).  
 
The usefulness of the institutional theory in understanding the adoption of specific 
technological innovations is well exemplified in the existing literature (Cavusoglu 
et al. 2015; Gosain et al. 2004; Liang et al. 2007; Teo et al. 2003; Li et al. 2014). 
Butler (2003), for example, uses the institutional theory to show that a high degree 
of established commitments and maintaining existing relationships are the two 
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institutional factors that influence the development of web-based systems in 
organizations. Cavalluzzo and Ittner (2004) reveal that the adoption of legislative 
requirements influences the implementation of management control systems and 
increases the operational productivity in public organizations. Li et al. (2014) use 
the institutional theory to show the significant impact of rules and regulations, and 
public openions on organizational behavours for better productivity. These studies 
exemplify the theoretical basis of the institutional theory for understanding the 
environment factors with respect to the adoption of technological innovations in 
organizations. Table 3.2 show a summary of different studies that use the 
institutional theory for the adoption of technological innovations in organizations. 
 
Table 3.2 A summary of the institutional theory based studies  
 
Archetypes Factors References 
Coercive Pressures 
 
Governments, 
regulatory 
Silva & Figueroa B (2002), Cavalluzzo & Ittner 
(2004), Gibbs & Kraemer (2004), Crowston & 
Myers (2004), Gosain et al. (2004), Soh & Sia 
(2004), Grimshaw & Miozzo (2006), Phang & 
Kankanhalli (2008),  Kurnia et al. (2015) 
Top and local 
management 
Sandberg (2001), Cavalluzzo & Ittner (2004), 
Phang & Kankanhalli (2008), Liang et al. 
(2007), Currie & Guah (2007), Zheng et al. 
(2013) 
Customers and 
potential clients 
Benders et al. (2006), Bala & Venkatesh (2007), 
Soares-Aguiar & Palma-dos-Reis (2008) 
Dominant firm Bala & Venkatesh (2007), Currie & Guah 
(2007),  Hayes (2008),  Sandberg (2001) 
Normative Pressures Government agencies Sandberg (2001),  Silva & Figueroa (2002), 
Currie & Guah (2007) 
Technology suppliers Gosain et al. (2004), Sandberg (2001), Hayes 
(2008) 
Industry, business 
and trade 
Benders et al. (2006), Bala & Venkatesh (2007), 
Liang et al. (2007), Soares-Aguiar & Palma-
dos-Reis (2008),  N. Hayes (2008) 
Mimetic Pressures Peers, competitors, Sandberg (2001), Gosain et al. (2004); Bala & 
Venkatesh (2007), Currie & Guah (2007), Hayes 
(2008) 
Benchmarking, 
industry norms 
Bala & Venkatesh (2007), Soares-Aguiar & 
Palma-dos-Reis (2008),  Hayes (2008) 
Leaders Gosain et al. (2004), Cavalluzzo & Ittner 
(2004), Liang et al. (2007), Bala & Venkatesh 
(2007) 
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In this study, the institutional theory is used as complementary theoretical lens for 
the environment context within the TOE theory to investigate the factors that 
influence the adoption of information security compliance in organizations. The 
use of the institutional theory explains how public organizations utilize their 
internal resources and capabilities to respond to external pressures effectively 
(Kurnia et al. 2015). 
 
There is much research that has used both the institutional theory and the TOE 
theory in the existing literature (Gibbs & Kraemer 2004; Li 2008; Parveen et al. 
2015; Soares-Aguiar & Palma-dos-Reis 2008). Gibbs and Kraemer (2004), for 
example, use institutional theory with TOE theory for investigating the 
determinants for e-commerce. Kurnia et al. (2015), extend the environment 
context in the TOE theory to include national culture, government regulation, 
competitive pressure, and industry structure factors for the adoption of e-
commerce within the Indonesian industry. Zollet and Back (2015) use institutional 
theory and TOE theory for investigating the interactivity on organizations’ 
websites. These studies show the usefulness of using institutional theory within 
the TOE theory for adopting technologies.  
 
3.3 Framing Information Security Compliance in Theories 
The development of e-government is related to the adoption of specific ICT for 
transforming the delivery of public services in public organizations. To ensure the 
effective development of e-government, the adoption of a compliance-based 
approach for information security is becoming critical. To better understand how 
the compliance-based approach can be implemented effectively in organizations, 
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the use of the TOE theory and the institutional theory discussed above is 
appropriate and necessary. This is because the adoption of the compliance-based 
approach for information security in e-government development is directly related 
to various technological, organizational, and environmental factors. Furthermore, 
such an adoption of the compliance-based approach in organizations is also 
influenced by the demands and expectations of various stakeholders in e-
government development.  
 
The technological dimension is about the availability and reliability of specific 
technologies for satisfying information security policies and standards in the 
adoption of the compliance-based approach in e-government development 
(Wimmer & Von Bredow 2002). Adopting adequate security technologies that 
fulfill the security requirements increases the trust and confidence of various 
stakeholders that lead to greater information security compliance (Moynihan 
2004; Wimmer & Von Bredow 2002). Ebrahim and Irani (2005), for example, 
assert that technology capability could improve the normal functioning of 
information systems by reducing security risks and minimizing cost impact in 
organizations. Furthermore, the ability of security technologies to avoid 
operational systems incompatibility, such as the misfit between current work 
practices and security mechanisms is essential for the adoption of information 
security compliance (Smetters & Grinter 2002). This helps to enforce policies, 
monitor and alert violations, and strengthen information protection on the existing 
operational systems in organizations (Venter & Eloff 2003). 
 
There are several studies that demonstrate the critical role of technologies in their 
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adoption in organizations. Lambrinoudakis et al. (2003), for example, assess the 
security services offered by the public key infrastructure technology and audit for 
fulfilling the identified security requirements in an integrated e-government 
platform. Kaliontzoglou et al. (2005), for example, assess the effectiveness of 
different security technologies such as digital signature for enforcing security 
compliance. Furthermore, Straub (1990) examine the application of anti-spyware 
technologies for improving the information security compliance. These studies 
show that adopting appropriate security technologies is critical for information 
security in the adoption of the compliance-based approach in organizations.  
 
The organizational dimension is about the organizational characteristics such as 
management commitment, information security awareness and training, and 
accountability that directly promote the adoption of information security 
compliance. These characteristics can function together as the basis for promoting 
an organizational security culture that steers employees’ intentions towards 
information security compliance (Dhillon & Backhouse 2001; Sasse et al. 2001), 
and influences organizational processes in managing information security controls 
(Beautement et al. 2009).  
 
An organizational security culture refers to the belief of individual employees as 
well as the organizational management on the value of complying with 
information security policies and standards for information security (Al-Kalbani 
et al. 2015; McIlwraith 2006). It is to be created in an organization by instilling 
the aspects of information security to every employee as a natural way of 
performing his or her daily job (Oost & Chew 2007; Von Solms 2001). A well-
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developed set of organizational information security practices promotes an 
effective security culture that can lower the information security threat and reduce 
the information security risk level in organizations (Chang & Lin 2007).  
 
There is much research on investigating the role of an organizational security 
culture in influencing employees’ behaviors towards information security (Al-
Kalbani et al. 2015; Chang & Lin 2007; McIlwraith 2006; Oost & Chew 2012). 
Drevin et al. (2007), for example, use an information security awareness approach 
for building a security culture that can directly affect employees’ attitudes and 
behaviors towards information security compliance in organizations. Posthumus 
and Von Solms (2004) develop an information security governance framework 
that integrates information security into an organizational culture at the executive 
level. The framework focuses on building effective information security 
governance in organizations by (a) understanding the impact of risks that affect 
business, (b) emphasizing on the roles and responsibilities of individuals, and (c) 
seeking the support of top management for information security compliance in 
organizations. Da Veiga and Eloff (2010) propose an information security culture 
framework to guide organizations for information security. Such a framework 
considers the interactions among technical, procedural, and human behavioral 
components for cultivating an organizational culture that is able to minimize the 
information security risks posed by employees’ behaviors. These studies show that 
a well-developed organizational security culture could influence information 
security compliance for information security in organizations. 
 
The flexibility of operational processes directly affects the adoption of the 
Chapter 3  Conceptual Framework 
-45- 
compliance-based approach for information security in organization. In this 
context, operational processes are referred to as the reliable internal processes that 
influence the acceptance of information security mechanisms in organizations. 
Information security processes and the way in which these processes are 
presented, integrated, and enforced are fundamental for effective information 
security compliance (Backes et al. 2003; Knorr & Röhrig 2001). Developing 
appropriate operational processes to enhance information security in organizations 
can result in an efficient execution of information security controls (Knorr & 
Röhrig 2001). This shows that developing efficient operational processes in terms 
of their design and implementation is critical for influencing information security 
compliance in organizations.  
 
There are several studies in the literature that investigate the use of operational 
processes for information security with the adoption of the compliance-based 
approach in organizations. Backes et al. (2003), for instance, show that integrating 
security requirements into the business processes can improve information 
security in organizations. Martin et al. (2011) use a total quality management 
approach that merges information security requirements with business processes 
for information security in organizations. Such an approach incorporates 
information security metrics with the European Framework for Quality 
Management as the benchmark for assessing the security areas that should be 
addressed in organizations. These studies show the importance of operational 
processes for effective information security in organizations.  
 
The environment is related to the external pressures that influence the adoption of 
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information security compliance in organizations. The presence of various laws 
and regulations (e.g., Sarbanes Oxley Act, and Privacy Act), for example, is a 
source of coercive pressures that force organizations to act in compliance to 
receive legitimacy and benefits (Edwards et al. 2009; Warkentin et al. 2011). This 
has made organizations to take a decision for adopting information security 
practices as a response to the regulatory requirements.  
 
To adopt new practices is often influenced by how organizational stakeholders 
take actions with respect to the new practices (Cavusoglu et al. 2015). This 
implies that organizations are subjected to another pressures exerted by their 
stakeholders’ expectations (Kam et al. 2013a). This force organizations to adjust 
their behavior based on their beliefs about what is viewed as appropriate among 
their stakeholders and consequently adopt techniques and methods that reflect the 
current standards of those stakeholders (Scott 2013). 
 
There is much research on investigating the role of external environment in 
influencing the adoption of information security compliance. Chan and 
Greenaway (2005), for instance, show that stakeholders’ values and norms affect 
information security practices and employees’ behavior in organizations. Hu et al. 
(2006a) show that the existing of formal pressures that is exerted on organizations 
to adopt a certain institutionalized rules and practices has an effect on the 
commitment of senior management and employees’ towards information security 
compliance. Appari et al. (2009) show that the cultural expectations such as 
personal privacy force organizations in implementing secure practices to maintain 
the trust of their stakeholders and preserve their reputation. These studies show 
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that environment pressures are well recognized for influencing information 
security practices in organization. 
 
3.4 A Conceptual Framework 
For effective information security compliance in organizations, four dimensions 
consisting of nine factors have been proposed as shown in Figure 3.3. These four 
dimensions are organizational security culture, information security processes, 
security technologies, and environment pressures. The detailed discussion of the 
nine factors including management commitment, accountability, awareness and 
training, audit and monitoring, process integration, technology capability, 
technology compatibility, legal pressures, and social pressures is presented in the 
following section. 
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Organizational Security 
Culture
Information Security Compliance for E-
Government Development
Management Commitment
Awareness and Training
Accountability
Audit and Monitoring
Process Integration 
Technology Compatibility
Technology Capability
Social Pressures
Legal Pressures
Information Security 
Processes 
Security Technologies
Environment Pressures
H1
H2
H3
H4
H5
H6
H7
H8
H9
H10
H11
H12
H13
First-order Sub-dimension Second-order Sub-dimension Third-order Construct
 
Figure 3.3 An information security compliance framework 
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3.4.1 Organizational Security Culture 
An effective organizational security culture influences information security 
compliance for information security in organizations. A well-developed set of 
information security practices promotes an effective information security culture 
that can reduce the misuse of information security policies and standards (Chang 
& Ho 2006). The proposed conceptual framework hypothesizes that the 
organizational security culture is usually reflected by (a) management 
commitment, (b) accountability, and (c) awareness and training. 
 
Management commitment 
Management commitment centers on the efforts of senior management to promote 
an information security culture in organizations for information security 
compliance (Kajava et al. 2007). It refers to the decisions, investments and actions 
taken for enforcing information security policies across the organization (Knapp 
et al. 2006; Lee et al. 2004). The management commitment is measured through 
employees’ perception about the (a) management support in decision making and 
investment for information security (Knapp et al. 2006), (b) management active 
participation in managing the activities of information security (Ifinedo 2013), 
and (c) goals alignment for information security with the organizational goals 
(Hayes 2004). 
 
Management commitment directly affects employees behaviors in complying with 
information security policies and standards (Dhillon & Backhouse 2001; Sasse et 
al. 2001). Kolkowska and Dhillon (2012), for example, show that having 
management’s visible participation and ongoing communication on information 
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security stimulate employees’ intentions to comply with information security 
policies. Knapp et al. (2006) show that the creation, training and enforcement of 
organization’s security policies would not be taken seriously without top 
management support and involvement. In fact, lack of management support to 
encourage adherence to information security policies has been singled out as a 
common reason for the weak implementation of information security policies in 
organizations (Knapp et al. 2006; Kolkowska & Dhillon 2012). The above 
discussion leads to the following hypothesis: 
H1:  Management commitment has a positive impact on 
organizational security culture for information security 
compliance in public organization for e-government 
development. 
 
Accountability 
Accountability is a part of an effective organizational security culture for 
information security in the adoption of the compliance-based approach 
(Posthumus & Von Solms 2004). It emphasizes on individuals’ roles and 
responsibilities towards enforcing information security in organizations (Herath & 
Rao 2009; Posthumus & Von Solms 2004). Accountability can be measured by 
employees’ perception on the (a) comprehensiveness of information security 
policies for guiding appropriate information security compliance behaviors (Chan 
et al. 2005a; Taylor & Todd 1995), (b) clarity and understandability of roles and 
responsibilities (Bulgurcu et al. 2010), (c) appropriateness of sanctions for 
violating information security policies (Herath & Rao 2009), and (d) enforcement 
of information security policies and procedures across the organization (Knapp et 
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al. 2006; Straub 1990).  
 
Well-defined roles and responsibilities of individual employees are useful in 
guiding employees to be more proactive in undertaking higher information 
security precautions (Al-Kalbani et al. 2015; Ryan 2004). Adams and Sasse 
(1999) point out that applying stipulated sanctions for information security 
breaches in organizations encourages individuals to comply with information 
security policies and standards. Herath and Rao (2009) state the importance of 
information security accountability in organizations for achieve information 
security compliance. Bulgurcu et al. (2010) and Siponen et al. (2010) point out 
that applying stipulated sanction for information security breaches in 
organizations encourages individuals to comply with information security policies 
and standards. The above argument leads to the following hypothesis:  
H2: Accountability has a positive impact on organizational security 
culture for information security compliance in public 
organization for e-government development. 
 
Awareness and training 
The availability of awareness and training programs can raise the knowledge and 
understanding of employees with respect to the security policies and mechanisms 
for information security in organizations (Bulgurcu et al. 2010; Puhakainen & 
Siponen 2010; Tsohou et al. 2008). The awareness and training programs for 
information security compliance in public organizations can be assessed by 
employees’ perceptions on features such as the effectiveness, usefulness, and 
visibility (Bulgurcu et al. 2010; Puhakainen & Siponen 2010; Taylor & Todd 
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1995). The effectiveness is about the desirable outcomes of the awareness and 
training programs to support the organizations’ goals (Bulgurcu et al. 2010; Eloff 
& von Solms 2000). The usefulness is about how well the awareness and training 
programs are structured and presented (Barling et al. 2002; Martins & Elofe 
2002). The visibility refers to the clarity of information security activities in the 
organization with the use of a variety of business communications for promoting 
security awareness and training (Puhakainen & Siponen 2010; Taylor & Todd 
1995). 
 
Having information security awareness programs in place is one way to improve 
the information security culture in organizations (McIlwraith 2006). This is 
because such programs can raise users’ knowledge and understanding of security 
policies and mechanisms in organizations (Puhakainen & Siponen 2010; Smith & 
Jamieson 2006). Bulgurcu et al. (2010), for example, point out that having 
information security awareness programs highly affects employee’s beliefs about 
the benefit of compliance and the cost of non-compliance for information security 
in organizations. Tsohou et al. (2008) show that the use of information security 
awareness and training programs can reduce the misuse of information security 
policies and procedures and increase users’ avoidance of information security 
risks and threats in organizations. The above discussion leads to the following 
hypothesis: 
H3: Awareness and training has a positive impact on organizational 
security culture for information security compliance in public 
organization for e-government development. 
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3.4.2 Information Security Processes 
Developing appropriate information security processes could result in efficient 
execution of information security controls that influence information security 
compliance in organizations (Knorr & Röhrig 2001). The appropriateness of 
information security processes is reflected by the (a) process integration of 
information security controls within the business operational processes and (b) the 
effectiveness of audit and monitoring processes.  
 
Audit and monitoring 
Audit and monitoring processes deal with the visibility of information security 
compliance in organizations (Neubauer et al. 2006). Developing effective audit 
and monitoring processes is critical for information security compliance 
(Kolkowska & Dhillon 2012; Neubauer et al. 2006; Ransbotham & Mitra 2009; 
Steinbart et al. 2012). The influence of audit and monitoring processes for 
information security compliance in organizations can be assessed by employees’ 
perceptions on various features such as the appropriateness of audit and 
monitoring activities in terms of time and place suitability (Knapp et al. 2006), 
perceived benefits on achieving the desirable values (Herath & Rao 2009), and the 
responsiveness that refers to the transparency of decision making and action 
taking for information security in organizations.  
 
Audit and monitoring processes, when appropriately enforced, could raise the 
speed of operational execution of information security mechanisms and improve 
the overall effectiveness of these information security mechanisms (Neubauer et 
al. 2006; Ransbotham & Mitra 2009). Steinbart et al. (2012), for instance, find 
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that audit and monitoring processes lead to increased acceptance of information 
security mechanisms. Kolkowska and Dhillon (2012) assert that audit and 
monitoring processes could improve information security compliance in 
organizations. The above argument leads to the following hypothesis: 
H4: Audit and Monitoring has a positive impact on operational 
processes for information security compliance in public 
organization for e-government development. 
 
Process integration 
Process integration implies mapping information security mechanisms into 
business processes to support the business objectives in organizations (Backes et 
al. 2003). Process integration of information security mechanisms can be assessed 
by employees’ perception on the (a) efficient execution of information security 
requirements (Chang & Ho 2006), (b) improvement of productivity in terms of 
enhancing the operational processes, and (c) the consistency of the security 
mechanisms in the adoption of the compliance-based approach for information 
security in organizations (Chan et al. 2005a). 
 
Integrating security practices into the development of operational processes can 
improve information security (Backes et al. 2003) and  increase business 
performance in organizations, leading to the better acceptance of these 
mechanisms for information security (Kong et al. 2012). Vroom and Von Solms 
(2004), for example, assert that compliance with information security policies can 
be improved if employees integrate information security mechanisms in their 
daily work practices. Knorr and Röhrig (2001) provide a framework that uses 
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business processes for facilitating the implementation of information security 
mechanisms. Beautement et al. (2009) develop a compliance based approach for 
improving the organizational process for information security. These studies show 
that security mechanisms must be designed as an integral part of the business 
operation processes in order to be effective and efficient for information security 
in organizations. The above discussion leads to the following hypothesis: 
H5: Integration of security processes has a positive impact on 
operational processes for information security compliance in 
public organization for e-government development. 
 
3.4.3 Security Technologies 
Technologies provide the technical means that can be adopted to strengthen 
information security in organizations. Effective information security in 
organizations mandates the establishment of a reliable and secure technology 
infrastructure that conforms to information security requirements (Huang & 
Bwoma 2003). Appropriate security technologies are reflected by the technology 
capability, and technology compatibility in specific circumstances.  
 
Technology Capability 
Technology capability is about the ability of specific security technologies to 
fulfill the technical security requirements for information security in organizations 
(Tudor 2001). It can be measured by employees’ perception on the functionality 
and usability of the security technologies in organization, as well as the 
availability of technical support. The functionality is about the ability of security 
technologies to detect and prevent information security threats and vulnerabilities 
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(Herath & Rao 2009). The usability refers to the extent of ease-to-use and easy to 
setup of security technologies in organizations (Kaliontzoglou et al. 2005). The 
availability of technical support is about the level of competency in managing and 
maintaining security technologies in organizations (Puhakainen & Siponen 2010). 
 
Adopting adequate security technologies capable of fulfilling the security 
requirements for information security in organizations increases the trust and 
confidence of various stakeholders in e-government development, leading to 
greater information security compliance (Moynihan 2004; Wimmer & Von 
Bredow 2002). Lambrinoudakis et al. (2003), for example, assess the security 
services offered by the public key infrastructure technology for fulfilling the 
identified security requirements in an integrated e-government platform. Park and 
Sandhu (2002) examine the use of password-based authentication for enforcing 
the information security policies in organizations. The above argument leads to 
the following hypothesis: 
H6: Capability of security technologies has a positive impact for 
adopting security technologies for information security 
compliance in public organization for e-government 
development. 
 
Technology Compatibility 
Technology compatibility is the ability of security technologies to avoid 
operational systems incompatibility, such as the misfit between current work 
practices and security mechanisms that is essential for ensuring the adoption of 
information security compliance in organizations (Smetters & Grinter 2002). The 
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technology compatibility can be assessed through employees’ perception about the 
standardizing the specifications of security technologies in facilitating information 
security mechanisms for better performance (Chan et al. 2005b), interoperability 
of the security technologies with other daily operational technologies 
(Kaliontzoglou et al. 2005), and perceived impact in terms of the reduction of the 
technical burdens, and cost (Chan et al. 2005b). 
 
Technology compatibility is an essential element influencing the adoption of 
technical information security mechanisms (Smetters & Grinter 2002). 
Kaliontzoglou et al. (2005), for example, assess the effectiveness of different 
security technologies such as digital signature for enforcing security requirements 
on operational technologies. Wimmer and Von Bredow (2002) emphasize the need 
of technical information security standards to avoid e-government incompatibility, 
such as misfit between the existing technologies and the security mechanisms and 
misalignment between individual’s values and experience in using security 
technologies. The above discussion leads to the following hypothesis: 
H7: Compatibility of security technologies has a positive impact for 
adopting security technologies for information security 
compliance in public organization for e-government development 
 
3.4.4 Environment Pressures 
Environment pressures force organizations to adopt an information security 
compliance approach for information security in organizations. Such pressures 
initiate and drive internal organization efforts toward information security through 
information security compliance (Chang & Ho 2006; Herath & Rao 2009).These 
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external pressures are reflected by legal pressures and social pressures (Al-
Kalbani et al. 2015; Appari et al. 2009).  
 
Legal Pressures 
Legal pressures come from the coercive pressures that compel organizations to 
comply with existing information security laws and regulations in organizations 
(Al-Kalbani et al. 2014; Hu et al. 2007). Existing laws and regulations such as the 
Sarbanes Oxley Act (Ghosh & Pawlewicz 2009) and the Privacy Act (Al Abri 
2009) are a source of coercive pressures (Hu et al. 2007; Li et al. 2014). The 
influence of legal pressures on information security compliance in organizations 
can be assessed by employees’ perceptions of the presence of law in terms of 
understandability and comprehensiveness (Appari et al. 2009), the consequences 
in violating information security rules (Hu et al. 2006b), and the efficiency in 
detecting legal violations and executing sanctions (Boss et al. 2009; Kam et al. 
2013a).  
 
Legal pressures shape and motivate managers and employees in organizations to 
comply with information security requirements (Guarda & Zannone 2009; Hu et 
al. 2007). They force organizations to incorporate the legal requirements in 
information security practices for meeting their legal obligations (Appari et al. 
2009). Organizations that have continually regulatory interventions may leads to 
significant structure changes such as the standardization of their operational 
processes and practices to show conformity and gain legitimacy in their adoption 
of the compliance based approach for information security in organizations 
(Gunningham & Kagan 2005). The above argument leads to the following 
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hypothesis: 
H8: Legal pressures have a positive impact on information security 
compliance in public organization for e-government 
development 
 
Social Pressures 
Social pressures are about protecting socially desirable information in the delivery 
of e-government services (Al-Kalbani et al. 2014). They are considered as a type 
of normative pressures that stem from the cultural expectation that organizations 
are compelled to honor (Appari et al. 2009). This type of pressures is raised from 
the values and norms that are embedded in the organization for information 
security through the adoption of the compliance based approach in organizations 
(Appari et al. 2009). The influence of social pressures can be assessed through 
employees’ perception about the consequences of failures to meet the social 
obligations and commitments in the organization (Siponen et al. 2010), the degree 
of citizens’ reliance on technology services, and the degree of organizational 
efforts for information protection in e-government systems in building citizens’ 
confidence (Kam et al. 2013a).  
 
The expectation of stakeholders for information security generates pressures in 
organizations to strengthen their information security practices (Kam et al. 
2013a). Delmas and Toffel (2008), for example, explore the role of stakeholders in 
improving information security compliance in organizations. Alfawaz et al. (2010)  
investigate different cultural pressures that have an impact on information security 
compliance in public organizations in developing countries. These studies show 
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that organizations are likely to adjust their behaviors based on their beliefs about 
what is viewed as appropriate among members in a specific social environment 
(Kam et al. 2013b; Scott 2013). 
 
In the conceptual framework discussed above, information security compliance 
for e-government development is hypothesized as a third-order construct that is 
reflected by four main second-order dimensions. Each second-order dimension is 
reflected by several first-order sub-dimensions. As a result, the relationships 
stemming from the third-order construct to the main dimensions, and from the 
main dimensions to the sub-dimensions formulate a series of reflective hypotheses 
as shown in the Figure 3.3. Table 3.3 summarizes the hypotheses derived from 
such reflective hypotheses. 
 
Table 3.3  An overview of the hypotheses 
Hypotheses Description 
H1 Management commitment has a positive impact on organizational security 
culture for information security compliance in public organization for e-
government development  
H2 Accountability has a positive impact on organizational security culture for 
information security compliance in public organization for e-government 
development 
H3 Awareness and training has a positive impact on organizational security culture 
for information security compliance in public organization for e-government 
development 
H4 Audit and Monitoring has a positive impact on operational processes for 
information security compliance in public organization for e-government 
development 
H5 Process integration has a positive impact on operational processes for 
information security compliance in public organization for e-government 
development 
H6 Technology capability has a positive impact for adopting security technologies 
for information security compliance in public organization for e-government 
development  
H7 Technology compatibility has a positive impact for adopting security 
technologies for information security compliance in public organization for e-
government development 
H8 Legal pressures have a positive impact on information security compliance in 
public organization for e-government development 
H9 Social pressures have a positive impact on information security compliance in 
public organization for e-government development 
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H10 Organizational security culture has a positive impact on information security 
compliance in public organization for e-government development 
H11 Operational Processes has a positive impact on information security compliance 
in public organization for e-government development 
H12 Security technologies have a positive impact on information security compliance 
in public organization for e-government development 
H13 Environment pressures have a positive impact on information security 
compliance in public organization for e-government development 
 
3.5 Conclusion  
This chapter presents a conceptual framework for information security compliance 
based on a comprehensive review of the related literature. Such a framework 
consists of four dimensions including organizational security culture, information 
security processes, security technologies, and environment pressures. Each 
dimension is further reflected into sub-dimensions with a set of indicators for 
influencing information security compliance in public organization for e-
government development in Oman. The conceptual framework developed forms 
the basis for designing and implementing both the qualitative and quantitative 
studies in this research. 
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Chapter 4  
Research Methodology 
4.1 Introduction 
A research methodology is a systematic approach to studying a research problem 
from the theoretical underpinning of the research to the collection, analysis and 
interpretation of the data (Kothari 2004). It guides the research towards 
accomplishing its objectives (Creswell et al. 2011). The research methodology 
includes a variety of research methods that can be used for collecting, analyzing, 
and interpreting the data, and determining which specific research methods are 
appropriate and how these methods can be used for adequately answering the 
research questions (Creswell et al. 2011).  
 
Selecting an appropriate research methodology in a research project very much 
depends on the nature of the research. This research aims to develop a 
compliance-based framework for information security in public organizations for 
e-government development in Oman that is both confirmatory and exploratory 
(Creswell 2009; Mertens 2010). The confirmatory nature of the research is 
reflected by the objective to test a hypothesized conceptual framework for 
ensuring information security compliance in public organizations for e-
government development in Oman. The exploratory nature of the research is 
characterized in its pursuit of identifying the critical factors for determining the 
information security compliance in organizations and the appropriate framework 
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for information security compliance for e-government development in Oman. The 
confirmatory and exploratory nature of this research therefore suggests that the 
adoption of a mixed-methods methodology is suitable in this research (Creswell et 
al. 2003; Tashakkori & Teddlie 2003) .  
 
A mixed-methods methodology involves collecting, analyzing, and integrating 
quantitative (e.g., experiments, surveys) and qualitative (e.g., focus groups, 
interviews) data in a single study for adequately addressing the research problem 
(Bazeley 2009; Creswell et al. 2011). Using a mixed-methods methodology 
provides a variation in data collection that leads to greater validity of the research 
findings in answering the research question from different perspectives (Creswell 
et al. 2011). Such a methodology is recommended in social inquiries that expose 
researchers to different and wide bodies of knowledge, and enable them to 
investigate their research problems in more breadth and depth (Tashakkori & 
Teddlie 2010).     
 
This chapter aims to select a suitable research methodology for satisfying the aim 
of the research. It begins with an overview of the research paradigm and 
methodologies leading to the understanding of the rationale for selecting the 
mixed-methods methodology for this research. This is followed by a discussion of 
the implementation of the mixed-methods methodology with a focus on the issues 
related to the research sample size, collected data types, and the use of the data 
analysis techniques. The chapter is concluded by a brief summary. 
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4.2 Research Paradigms  
A paradigm is a worldview that shows the way in which the world is experienced 
based on specific beliefs, values and assumptions (Morgan 2007; Tashakkori & 
Teddlie 2010). This set of beliefs and values relates to the existence and nature of 
the reality (ontology), the perceived relationship with the object being studied, 
which is considered real (epistemology), and the process and means of knowing 
something considered real (methodology). These fundamental principles 
(ontology, epistemology and methodology), which guide, inform and shape how a 
researcher sees the world and accordingly acts, are collectively termed a research 
paradigm (Lincoln et al. 2011) .  
 
Ontology is a branch of metaphysics that studies the nature of a reality (Bryman & 
Bell 2015). It focuses on the question of what is taken as real and how to know 
whether something is real (Lincoln et al. 2011). When stating the type of 
evidences that is acceptable to assert something as real, this is an ontological 
assumption about the reality. Ontologically, a researcher can take the stance that a 
phenomenon under investigation has an objective reality that is independent of the 
researcher’s method of inquiry or that it has a subjective and malleable reality that 
exists only through human actions.  
 
Epistemology is concerned with the philosophy of how knowledge about the 
reality should be acquired. The focus is on the relationship between the researcher 
and the researched area about which empirical data are collected (Lincoln et al. 
2011). A researcher’s epistemological view frames his or her interactions with 
what is being researched, which also depends on one’s ontological views. The 
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main issue of epistemology is the question of objectivity in producing what is 
regarded as knowledge; that is, whether a researcher should be close to the 
researched or should be neutral regarding what is being researched.  
 
The third and final fundamental principle of a research paradigm is a 
methodology. A research methodology is about how a researcher approaches the 
conducting of his or her empirical research in search of knowing the phenomena 
(Orlikowski & Baroudi 1991). It is related to various methods and techniques that 
can be used for data collection and analysis in studying the research phenomena 
along with the logic behind the selected methods and techniques. 
 
A paradigm can have more than the above mentioned three sets of principles. For 
example, axiology and rhetoric might also be considered in existing studies 
(Bryman & Bell 2015). Ontology, epistemology and methodology, however, are 
the core components of a research paradigm. Within these principles, there are 
three worldviews that are most commonly agreed in existing literature including 
positivism, interpretivism and pragmatism (Myers & Avison 1997; Orlikowski & 
Baroudi 1991). 
 
Positivism is closely associated with quantitative research (Bryman & Bell 2015). 
Specific claims are made based on a cause-and-effect rationale with a focus on 
variables that can be interrelated through conducting detailed measures of 
variables and testing and refining specific theories (Bryman & Bell 2015). 
Positivists believe that there are various theories that govern the world and that it 
is necessary to test, verify and refine these theories in order to comprehend the 
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world (Creswell 2012). Positivists, therefore, aim to test a theory and describe an 
experience through observation and measurement in order to predict a claim.  
Interpretivism is typically related with qualitative research (Bryman & Bell 2015). 
The primary aim is to gain understanding and explain specific phenomena in 
specific circumstances (Mertens 2010). With this form of enquiries, researchers 
find the meaning of a phenomenon through understanding the participants and 
their subjective views. Interpretivists argue that different people experience the 
world differently with many different meanings and interpretations (Creswell 
2012). Interpretivists aim to obtain peoples’ views as much as possible about the 
research phenomenon in order to obtain an in-depth understanding of such a  
phenomenon (Creswell 2012). 
 
The third world view, pragmatism, emphasizes the consequences of the research 
and is pluralistic in nature (Onwuegbuzie & Leech 2005). Pragmatism often has 
an ontological stance similar to positivism and an epistemological stance similar 
to interpretivism. Pragmatists aim for the development of a better understanding 
of the underlying structures and mechanisms of a particular phenomenon and 
poses questions that can be answered using the methods of both positivism and 
interpretivism (Creswell 2012; Myers & Avison 1997). Pragmatism research 
allows the researcher to use a variety of research methods in investigating the 
research phenomena (Johnson et al. 2007). 
 
Having understood the nature of each paradigm, the current study falls within the 
pragmatism form of enquiries to develop a better understanding of information 
security compliance for information security in the development of e-government 
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in Oman. The pragmatic paradigm places the research problem at the center and 
applies a mixed-method approach to understanding the problem (Creswell et al. 
2003). The choice of the pragmatism form of enquiries is driven by the questions 
that the researcher seeks to answer in this study rather than raise from particular 
philosophical assumptions. Researchers adopting the pragmatism form of 
enquiries are encouraged to focus on the ‘what’ and the ‘how’ of the research 
problem for obtaining multiple viewpoints, perspectives, and standpoints with the 
use of a mixed-methods approach in the study  (Johnson et al. 2007).  
 
4.3 A Mix-Methods Methodology 
The adoption of a mixed-methods methodology that is influenced by pragmatism 
has become popular in the recent years (Tashakkori & Teddlie 2003). The 
popularity of the mixed-methods methodology is due to the limitations associated 
with the use of quantitative and qualitative methodologies in research. A 
quantitative methodology, for example, is often criticised for under-representing 
the context in which people talk (Creswell et al. 2011). A qualitative methodology, 
however, is often condemned due to the influence of individual researchers’ biases 
and personal interpretations on people’s voice. In contrast, a quantitative 
methodology is free of personal biases and interpretations. Furthermore, a 
quantitative methodology is credited for its ability to generalise findings to a large 
group. On the other hand, the findings from the use of a qualitative methodology 
cannot be generalised to a large group due to its small sample. 
 
The capability of a mixed-methods methodology capitalises on the strength of 
both quantitative and qualitative methodologies by combing both of them into a 
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single study (Creswell et al. 2011). A mixed-methods methodology allows the 
researcher to test a theory by understanding the various factors in the theory and 
establishing specific relationships between the variables, and also to explore the 
reasons behind such relationships identified (Bazeley 2009). A mixed-methods 
methodology, therefore, uses questionnaires and open-ended interview questions 
to collect hard-data (numbers) and soft-data (words, impressions) respectively in 
the study. The adoption of a mixed-methods methodology involves both 
quantitative data analysis techniques such as statistical analysis and qualitative 
data analysis techniques such as thematic analysis  for answering the research 
question (Creswell et al. 2011). 
 
A mixed-methods methodology varies based on the weight given to the 
quantitative and qualitative methodologies deployed in answering the research 
question (Johnson et al. 2007). These variations include (a) a quantitative 
dominant mixed-methods methodology, (b) a qualitative dominant mixed-methods 
methodology, and (c) a pure mixed-methods methodology. A quantitative 
dominant mixed-method methodology relies more on the use of a quantitative 
methodology with a greater weight given to the quantitative data. In this manner, 
the qualitative methodology plays a secondary role (Creswell 2012; Johnson et al. 
2007). A qualitative dominant mixed-methods methodology is opposite to the 
quantitative dominant mixed-method methodology. With the use of a qualitative 
dominant mixed-methods methodology, a greater weight is placed on the 
qualitative data while using a quantitative methodology in a supportive role 
(Creswell 2012; Johnson et al. 2007). A pure mixed-methods methodology is the 
one in which quantitative and qualitative methodologies are given an equal weight 
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(Jonson et al., 2007; Creswell & Clark, 2011). Figure 4.1 summarizes the three 
basic mixed-methods methodologies that are commonly used. 
 
Figure 4.1 The mixed-methods methodology 
 
The design of a mixed-methods methodology can be further classified based on 
the priority given to either the quantitative and qualitative methodologies in 
answering the research question (Johnson et al. 2007). These methodologies 
include sequential mixed-methods methodologies and convergent parallel mixed-
methods methodologies (Creswell 2012). With the adoption of a sequential 
mixed-methods methodology, the findings of one approach is built on those of 
another (Creswell et al. 2011; Tashakkori & Teddlie 2003). The collected data is 
analyzed in a particular sequence in seeking to elaborate or expand on the findings 
of one methodology with the other (Creswell et al. 2011). A study, for example, 
can begin with a quantitative survey for explanatory purposes and then be 
followed up with in-depth interviews for exploratory purposes or vice versa 
(Creswell et al. 2003). The sequential mixed-methods methodology is useful to a 
study who wants to expand and examine more on the findings. It is also quite 
helpful to build-up a new measurement instrument. The sequential mixed-methods 
methodology, however, requires a substantial length of time to complete the data 
collection (Creswell et al. 2011). 
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With the use of the convergent parallel mixed-methods methodology, both 
quantitative and qualitative data are collected simultaneously. Such data are then 
analysed for interpreting the findings to determine if there is convergence, 
differences, or some combination (Creswell et al. 2003). The quantitative and 
qualitative data are integrated throughout a research process to provide a 
comprehensive analysis of the research phenomenon. With the use of this 
methodology, quantitative and qualitative data are given an equal weight 
(Creswell et al. 2003). This shows that a convergent parallel mixed-method 
methodology is a pure mixed-methods methodology (Johnson et al. 2007). The 
use of this methodology can result in well-validated and substantiated research 
findings. The concurrent data collection results in a shorter data collection time 
period compared to the sequential mixed-methods methodology in the study.  
 
This study adopts a convergent parallel mixed-methods methodology in 
conducting the research. It implements interviews for an exploratory purpose and 
conducts surveys for an explanatory purpose. The adoption of such a methodology 
is compatible with the selected paradigm and suitable for the stated purpose of the 
study. 
  
4.4 Rationale for Adopting the Mixed-Methods Methodology 
The central premise for the adoption of a convergent parallel mixed-methods 
methodology is that the use of qualitative and quantitative methodologies within a 
study may offer a better understanding of a complex phenomenon than that either 
methodologies alone can do. With the use of this methodology, an equal weight is 
given to each methodology in the study (Creswell et al. 2011). A convergent 
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parallel mixed-methods methodology keeps each methodology independently at 
the time of formulating the research question and in data collection and analysis. 
In this manner, the interaction between quantitative and qualitative data sources is 
extremely limited.  The mixing of results is done at the final stage of the research 
after the researcher has collected and analysed both sets of data to confirm and 
validate the final findings of the study (Creswell 2012; Fielding & Cisneros-
Puebla 2009).  
 
There are several reasons for employing the convergent parallel mixed-methods 
methodology in this study. The first reason is to overcome the limitation of 
previous information security compliance studies that has focused solely on the 
use of quantitative methodologies. Information security compliance studies have 
been predominantly quantitative in nature (Ifinedo 2013; Sommestad et al. 
2014a). This prevalence is reflected in the number of empirical articles using 
quantitative methodologies as shown in Table 2.2. In order to contribute to a better 
understanding of information security compliance, this study adds the use of a 
qualitative methodology by connecting with participants in the field to obtain 
inside views as to how information security compliance is perceived and 
implemented in their organizations. While the quantitative survey allows for the 
confirmation of previous studies’ findings on information security compliance, the 
qualitative research allows for the identification of the emergent factors that may 
not have been discovered through the use of the adoption of quantitative studies. 
 
The second reason for the adoption of a convergent parallel mixed-methods 
methodology in this study is the expectation of increasing the confidence and 
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validity of the research findings through enhancing the interpretation of the 
findings. Data from both the qualitative and the quantitative studies are 
corroborated with the hope of presenting more comprehensive findings and more 
insightful understanding of the underlying phenomena. The central premise of 
using both methodologies is that such a practice may provide a complete 
understanding of the research phenomenon (Creswell et al. 2011; Johnson et al. 
2007).  
 
The third reason is to adequately address the problem of limited studies in 
information security compliance in the context of developing e-government in 
Oman. A reflexive methodology is required for better addressing such a research 
phenomenon. This is because a reflexive qualitative study is crucial in searching 
for the reality in better understanding information security compliance for 
information security in e-government development in Oman. 
 
The fourth reason is due to the research questions that this study has developed in 
order to better achieve the objective of the research. The adoption of a convergent 
parallel mixed-methods methodology can help explore and test the different 
research questions that are proposed in this study. The first research question, for 
example, is related to explore how information security compliance is effectively 
ensured in public organizations for e-government development in Oman. 
Adequately answering this question requires the use of a qualitative methodology. 
Investigating the critical factors that influence information security compliance is 
confirmatory. A quantitative methodology is usually better in addressing this 
question. Utilising both methodologies satisfies both the confirmatory and 
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exploratory nature of this study. 
4.5 Methodology Implementation 
There are four steps in adopting the convergent parallel mixed-methods 
methodology, namely (a) research design and data collection, (b) data analysis, (c) 
integration of research results, and (d) interpretation (Creswell et al. 2011). The 
first step starts with designing both quantitative and qualitative approaches in the 
study. This includes formulating the research question and determining the 
quantitative and qualitative methods to be used with each approach for data 
collection. After identifying an appropriate quantitative sample with the use of the 
research instrument, quantitative data can be collected. At the same time with the 
use of the interview protocol, qualitative data can be collected. 
 
The second step is to analyze each data set separately and independently 
(Creswell et al. 2011). Quantitative data can be analyzed with descriptive statistics 
and other statistical tools. Qualitative data can be analyzed, for example, using 
thematic analysis or the grounded theory (Creswell et al. 2011). The third step 
involves in integrating quantitative and qualitative results obtained independently 
(Creswell et al. 2011). In this study the integration is conducted through providing 
a side-by-side comparison of the quantitative findings and the qualitative findings 
together (Creswell et al. 2011). The final step is to interpret the integrated results. 
It involves in examining the ways in which the two sets of research findings are 
related to each other for better understanding the research problem. Figure 4.2 
summarizes the implementation of the convergent mixed-methods approach for 
this study. 
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Figure 4.2 The convergent parallel mixed-methods methodology 
 
 
4.5.1 The Qualitative Approach 
The implementation of the qualitative approach is implemented simultaneously to 
the implementation of the quantitative approach to provide in-depth information 
regarding information security compliance in public organizations for e-
government development in Oman. It commences with the formulation of the 
research questions as follows:  
 How can information security compliance be effectively ensured in public 
organizations for e-government development in Oman? 
 What are the current practices for information security in public 
organizations for e-government development in Oman? 
 What are the critical factors for effective information security compliance 
in public organizations for e-government development in Oman? 
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To adequately answer the research questions above, interview questions are 
developed based on a comprehensive review of the related literature together with 
secondary data published on e-government in Oman (Information Technology 
Authority 2015). The interview questions are organized into three parts. The first 
part focuses on the demographic information of the interviewees. The second part 
comprises general questions on the practices for effective information security in 
public organizations. The third part contains specific questions about the factors 
that influence information security compliance in public organizations. The 
interview questions are pretested with the help of academic experts, higher degree 
research scholars, and information security practitioners, Appendix A shows the 
semi-structured interview questions. 
 
After developing and pre-testing the interview questions, the purposive sampling 
method is used to select the suitable population sample for interview. The idea 
behind purposive sampling is to concentrate on recruiting participants with 
particular characteristics that are able to assist the relevant research (Teddlie & Yu 
2007). This helps the researcher to gain a deep understanding of the problem for 
adequately answering the research question (Creswell 2012; Howitt 2010).  
 
The purposeful sampling for this study is conducted under three levels of 
screening for recruiting participants. The first level is to identify organizations that 
have recently introduced e-government services in Oman. The second level is to 
group the organizations according to the degree of emphasis that they place on 
information security in e-government. This is determined with help of Information 
Technology Authority in Oman (ITA), supplemented by online search to assess the 
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identified organizations’ information security practices in e-government 
development. The third level is to identify potential project participants from the 
identified organizations. In total, 15 participants are identified from the shortlisted 
organizations.  
 
Prior to conducting the interview, contacts with participants were first established 
in May 2014 through email and phone calls. Nine information security managers 
from seven different organizations have agreed to participate in the study. Each 
respondent who has indicated a willingness to participate is contacted again to 
arrange the time and date for the interview. Furthermore, a copy of the letter of 
invitation, which includes the title of the research, the aims of the study, the 
expectations from the participants, the benefits of participating, the potential risk 
of participating, participants’ rights, and name and contact information of the 
researcher, is given to the interviewee to get their consent for participating in the 
interview. Face-to-face semi-structured interviews with these nine participants 
were conducted between early July 2014 and late August 2014. These interviews 
took place at the respondents’ organization. Each interview took about 60 to 90 
minutes on average. The collected interview data is transcribed and analyzed 
using the thematic analysis technique (Howitt 2010). A detailed discussion of 
thematic analysis is presented in Chapter 5. 
4.5.2 The Quantitative Approach 
The implementation of the quantitative approach is implemented simultaneously 
to the qualitative approach to fulfill the requirements of the convergent parallel 
mixed-methods approach. The implementation commences with the formulation 
of specific research questions as follows:  
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 How can information security compliance be effectively ensured in public 
organizations for e-government development in Oman?  
 What are the current practices for information security in public 
organizations for e-government development in Oman?  
 What are the critical factors for effective information security compliance 
in public organizations for e-government development in Oman?  
 
To adequately answer these research questions, the theoretical framework 
hypothesized in Figure 3.3 needs to be tested and validated. To test and validate 
the theoretical framework, the data has to be collected using a survey. For this 
purpose a close-ended questionnaire is developed. There are many advantages of 
using close-ended questions in research (Creswell et al. 2003). For example, 
answers are much easier to code and analyze, and often can be coded directly 
from the questionnaire (Bailey 2008). The respondents often have a better 
understanding of the questions. As a result, the answers are relatively complete 
(Bailey 2008). This study uses a survey for quantitative data collection. The next 
subsequent sections provide detailed information on how the instrument and 
sample are designed and the methods followed for data collection and data 
analysis. 
 
Survey Design 
The proposed conceptual framework in chapter 3 needs to be operationalized in a 
manner that can be measured and quantified. This involves defining the construct, 
generating a sample of items to operationalize each construct, pre-testing before 
using the instrument for actual data collection. These rigorous procedures of 
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instrument development and testing help to minimize the measurement errors and 
increase the content validity of the research.  
 
Construct Description 
The purpose of defining a construct is to provide a clear conceptual meaning of 
the construct through describing its sub-elements or dimensions in a specific 
circumstance (Lewis et al. 2005). In this study, the survey constructs aim to 
capture employees’ perceptions about information security compliance in their 
organizations. It considers the argument that information security compliance can 
be influenced by main factors including organizational security culture, 
information security processes, security technologies, and environment pressures. 
Each factor is further divided into sub-factors such as management commitment, 
accountability, awareness and training, process integration, audit and monitoring, 
technology capability, technology compatibility, legal pressures and social 
pressures. Table 4.1 provides specific definitions for the constructs that comprise 
the conceptual framework outlined in chapter 3. 
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Table 4.1 An overview of the construct description 
 
Dimensions Factors Description Sources 
Organizational 
Security 
Culture 
Management 
Commitment 
The efforts of senior management to 
promote information security compliance 
Kajava et al. 
(2007)  
Accountability Deals with organizational security culture 
that promotes individuals’ responsibility 
towards enforcing information security in 
organizations 
Herath and Rao 
(2009) 
Awareness and 
Training 
User’s knowledge and understanding of 
security policies and mechanisms in 
organizations 
Bulgurcu et al. 
(2010) 
Information 
Security 
Processes 
Audit and 
Monitoring 
Visibility of information security 
compliance in organizations 
Neubauer et al. 
(2006) 
Process 
Integration 
Mapping information security 
mechanisms into business processes 
Backes et al. 
(2003)   
Security 
Technologies 
Technology 
Compatibility 
The ability of the security technologies to 
enforce the security requirements over 
operational technologies 
Chan et al. 
(2005) 
Technology 
Capability 
The ability to fulfill technical security 
requirements 
Tudor (2001) 
Environment 
Pressures 
Legal Pressures The coercive pressure from the 
governments’ regulatory agency that 
compels public organizations to comply 
with information security policies and 
standards 
Cavusoglu et al. 
(2015) 
Social Pressures Protecting socially desirable information 
in e-government services 
Zhang et al. 
(2005) 
 
 
Survey Items 
Based on an extensive review of the existing information security compliance 
literature, and having various insight discussions with supervisors and information 
security practitioners, 40 items are developed for capturing employees’ 
perceptions about information security compliance in public organizations. 
Appendix B shows the items developed with their sources to operationalize each 
identified item. 
 
Pre-Testing Survey Items 
The questionnaire is pretested with the help of academic experts, information 
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security practitioners, research scholars, and actual public organizations 
employees in Oman. They all are encouraged to check all the aspect of the 
questionnaire such as question wording, question order, redundant questions, 
missing questions, inappropriate, inadequate, or confusing response categories 
and so forth (Bailey 2008). These experts are also asked to restate questions that 
are difficult to understand or to answer. Positive feedbacks are received from 
pretesting the questionnaire with suggestions for minor changes. This results in 
the revision of a few questionnaire items in finalizing the questionnaire in this 
study.  
 
Participants for this survey are employees in public organizations in Oman. In 
Oman English is the second language. The survey questionnaires are translated 
into Arabic. Translation is done using the double (two-way) translation method 
(Bailey 2008). Double translation occurs when one person translates a document 
from English to Arabic while a different person translates it back from Arabic to 
English. If the result is not the same, errors have then been made (Bailey 2008). 
To make sure that the Arabic version of the questionnaire conveys the same 
meaning as the English one, two professional Omani English teachers are hired to 
undertake the double translation independently.  
 
The questionnaire as shown in Appendix C consists of two parts. The first part is 
used to collect the participant’s background information such as years of 
experience, work type, education background, gender, and other demographic 
information. For the second part, the participants need to answer questions that are 
related to their perception of the identified information security compliance 
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factors for information security in e-government development.  
 
A seven point likert-type scale is used in designing the questionnaire. The Likert-
type scale is well known as a summated scale with which a respondent can record 
his/her level of importance on each item in a question on an intensity scale (Miller 
1987). Likert-type scales are usually recommended for obtaining people’s 
attitudes, values and perceptions towards specific issues due to their reliability in 
accurately identifying the perception of the participants. With the use of the seven 
point Likert-type scale in this study, the value “1” represents ‘not important at 
all’, and the value “7” represents ‘highly important’. Based on the language 
preference of the participants, both Arabic and English languages are included in 
the survey.  
 
Sample Design 
In conducting the quantitative research, designing a sample that reflects the 
theoretical population is critical for obtaining participants’ responses to the 
developed questionnaire (Bell & Bryman 2007; Kotrlik & Higgins 2001). It 
requires substantial data from a representative proportion of the population for the 
conducted research. The population sample for this study is the employees in 
public organizations in Oman. As a result, the probability sampling (Tashakkori & 
Teddlie 2010) is used. This section provides a discussion of the sample design in 
regards to the sampling frame, the sample size and the respondents’ selection. 
 
Sampling Frame 
Since this research proposes a conceptual framework to investigate the critical 
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factors for information security compliance in public organizations for e-
government development in Oman, it is therefore necessary to approach public 
organizations that have delivered services through e-government projects. The 
sample frame of this study is the public organizations that have undertaken e-
government projects in Oman. These public organizations have taken a move in 
delivering e-government services since the government of Oman officially 
launched the e-government initiative in 2003. Although some private 
organizations have involved in delivering services through e-government as part 
of the Omani government, the focus of this study is only on public organizations. 
The reason for limiting the sample frame to public organizations is to enhance the 
validity and generalizability of the findings of the study. 
 
Sample Size 
In relation to the sample size, there is much research on how to determine an 
adequate sample size in a survey. Yamane (1973b), for example, proposes a 
formula shown as in (4.1) to calculate the appropriate sample size in a study. In 
this formula ‘N’ refers to the population size and ‘e’ refers to the level of precision 
that is 95% confident and with Probability 0.05. The current study determines the 
sample size following Yamane (1973b) formula (Yamane 1973a). According to the 
formula, the appropriate sample size for this survey is 300. As a result, at least 
300 valid responses should be obtained in order to allow the research findings to 
be generalized into a larger population.  
𝐴𝑝𝑝𝑟𝑜𝑝𝑟𝑖𝑎𝑡𝑒 𝑆𝑎𝑚𝑝𝑙𝑒 𝑆𝑖𝑧𝑒 =
N
1 + N(𝑒)2
                                               (4.1) 
 
There is a well-recognized view that a sample size of 200 or more is required for 
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various statistical analysis based studies (Hair et al. 2012). A review of previous 
information security compliance studies shows that the average actual sample size 
obtained is 253 (Sommestad et al. 2014a). The sample size for this study, 
therefore, is set for at least 300 usable questionnaire responses. 
 
There is always a risk of non-responses (subjects refusing to participate) in any 
survey based research (Bell & Bryman 2007). This means that the initial sample 
size must be larger than the required sample size. As already stated, the sample 
frame for the current study includes all public organizations in Oman that have 
taken a move in delivering government services through e-government projects. 
To obtain a minimum of 300 usable responses while avoiding the selection bias, 
all of these public organizations in Oman are included in the sample.  
 
Data Collection Methods 
Based on the sample size identified, the survey is conducted using online survey. 
An online survey is conducted by using the university Qualtrics application. 
Approximately more than eight hundreds online questionnaires are distributed 
using emails, social media groups, and text messages with a link to the survey by 
assuming that respondents have access to the Internet. Based on the language 
preferences of the participants, Arabic and English questionnaire are distributed. 
Participants are encouraged to fill the questionnaire with the help of two local 
employees in each public organization. After distributing the survey 
questionnaires to the respondents, a follow-up phone calls and emails were made 
until the end of December 2014. After five months period from July to December 
2014, 326 responses are received. 
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Data Analysis  
The received responses are recorded and analyzed using SEM for identifying the 
critical factors for information security compliance in public organizations. SEM 
is the most widely accepted procedure for testing both the construct validity and 
the theoretical relationship between constructs (Hair et al. 2010). To prepare the 
data for the intended analysis, the data is examined for missing values, outliers 
and normality. Before the research hypotheses are tested, the validity and 
reliability of the measurement instrument underlying the research model also is 
established using exploratory factor analysis (EFA) and CFA (Gefen et al. 2000; 
Lewis et al. 2005). The statistical package for social sciences (SPSS) version 22 is 
used to prepare the data for EFA. The analysis of moment structure (AMOS) 
version 22 software is employed for the instrument and structural validity 
assessments. A detailed discussion of SEM and use of SEM in this study is 
provided in Chapter 6. 
 
4.6 Conclusion  
In this chapter, the selection of the research methodological has been thoroughly 
discussed in this research. A convergent parallel mixed-methods approach is 
adopted to answer the research question. The adoption of this approach is due to 
its capacity to provide different but complimentary data on the same research 
problem, thereby providing the researcher with a better understanding of the 
research problem while overcoming the weaknesses associated with qualitative 
and quantitative approaches.  
 
With the use of a convergent parallel mixed-methods approach, quantitative and 
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qualitative data are collected respectively. Collected survey and interview data 
will be analyzed using SEM and thematic analysis. Comprehensive discussions of 
the analysis of interview and survey data are presented in the subsequent chapters.
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Chapter 5  
Analysis of the Qualitative Data 
5.1 Introduction 
A qualitative approach aims to capture the belief and perceptions of social actors 
that are located within a particular context (Bryman & Bell 2015). The use of a 
qualitative approach attempts to immerse itself in common themes and 
meaningful data to define conclusions (Bryman & Bell 2015). It enables the 
researcher to obtain a more detailed and meaningful understanding of the research 
problem from the perspective of many individuals at a particular point of time 
(Creswell 2012). The qualitative data commonly is obtained using individual 
interviews and focus group discussions. Very often, specific notes from logbooks, 
quotes from published documents, and non-textual data from pictures, audio and 
video recordings may also be used (Creswell 2012) .  
 
There are different techniques that can be used to analyze the qualitative data 
(Creswell et al. 2011).  The grounded theory (Strauss & Corbin 1994), for 
example, is a commonly used qualitative data analysis technique. Such a 
technique is used to generate theories by identifying categories of information, 
positioning categories within a theoretical model, and then generating a theory by 
interconnecting these categories (Creswell 2009; Howitt 2010). Discourse 
analysis is another technique that provides a different focus for examining 
qualitative data. This technique offers a way to scrutinize the ‘orderly ways of 
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talking’ with which individuals account for and make sense of themselves and 
their social worlds (Howitt 2010). Thematic analysis is also a popular qualitative 
data analysis technique that involves identifying, analyzing and reporting patterns 
(themes) within a specific qualitative data set (Braun & Clarke 2006). These 
qualitative data analysis techniques as above are extremely useful in analyzing 
different types of qualitative data to answer various research questions in a study. 
  
This research adopts a qualitative approach to investigate information security 
compliance in public organizations in Oman for e-government development. This 
approach allows connecting with participants in the field to obtain inside views of 
information security compliance in public organizations. The qualitative approach 
further allows for the identification of the emergent factors that may not have been 
discovered in previous information security compliance studies. Altogether nine 
face-to-face semi-structured interviews with information security managers from 
different public organizations in Oman are conducted. The thematic analysis 
technique is used for understanding the context of information security compliance 
within the Omani public organisations and identifying the critical factors for 
effective information security compliance for e-government development in Oman.   
 
This chapter aims to analyse the qualitative data by preforming theory-driven 
thematic analysis on the interview data collected in this study. It discusses the key 
concepts that are emerged from the interviews in relation to the four main 
dimensions, namely, organizational security culture, information security 
processes, security technologies, and environment pressures. The findings of the 
analysis are presented with the use of thematic network maps for better 
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understanding. 
The content of this chapter is organized into four sections. Section 5.2 gives an 
overview of the thematic analysis technique. Section 5.3 presents an analysis of 
the participants’ demographic data. This is followed by a comprehensive 
discussion of the findings of thematic analysis. Finally, section 5.5 presents a 
summary of the qualitative research findings. 
 
5.2 An Overview of the Thematic Analysis 
Thematic analysis is a systematic technique to summarize complex qualitative 
data by identifying the underlying dominant themes, which appear and re-appear 
within the data set (Howitt 2010; Karunasena & Deng 2012). It is considered the 
most appropriate technique for any studies that illustrate the data in great details 
while dealing with diverse subjects via interpretations. Thematic analysis is 
capable of detecting and identifying factors or variables that influence any issues 
generated by the participants. It can determine precisely the relationships between 
concepts through comparing them with the replicated data in the study.  
 
There are two types of thematic analysis in the literature including the data-driven 
thematic analysis and the theory-driven thematic analysis (Attride-Stirling 2001; 
Howitt 2010). The data driven thematic analysis is derived purely from collected 
data (Attride-Stirling 2001). It involves scanning the data for themes and for 
relationships between such themes. This type of thematic analysis is helpful to 
explore new areas of research that emerge from the data (Attride-Stirling 2001). 
The data-driven thematic analysis, however, ignores the researcher’s theoretical 
interest in the area or topic in the study (Braun & Clarke 2006). 
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The theory-driven thematic analysis is derived with the use of pre-existing 
theoretical concerns (Howitt 2010). This type of thematic analysis is most 
frequently used because it can lead to the development of codes and themes based 
on the theories familiar to researchers (Howitt 2010). The wordings, meaning, 
expressions of the elements of the theory are coded for a quit specific context of a 
researcher’s field. The theory-driven thematic analysis is extremely useful for 
researchers to replicate, extend or refute previous studies (Braun & Clarke 2006). 
 
This study has deployed the theory-driven thematic analysis technique for 
analyzing the qualitative data based on the identified theoretical dimensions 
developed in Chapter 3. This leads to the adequate consideration of organizational 
security culture, information security processes, security technologies and 
environment pressures for information security compliance in public 
organizations in e-government development in Oman. This type of thematic 
analysis is considered more realistic in reading, annotating, and linking the 
collected data based on the defined theoretical dimensions (Tashakkori & Teddlie 
2003). This confers the accuracy and intricacy of the research findings while 
enhancing the interpretation of the collected data in the study (Creswell 2009). 
 
In this research, the outcome of the theory driven thematic analysis is represented 
using thematic network maps (Attride-Stirling 2001). Thematic network maps aim 
to facilitate the structuring and depiction of individual themes in a specific study 
(Attride-Stirling 2001). Three kinds of themes exist in thematic network maps 
including the basic theme, the organizing theme, and the global theme (Attride-
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Stirling 2001). Basic themes are the lowest level themes derived from the initial 
code attached to the segments of data. Organizing themes are the middle-order 
themes that organize the basic themes into groups for representing similar matters 
identified from the data. Global themes are the highest level theme that 
encompasses the principal metaphors in the data as a whole (Attride-Stirling 
2001). They group related organizing themes together for presenting an argument 
in order to answer the research question. Figure 5.1 shows a fragment of a 
thematic network maps (Attride-Stirling 2001). 
 
Global theme
Organizing 
theme
Organizing 
theme
Basic themeBasic theme
Basic theme Basic theme
Basic theme
 
Figure 5.1 A thematic network map 
 
There are several steps that have to be followed in transcribing data in a textual 
format in the theory-driven thematic analysis (Attride-Stirling 2001; Howitt 
2010). The first step, familiarizing with data, allows the researcher to know the 
details of the collected dataset. The second step is on initial coding. This involves 
in assigning codes for each line or more lines in the transcribed text. The third 
step is related to search for themes based on the initial coding. In this study, the 
Chapter 5  Analysis of the Qualitative Data 
-91- 
themes are derived in a deductive manner by considering the theoretical related 
dimensions mentioned earlier. The fourth step is to review the themes identified. 
This includes breaking down themes into separate themes, or converging 
overlapping themes for creating a new theme or discarding themes. The fifth step 
is theme definition and labeling. This includes defining each theme with its related 
aspects that are captured from the data. The sixth step aims to develop thematic 
networks for showing the important themes (global, organizing, and basic themes) 
at multiple levels and their relationships.   
 
Regardless what techniques are used to analyze qualitative data, the validity and 
reliability of the research findings are always critical in qualitative research 
(Johnson 1997). There are five types of validity that are widely discussed in 
qualitative research, namely, (a) interpretative validity, (b) descriptive validity, (c) 
theoretical validity, (d) internal validity, and (e) external validity (Johnson 1997). 
Interpretive validity is about accurately describing the meaning of data given by 
the participants to the research phenomena that are being studied (Johnson 1997). 
Descriptive validity generally refers to the accuracy of the fact reported by the 
researcher (Johnson 1997). Theoretical validity refers to the degree to which the 
theoretical explanation developed from a research fits the data (Johnson 1997; 
Karunasena & Deng 2012). Internal validity refers to the degree to which a 
researcher is justified in concluding that an observed variable is primary (Johnson 
1997). External validity refers to establishing the domain to which a study’s 
findings can be generalized (Healy & Perry 2000; Johnson 1997).  
 
Different procedures are applied in this research to ensure the descriptive, 
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interpretive and theoretical validity of the research findings. For ensuring the 
descriptive validity, the research notes taken during the interviews are verified by 
crosschecking with the digitally recorded interviews (Braun & Clarke 2006). For 
ensuring the interpretative validity, informal conversations (phone-calls and 
emails) are made with selected participants during the thematic analysis process 
for clarifying the discussion and clearing up the areas of miscommunication. 
Furthermore, feedbacks are obtained from the selected participants for the 
thematic analysis findings to make sure that participant’ viewpoints, experience, 
and thoughts are interpreted accurately in the research (Johnson 1997).  
 
To ensure the theoretical validity of the research findings in this research, 
significant time is spent for studying the interviewees’ backgrounds and their 
organizations according to the degree of the emphasis on information security in 
e-government development. This helps to build more comprehensive theoretical 
explanations for the thematic analysis findings. Furthermore, simultaneous 
crosscheck of the findings in terms of sources and organizations’ sectors in this 
research further facilitates the validation of the thematic analysis findings. For 
maintaining the internal validity during the thematic analysis process, pattern 
matching, coded references, and explanation are performed. To ensure the external 
validity, the finalised themes are tested against each and every interview transcript 
in the data analysis process to ensure the generalization of the themes across 
multiple interview transcripts (Johnson 1997). 
 
5.3 An Overview of the Profile of the Interviewees 
This research recruits nine participants for interviews from different public 
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organizations in Oman. Table 5.1 presents the profile of the interviewees and the 
sector in which their organizations are belonged. All interviewees are Omani 
employees representing a variety of employment industries. Four interviews are 
from the ICT industry, three interviewees from the governance and audit industry, 
two interviewees each from the health and education industry respectively.  
 
Table 5.1 The profile of the interviewees 
Interviewees Positions Years of 
Experience 
Fields Industries Organizations’ 
Size 
A Information 
Security & Risk 
Management 
Officer 
6 Information 
Security and 
Risk 
Management 
Finance 700 
B Information 
Security 
Manager 
11 IT  ICT  500 
C Head of 
Information 
Security and 
Audit Section 
7 Information 
Security 
Governance 3900 
D Information 
Security 
Supervisor 
8 IT and IT 
Audit 
Audit 
 
800 
E Information 
Security 
Manager  
7 IT and 
Security 
ICT  400 
F Information 
Security 
Director  
14 Information 
Security 
ICT  400 
G Information 
Security 
Director  
10 Information 
Security 
Audit 150 
H Security and 
Infrastructure 
Director 
7 IT and 
Information 
Security 
Health 5000 
I Information 
Security Officer 
10 Information 
Security 
ICT 70 
 
 
All interviewees hold the information security managerial position in their 
organizations. A majority of them are from large organizations that have more 
than 400 employees. All interviewees are well educated. Among the interviewees, 
three have a Bachelor degree in information technology and security, four have a 
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Master degree in information security, and one has a PhD in information 
technology. In terms of the length of their working experience in the field of 
information security, all interviewees have worked for more than five years. The 
diverse demographic characteristics of the interviewees ensures the robustness of 
the data collected for this research.  
 
5.4 Thematic Analysis Findings 
The specific goal of thematic analysis in this research is to identify the critical 
factors for information security compliance in public organizations for e-
government development in Oman. The research findings are organized around 
the four global themes, namely, organizational security culture, information 
security processes, security technologies, and environment pressures. The 
identified factors under each theme are examined and discussed based on their 
reliability and the strength of its relationship with the associated theme. Each 
global theme consists of several organizing themes that are abstracted from 
several basic themes. Accordingly, this section discusses these themes that lead to 
the identification of the critical factors for information security compliance in 
public organizations. 
 
5.4.1 Global Theme One: Organizational Security Culture 
The organizational security culture is the first global theme identified in this study. 
The nine interview transcripts unanimously confirm that a well-developed 
organizational security culture influences the effective information security 
compliance in public organizations. The more security minded an organization is, 
the less friction compliance with information security policies and standards 
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would create. This raises the question of how an information security culture can 
be developed in organizations for influencing information security compliance in 
public organizations. The interview results underscore four organizing themes for 
developing an organizational security culture that include management 
commitment, accountability, awareness and training, and organizational loyalty.  
 
Management Commitment  
Management commitment is an organizing theme discovered in this study. It is 
about the efforts of senior management in supporting information security 
compliance in public organizations. Interviewees show that management 
commitment is a prime factor for establishing an adequate organizational security 
culture towards effective information security compliance in public organizations 
for e-government development, as an interviewee states: 
 
“An effective security culture helps identify new risks and threats, as 
well as alerts senior management to take decisive steps to adopt 
appropriate information security technologies to deal with them 
according to the severity”  
 
Management commitment is abstracted from three basic themes, namely, (a) 
active management support, (b) involvement, and (c) ongoing communication. 
The study reveals that a common reason cited for the weak implementation of 
information security policies and standards in organizations is the lack of active 
management support towards information security to encourage the adherence to 
information security policies and standards. Interviewees show that decisions 
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making, providing investments and taking actions to enforce information security 
policies and standards across the organization reflect management commitments 
towards information security compliance in organizations. This is exemplified by 
the quotation from an interviewee as follows: 
  
“… active support of senior management is vital for information 
security, as employees within that organization generally live by 
example..”  
 
The dynamic role of the management is not limited to provide guidance and 
supervision on the development and implementation of information security 
policies and standards for information security in e-government. It is also 
reflected in visible involvement with information security practices in the 
organization. The study reveals that management’s involvement in information 
security issues stimulates employees’ intentions towards information security 
compliance. Interviewees stress that employees’ behaviors in an organization can 
be influenced by their superiors because employee tend to follow what their 
superiors do or told them to do, either positively or negatively. This is illustrated 
by one of the interviewees as follows: 
 
“ ….There are different attitudes of senior management, some of them 
are good by example in promoting good information security behavior 
in organization culture…”  
 
Having ongoing communications in an organization on information security issues 
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by senior management is a prime driver for reflecting management commitments 
towards information security compliance. These ongoing communications 
increase individual employees’ belief on the value of complying with information 
security policies and standards. They also help to achieve alignment between the 
goal of information security policies and standards with the organizational 
business objectives. The following excerpt from the interview transcript clearly 
reflects the importance of having ongoing communications of information 
security issues in an organization. 
 
“ ….Yes, we (senior management) normally discuss some information 
security issues in our work brakes or at the informal meetings. It is a 
good opportunity to ask for opinions or share some experience with 
colleges ….’’   
 
Accountability  
Accountability is another organizing theme discovered in this research. It is about 
emphasizing on individuals’ roles and responsibilities towards information 
security compliance. Accountability creates an organizational environment that 
inculcates individuals to take responsibilities towards information security 
compliance in public organizations. It is abstracted from the basic themes of (a) 
defined roles and responsibilities, (b) enforcement, and (c) appropriateness of 
sanctions.  
 
The interview findings show that a clear definition of individuals’ roles and 
responsibilities towards information security is a way to promote accountability in 
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organizations that can change employees’ intentions to comply with information 
security policies and standards. Interviewees fully agree that individuals with 
well-defined roles and responsibilities are more proactive in undertaking higher 
information security precautions as part of information security compliance in 
organizations. As a result, clearly defined roles and responsibilities of individual 
employees and positions have to be included in the organizational information 
security policies and standards. An interviewee, for example, states: 
  
“...If we want to minimize employees’ omissive behaviour and policy 
violation, we have to CLEARLY clarify roles and responsibilities 
towards information security in organizations...”  
 
Enforcing accountability for information security practices in organizations is 
widely believed for changing employees’ behaviours to comply with information 
security policies and standards. Interviewees agree that employees’ must believe 
their non-compliance with information security policies and standards in their 
organizations would be detected and sanctions would be applied. The following 
excerpt from the interview transcript clearly reflects the importance of enforcing 
accountability for information security in organization. 
 
“Unless there are appropriate enforcement processes in organizations 
(e.g. constant monitoring), individual employees would have a choice 
on whether or not to comply with security policies and standards”  
 
An analysis of the interview data shows that a delayed response to a violation 
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might weaken accountability in organizations. It also might imply lack of 
commitments in protecting organizational information for information security in 
organizations. This is because such a delay allows the existence of security risks 
while ignoring the violation of security policies and standards in organizations. A 
statement from an interviewee further illustrated such an observation as follows:  
 
“We (the security department) suggest to include information security 
roles and responsibilities in employees’ job description with an annual 
assessment”  
 
Imposing inappropriate sanctions encourages poor accountability for compliance 
to information security policies and standards in organizations. This is because the 
presence of such sanctions may not affect employees’ intentions in breaching 
information security policies and standards in organizations. An analysis of the 
interview comment shows that the sanctions for information security must 
correspond to the consequences resulting from the information security violation. 
The analysis further shows that the sanctions imposed for information security 
violations must be consistent across the organization regardless of the status and 
the circumstance that an individual employee is in. Such a practice can ensure the 
development of an overall perception in employees that the organizations are 
serious about the accountability of maintaining information security policies and 
standards. 
 
Awareness and Training  
Awareness and training is another important organizing theme identified as an 
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integral part of an organizational security culture for information security in e-
government development. The essence of this theme is to have information 
security programs in place to raise employees’ knowledge and understanding of 
information security policies and standards through the implementation of 
information security mechanisms in organizations. Such a practice can lead to a 
better compliance with information security policies and standards in 
organizations. In this context, three basic themes are identified from the 
qualitative data including (a) effectiveness, (b) visibility, and (c) usefulness of 
information security awareness and training programs can be identified from the 
qualitative data. 
  
The effectiveness of information security awareness and training programs in an 
organization needs to make sure that employees are aware of the procedures, rules 
and regulations stated in the information security policies and standards in e-
government development. This helps individual employees to know how to 
recognise and react to such information security risks and threats. The study 
reveals that for effective information security awareness and training programs, 
the content should be tailored to reflect the organization’s information security 
risks and threats in public organizations in Oman. An interviewee, for example, 
states: 
 
“I believe that employees see the information security policies 
documentation is huge – it is not possible to read all of them or to act 
in compliance with all the aspects… this awareness programs is able 
to simplify it for employees”  
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Maintaining visible information security awareness and training programs for all 
employees is another basic theme identified. Within an organization, all 
employees are expected to be aware of the requirements of information security 
policies and standards, especially when regular changes in the workforce are 
common to ensure information security compliance. This importance is reflected 
in the interview process as follows:  
 
“Information security must be available and visible to employees in 
organizations, it is much better than just documents and emails. 
Because some employees do not have enough time to read warning 
emails, they delete them without even bothering to look at them”  
 
An analysis of the interview data shows that the recognition of the perceived 
usefulness of the awareness and training security programs facilitates the adoption 
of information security compliance in organizations. The analysis further shows 
that using modern technologies such as interactive computing systems is often 
more useful for increasing employees’ intention towards information security 
compliance in organizations. 
 
Organizational Loyalty 
Organizational loyalty is another organizing theme discovered in this research that 
has a pivotal influence for promoting an organizational security culture towards 
information security compliance. It refers to as the extent to which individual 
employees show faith to an organization. Interviewees widely believe that 
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organizational loyalty is crucial for effective information security compliance with 
respect to e-government development in public organizations in Oman. In 
different situations, interviewees have reflected the importance of this factor based 
on their security breach records in their organizations. This is demonstrated in the 
opinion of one interviewee as follows: 
 
“I’ve experienced that employees know what they have to comply with 
and how to behave securely, especially when they have been here for a 
while. This makes our job much easier at some points”  
 
Organizational loyalty is abstracted from the basic themes of (a) job engagement 
and (b) job satisfaction. The interviewees strongly believe that employees who 
feel that they are engaged as part of an organization with secure careers tend to 
avoid neglecting their organization’s information security policies and standards. 
In the words of one interviewee: 
 
“ ..employees that are attached to their organizations with strong ties to 
colleagues tend to be happier with their work. This makes them think 
twice about harming or neglecting their organization’s information 
security policies and standards”  
 
Raising employees’ loyalty through job satisfaction reduces the misuse of 
information security standards and polices and increases their avoidance of 
information security risks and threats. This is illustrated in the interview as 
follows: 
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“I’ve seen that employees’ loyalty at (organization C) has demonstrated 
a positive attitude towards information security in sense of accepting 
information security requirements…senior management support that and 
embrace it by comprehensible and discernible efforts”  
 
The discussion above shows the importance of embedding an information security 
culture into public organizations for effective information security compliance for 
e-government development. It suggests that an organizational security culture is 
underscored by four organizing themes including management commitment, 
accountability, awareness and training, and organizational loyalty. As presented in 
the organizational security culture thematic network map in Figure 5.2, each 
organizing theme summarizes the critical factors for effective information security 
compliance in public organizations for e-government development in Oman with 
respect to the establishment of an organizational security culture.  
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Figure 5.2 A thematic network map for an organizational security culture 
5.4.2 Global Theme Two: Information Security Processes 
An explicit alignment between information security processes with business 
processes is crucial for reducing the incidents of security breaches and their 
severity for information security in e-government development in public 
organizations. This shows that information security processes are an important 
global theme for influencing information security compliance in public 
organizations. From the interview data, information security processes are 
undergirded by two organizing themes, namely, (a) audit and monitoring and (b) 
process integration.  
 
Audit and Monitoring 
Audit and monitoring is an important organizing theme identified for having a 
significant impact on information security compliance in public organizations. 
Interviewees state that constant audit and monitoring can be employed to compel 
employees to comply with information security policies and standards. Such a 
practice can improve the effectiveness of information security compliance 
processes in public organizations. Audit and monitoring theme is abstracted from 
the basic themes of (a) appropriateness of audit and monitoring activities, (b) the 
perceived benefits, and (c) responsiveness to the outcomes of audit and 
monitoring activities.  
 
Having appropriate audit and monitoring activities influence the acceptance of 
information security compliance practices for information security in 
organizations. The study reveals that audit and monitoring activities should not be 
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seen as a chore or unwelcome interruption to day-to-day operations. They should 
be seen as an opportunity to provide feedbacks on how information security 
compliance benefits the organization. The development of such a perception 
encourages employees to view audit and monitoring activities in a more positive 
manner in public organizations. 
 
There is a common understanding of the importance of audit and monitoring for 
information security compliance in public organizations with respect to the 
development of e-government. Interviewees acknowledge that the perceived 
benefits of audit and monitoring activities increase the acceptance of such a 
practice in organizations. An interviewee, for example, states: 
 
“Auditing tasks guide your information security in organizations. 
Having well designed auditing processes in place would improve the 
overall security”  
 
The real benefits of audit and monitoring come from implementing appropriate 
recommendations of such a practice for adequately dealing with reported concerns 
about information security in organizations. This requires management to 
maintain a continuous and responsive attitude towards the execution of audit and 
monitoring activities. Interviewees acknowledge that the responsiveness of 
management improves the overall effectiveness of audit and monitoring activities 
and demonstrates the priority that information security compliance has in 
organizations. Such a view is exemplified in a segment of the interview transcript 
as follows:  
Chapter 5  Analysis of the Qualitative Data 
-106- 
 
“ Unless there is a constant monitoring and enforcement, individual 
employees have a choice on whether to compel with security policies 
and procedures or not.”  
 
Process Integration 
Process integration is another organizing theme discovered in this research that 
influences information security processes towards information security 
compliance in organizations. It is related to mapping information security 
mechanisms into operational processes to support business objectives in an 
organization. Process integration focuses on increasing business performance, 
facilitating the implementation of information security mechanisms, and 
increasing employees’ acceptance of information security policies and standards. 
The study reveals that it is important to maintain a consistent balance between the 
information security mechanisms and the operational processes in organizations. 
The following segment of the interview transcript clearly reflects such an 
importance: 
 
“One of the greatest problems of information security is to find the 
balance between security and operational functionality. You can have a 
very strict information security system that makes you unproductive in 
the sense that it is not possible to do your actual work tasks”  
 
Process integration is abstracted from three basic themes including (a) design and 
implementation of information security requirements, (b) perceived 
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improvements, and (c) conformity with employees. The misalignment of 
information security processes with operational processes introduces friction in 
organizations. This strikes at the heart of individual compliance issues for 
information security in organizations. Interviewees agree that the most effective 
way to avoid this friction is to improve the design and implementation of 
information security processes in the implementation of the information security 
compliance based approach. One suggestion from the interviewees is to consider 
information security issues and concerns earlier during the design and 
implementation of the operational processes in the organization. This early 
consideration allows specifying the relationship between the information security 
requirements and the operational requirements for information security in 
organizations. In the opinion of one interviewee: 
 
“…in integrating efficiently the security controls with the business 
processes, organizations can move from a reactive mode of security 
management to proactive mode that can influence information security 
compliance through the operational processes…”  
 
Process integration provides employees and organizations with the benefits of 
improved performance and productivity for information security. The study 
reveals that the overall perception with respect to the adoption of information 
security policies and standards is one of the burdens that impede the efficiency of 
the information security processes. One suggestion from the interviewees for 
enhancing employees’ perception is to automate information security processes 
within the operational processes. The interviewees widely believe that security 
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automation decreases the human intervention for information security, therefore 
reducing the costs and complexity of information security compliance processes 
in organizations. 
 
The research findings above confirm that information security processes are an 
important dimension for influencing information security compliance in public 
organizations for e-government development in Oman. Figure 5.3 shows a 
thematic network map for representing the global theme of information security 
processes and its associated organizing themes and their basic themes. 
 
Information 
Security Processes
Audit and 
Monitoring
Process 
Integration
Appropriateness of audit 
and monitoring activities
Perceived benefits
Responsiveness to the 
outcomes of audit and 
monitoring activities
Design and 
implementation of 
information security 
requirements
Perceived 
improvements 
Conformity with 
employees
 
Figure 5.3  A thematic network map for information security processes 
 
5.4.3 Global Theme Three: Security Technologies 
Security technologies are one of the four dimensions that have a significant 
influence on information security compliance in public organizations for e-
government development in Oman. This global theme is explained by three 
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organizing themes, namely, (a) technology capability, (b) technology 
compatibility, and (c) technology reliability.  
 
Technology Capability 
Technology capability is an organizing theme discovered in this research for 
information security technologies that influences information security compliance 
in organizations. It refers to the ability of information security technologies to 
fulfill the technical security requirements that conform to information security 
policies and standards in organizations. Technology capability is abstracted from 
the basic themes of (a) satisfaction of requirements (b) easiness of setup, and (c) 
availability of support.  
 
Satisfying the technical security requirements such as detecting and preventing 
information security threats improves employees’ performance at work in 
organizations (Venter & Eloff 2003). Such an improvement leads to better 
information security compliance for information security in organizations. 
Interviewees agree that having security technology capabilities that increases the 
normal functioning of e-government systems has a positive impact on the trust 
and confidence of stakeholders for accepting information security controls.  
 
An analysis of the interview data shows that having diverse security technology 
capabilities could increase the flexibility of easiness of setup. It creates options for 
implementing security controls on e-government operational technologies, leading 
to the acceptance of information security compliance in organizations. An 
interviewee states the importance of having diverse security technology 
Chapter 5  Analysis of the Qualitative Data 
-110- 
capabilities for information security compliance as follows:  
 
“The more flexible the security technology, the more it is accepted, 
particularly amongst the technical support team in terms of setup and 
maintainability”  
 
The study reveals that having the availability of technical support for the security 
technologies is crucial for information security compliance in organizations. This 
is because the availability of technical support has an effect on employees’ 
confidence for using e-government operational technologies in organizations. 
Such high confidence leads to greater acceptance of information security 
compliance. 
 
Technology Compatibility 
Technology compatibility is another important organizing theme discovered in 
this research for information security technologies that influence information 
security compliance in organizations. It is about the ability of the security 
technologies to enforce security requirements across the e-government operational 
technologies. Technology compatibility is abstracted from the basic themes of (a) 
the appropriateness of security requirements, (b) the interoperability of security 
technologies with the operational technologies, and (c) the perceived impact of 
enforcing information security requirements on the e-government operational 
technologies.   
 
Appropriate security requirements define the technical means that can be adopted 
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to strengthen information security in organizations. The interview results stress 
the importance of specifying the technical security requirements that conform to 
information security policies and standards for adopting adequate security 
technologies. This is clearly illustrated in the following interview transcript: 
 
“Three important issues when it comes to security technology 
compatibility, compatibility with preferred work, compatibility with 
existing work practices, and compatibilities with values” 
 
A misfit between technologies with respect to the interoperability between 
information security technologies and organizational operational technologies 
impacts directly the implementation and the acceptance of information security 
controls for information security. Interviewees widely believe that the technical 
specification of security technologies is essential for enhancing the 
interoperability with operational technologies. The following segment of the 
interview transcript clearly reflects this view. 
 
“Public organizations have to be able to manage inhomogeneous 
technologies. Often most public organizations in Oman still rely on 
legacy systems that are very difficult to integrate with new technology 
systems particularly information security technologies…. Such systems 
are often liable to information security threats and risks” 
 
The perceived impact of the technology compatibility with respect to the technical 
burdens and the cost reduction through the adoption of information security 
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technologies influences the acceptance of information security compliance in 
organizations. The following segment of the interview transcript clearly reflects 
this view.  
 
“Security technologies and application systems have to fit together and 
they need to be embedded into the specific operational context in the 
most reasonable way…….Actually it should be avoided that each public 
organization within e-government is using different application 
platforms ….  Standards have to be provided” 
 
Technology Reliability 
Another identified organizing theme is technology reliability. It refers to the 
ability of the security technology to consistently perform according to its 
specifications. Interviewees agree that the reliability of security technologies 
strengthens information protection for information security in public 
organizations. This increases the trust and confidence of various stakeholders for 
e-government development in the provision of e-government services. An 
interviewee, for example, states that: 
 
 “… when we discuss about secure communication infrastructure 
readiness in e-government, the focus on technologies that are robust 
with minimum failures, ….and available any time with unstoppable 
secure services ….must comply with security best practices”  
 
Technology reliability is abstracted from the basic themes of (a) robustness, (b) 
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easiness of use, and (c) functionality. Having less technical errors and high 
functional ratio reflects the robustness of information security technologies, 
leading to increase the adequacy and effectiveness of information security 
compliance in public organizations. The study reveals that some of the underlying 
reasons behind employees’ information security incidents are the issues that are 
related to the complexity of security technologies that have been used in their 
organizations. Interviewees assert that having reliable security technologies not 
only provides timely detection and prevention of security threats, but also 
improves the normal functioning of e-government systems, therefore leading to 
better information security compliance in public organizations.     
 
The research findings of the thematic analysis above show that security 
technologies are an essential dimension for information security compliance in 
public organizations in e-government development in Oman. It helps to mandate 
reliable and secure technology infrastructure that conform to information security 
policies and standards in public organizations. Figure 5.4 shows a thematic 
network map for representing the global theme of security technologies and its 
associated organizing themes and their basic themes. 
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Figure 5.4 A thematic network map for security technologies 
 
5.4.4 Global Theme Four: Environment Pressures  
Environment pressures are the fourth global theme identified in this study for 
influencing information security compliance in public organizations in e-
government in Oman. The impact of environment pressures forces public 
organizations to adopt a compliance-based approach for information security in 
public organizations. The study reveals that environment pressures could propel 
organizations to integrate information security mechanisms into their daily 
practices by motivating managers and employees to comply with information 
security policies and standards in organizations. Environment pressures consist of 
two organizing themes including (a) legal pressures and (b) social pressures.  
 
Legal Pressures 
Legal pressures are an organizing theme discovered in this research. It is a form of 
institutional pressures in which existing laws and regulations place legal 
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obligations on public organizations for satisfying information security 
requirements. Legal pressures are abstracted from the basic themes of (a) 
existence of laws and regulations, (b) governance of law, and (c) severity of 
violations. 
 
The existence of laws and regulations for information security compliance 
compels public organizations to incorporate existing legal requirements in 
developing specific information security policies and standards for information 
security. The study reveals that legal pressures can motivate managers to mandate 
top–down information security related changes across the entire organization for 
meeting their legal obligations. This mandate could formalize individual 
initiatives to promulgate effective information security practices for information 
security compliance. The following interview transcript clearly shows the 
importance of laws and regulations for information security compliance in the 
eyes of senior management in organizations: 
 
“In making any kind of decision, include those related to information 
security practices, senior managers must take into account restrictive 
laws and regulations, and cultural reactions”  
 
Regulating agencies place legal obligations on public organizations for 
information security compliance in the development of e-government in Oman. 
Interviewees indicate that regulating agencies play a major role in enforcing 
regulations that are related to information security for information security 
compliance in public organization. This is because regulating agencies are a 
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powerful driver for organizational change for enforcing information security laws 
and regulations. Such laws and regulations are related to securing electronic 
transactions and information privacy. One interview states that,  
 
“Currently, we hear of many cases in courts that are related to 
information security. This has created huge pressure on organizations to 
take precautions’ with their information”  
 
An analysis of the interview data shows the severe consequences of 
noncompliance persuades employees’ in organizations to take actions towards 
information security compliance. This is because the severity of legal 
consequences increases employees’ intentions to incorporate legal requirements in 
e-government services for better information security compliance in public 
organizations. The following segment of the interview transcript expresses this: 
 
“… increased intervention by regulatory agencies can force public 
organizations to operationalize information security procedures that 
have been designed”  
 
Social Pressures 
Social pressures are another form of environment pressures discovered in this 
research for information security compliance. It is about the social desirable needs 
that must be adequately addressed in e-government services. It is widely believed 
by interviewees that social pressures have a positive influence on information 
security compliance in public organizations for e-government in Oman. Social 
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pressures are abstracted from the basic themes of (a) social obligations, (b) trust 
building, and (c) knowledge and understanding of information security issues. 
 
The privacy, security, and quality of e-government services are socially desirable 
needs of stakeholders to e-government development that are identified from the 
interviews. These desirable needs entail internal organizational efforts for securing 
legitimacy from stockholders. The following segment from the interview 
transcript clearly reflects this: 
 
“E-government services have to be secure in all aspects, so that high 
level of confidence and trust among citizens, businesses is expected, this 
considered the foundation of a successful e-government initiative” 
 
An analysis of the interview data shows that having stakeholders’ trust is crucial 
for e-government development. The failure to fulfill the protection of information 
in e-government services decreases the stakeholders’ trust. The study reveals that 
the public organizations are forced to adopt information security policies and 
standards to maintain a high level of trust with e-government stakeholders. 
 
The knowledge and understanding of information security issues of the 
stakeholders create considerable pressures on public organizations to comply with 
information security policies and standards for e-government development in 
Oman. An interviewee, for example, expresses the importance of citizens’ 
knowledge and understanding of information security as follows: 
 
Chapter 5  Analysis of the Qualitative Data 
-118- 
“most citizens in Oman are using social media to drive their 
requirements over public organizations that initiate social pressure on 
public organizations to preserve positive reputation” 
 
The research findings of the thematic analysis above show that environment 
pressures are an essential global theme for information security compliance in 
public organization with respect to e-government development in Oman. Such 
environment pressures propel organizations to adopt different information security 
mechanisms for protecting their information. Figure 5.5 shows a thematic network 
for representing the global theme of environment pressures and its associated 
organizing themes and their basic themes. 
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Figure 5.5 A thematic network map for environment pressures 
 
5.5 Conclusion 
The qualitative findings presented in this chapter have provided some detailed 
insights into the factors for influencing information security compliance in public 
organizations in e-government development in Oman. Figure 5.6 shows a 
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thematic network map for representing the research findings around the identified 
four global themes and their associated organizing themes.  
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Figure 5.6  A thematic network map for information security compliance in e-
government development 
 
The study reveals that management commitment, accountability, awareness and 
training are the critical factors for effective information security compliance with 
respect to the establishment of an organizational security culture. Audit and 
monitoring, and process integration are critical for efficient information security 
processes that influence information security compliance in public organizations. 
Technology capability and technology compatibility are the critical factors of 
security technologies for information security compliance. Legal pressures and 
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social pressures are environment pressures factors for influencing information 
security compliance. The study concludes that organizational loyalty under 
organizational security culture dimension and technology reliability under security 
technologies dimension are two new critical factors for information security 
compliance in public organizations for e-government development in Oman.
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Chapter 6  
Analysis of the Quantitative Data 
6.1 Introduction 
SEM is a statistical analysis method that can be used in quantitative research for 
testing hypothesized conceptual frameworks in a confirmatory manner with the 
data collected through surveys (Byrne 2013). It examines the extent to which the 
hypothesized conceptual framework is supported by the sample data (Byrne 
2013). The conceptual framework can be rejected as inappropriate if the sample 
data does not conform to its hypotheses (Gefen et al. 2000; Hair et al. 2010).  
 
There is a wide use of SEM as one of the most powerful multivariate statistical 
approaches available in quantitative data analysis. This is due to the flexibility that 
it has for interplaying between the conceptual framework to be tested and the 
sample data (Byrne 2013). In contrast to the traditional statistical approaches, 
SEM provides the researcher with the capability of modeling the relationships 
between variables (Byrne 2013). Moreover, the capacity of SEM to directly 
incorporate measurement errors of variables into the data analysis, and to employ 
various goodness-of-fit (GOF) indices that facilitate the evaluation of the 
conceptual framework in details makes it even more attractive in conducting 
various types of research (Hair et al. 2010). Due to the significant benefits that 
SEM can offer over the other statistical approaches, this research uses SEM to 
analyze the quantitative data. 
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This chapter aims to answer the confirmatory research question formulated in this 
research, namely, ‘what are the critical factors for effective information security 
compliance in public organizations for e-government development in Oman’. 
With the use of SEM on the sample data collected through a survey, the 
hypothesized conceptual framework is tested and validated for examining how 
well the hypothesized framework fits into the sample data (Gefen et al. 2000).  
 
This chapter is organized as follows. First, the data analysis techniques applied in 
this research are described, followed by a discussion of how the data set is 
prepared for the analysis. This is followed by a detailed discussion of both EFA, 
and CFA in order to achieve the validity requirement of SEM (Hair et al. 2012). A 
detailed discussion of the SEM analysis on the quantitative data collected and a 
summary of the research findings resulted from this analysis are then presented.  
 
6.2 An Overview of the Data Analysis Techniques 
SEM is a statistical technique for quantitative data analysis. It is widely used in 
the behavioral sciences (Hair et al. 2010). SEM analysis allows for uni-
dimensionality assessments and facilitates a formal comparison between the 
proposed model and alternative models (Anderson & Gerbing 1988). It uses a 
two-step approach, namely a measurement model analysis and a structural model 
analysis in order to better understand the relationship between the identified 
variables in the proposed conceptual framework (Hair et al. 2010). 
 
The measurement model analysis involves in conducting CFA for assessing the 
contribution of each indicator variable and for measuring the adequacy of the 
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measurement model. It defines the relationships between observed variables and 
latent variables (Hair et al. 2010). An observed variable refers to a variable that 
can be measured directly through a value obtained from respondents in response 
to a particular survey question (Hair et al. 2010). A latent variable refers to a 
variable that cannot be directly measured and therefore, is measured through a set 
of observed variables associated with such a latent variable (Schumacker & 
Lomax 2004). An important feature of CFA is its hypothesis driven nature (Hair et 
al. 2010). It is, therefore, necessary to have a pre-specified hypothesized 
conceptual framework which contains a certain number of latent variables 
(constructs or factors) and a set of observed variables which are used to measure 
each latent variable (Hair et al. 2010; Schumacker & Lomax 2004).  
 
The structural model analysis shows the relationship between the latent variables. 
It tests how individual latent variables in a pre-specified hypothesized conceptual 
framework are related to each other (Schumacker & Lomax 2004).  It contains the 
path coefficients that indicate the strength and sign of the paths that describe the 
nature of the relationship between latent variables. The structural model can be 
tested only after adequate measurement and construct validity are established. The 
validity and the acceptability of the structural model can be evaluated in terms of 
model fitness using the GOF indices, the magnitude of variance explained (R²), 
and the significance of the estimated structural parameters.  
   
The use of SEM analysis is appropriate for this study due to its potential for 
extending the theory (Gefen et al. 2000) and its capability of simultaneously 
assessing the multiple and interrelated dependence relationships. Using the SEM 
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analysis provides a strong analytical framework for handling measurement errors 
associated with latent and observed variables.  In this context, the measurement 
errors refer to the degree to which the variable that is measured does or does not 
describe the latent variable of interest (Hair et al. 2010; Schumacker & Lomax 
2004). Furthermore, the availability of user-friendly software packages such as 
SPSS and AMOS are another motivation that simplifies the complexity of the 
SEM analysis (Schumacker & Lomax 2004). 
 
This research uses a pre-specified hypothesized conceptual framework as shown 
in Figure 3.3 that is developed based on the review of the related literature. The 
hypothesized conceptual framework consists of fourteen (14) latent variables and 
forty (40) observed variables. By conducting the SEM analysis on the survey data 
collected from public organizations in Oman, the hypothesized conceptual 
framework is tested and validated for showing to what extent that the conceptual 
framework is supported by the sample data (Karunasena & Deng 2010b). This 
research uses SPSS version 22 for data screening and for generating descriptive 
statistics. It employs AMOS Graphics version 22 for performing the complex 
SEM analysis.  
 
To conduct the SEM analysis, a set of steps needs to be followed (Hair et al. 
2010). The first step is to prepare the data for the intended analysis. The collected 
data has to be examined for missing values, outliers and normality (Hair et al. 
2010). Before the research hypotheses are tested, the reliability of the 
measurement instrument underlying the research model is validated. The second 
step involves in developing and specifying the measurement model analysis in a 
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way that EFA, and CFA are performed (Lewis et al. 2005; Straub et al. 2004). The 
SPSS version 22 is used to prepare the data for EFA, while the AMOS version 22 
software is employed for the instrument and structural validity assessments.  
 
The third step involves in assessing the validity of the measurement model. One 
of the primary aims of the SEM analysis is to examine the extent to which a 
hypothesized model ‘fits’ the sample data (Hair et al. 2010). The validity of the 
measurement model depends on establishing acceptable levels in both the EFA 
and the CFA analysis. The EFA analysis uses the convergent validity and the 
discriminant validity tests. The CFA analysis uses the GOF model measurement 
validation tests (Hair et al. 2010). An appropriate EFA and GOF values mean that 
the hypothesized measurement model is proved (Hair et al. 2010). This stage is 
iterative with the model continually being modified and evaluated until a decision 
is made that the model meets some standards of an appropriate fitness (Hair et al. 
2010). Model modifications are carried out using several diagnostic measures 
based on the guidelines on the examination of the significance of standardized 
factor loadings (SFL), standardized residuals (SR), modification indices (MI), the 
appropriateness of the GOF values of the measurement model while considering 
the number of items in a latent factor (Hair et al. 2010).  
 
In assessing the validity of the measurement model in SEM analysis, it is 
important (a) to have three or more indicator variables for a latent factor (Hair et 
al. 2012), (b) to have a large sample size that exceeds 200 cases in order to 
maintain power, and to obtain stable parameter estimates and standard errors 
(Schumacker & Lomax 2004), and (c) to use the appropriate model estimation 
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technique for obtaining appropriate measures (Hair et al. 2010). There are various 
model estimation methods such as the maximum likelihood (ML), the weighted 
least square (WLS), the un-weighted least square (ULS), the generalized least 
square (GLS), the scale free least square (SLS), and the asymptotically 
distribution free (ADF) (Hair et al. 2010). Among these methods, ML continues to 
be the most widely used one (Hair et al. 2010). Modern versions of ML estimation 
have robust procedures for handling the violations of normality. ML estimation, 
therefore, can produce fairly reliable results with non-normal data (Hair et al. 
2010). 
 
After obtaining the appropriate GOF values for the measurement model, the 
fourth step involves in specifying the structural model by drawing the structural 
relationships between the latent factors based on the hypothesized conceptual 
framework shown in Figure 3.3. Each structural relationship is drawn using single 
headed directional arrows (Hair et al. 2012). These arrows represent the 
hypotheses (Hair et al. 2010).  
 
The fifth step is about assessing the validity of the structural model. It involves 
testing the validity of the structural model and its corresponding hypothesized 
structural relationships (Hair et al. 2010). The significance of the structural 
relationship is examined using various statistics including (a) the GOF indices;  
(b) the standardized regression weight (SRW), (c) the critical ratio (CR) and the P 
value (Byrne 2013). Based on the significance of the structural relationships, 
hypotheses are accepted or rejected. If the model does not show sufficient validity, 
the model requires further modifications and has to be tested with new data (Hair 
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et al., 2010). 
 
The final step in the SEM analysis involves in summarizing the findings based on 
the measurement and structural model analysis (Hair et al. 2010). The conceptual 
framework is accepted as the sample data does conform to its hypotheses. Figure 
6.1 summarizes the various steps that are involved in the data analysis and 
illustrates the order in which these steps are described in this chapter. 
 
Developing and specifying the 
measurement model 
STEP 2
Data preperation
STEP 1
Assessing the validity of the 
measurement model
STEP 3
Specifying the structural model
STEP 4
Measurement 
model valid?
s r t 
l li
Assessing the validity of the 
structural model
STEP 5
Structural 
model valid?
tr t r l 
l li
SEM analysis results
STEP 6
Refining the model 
and test with new 
data
Yes
No
Yes
No
Measurement model 
modification
 
Figure 6.1 The steps for SEM analysis 
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6.3 Data Preparation  
Understanding the fundamental properties of the data through examining that data 
with respect to the essential requirements for conducting the SEM analysis is an 
important preliminary step (Hair et al. 2012; Straub et al. 2004). SEM analysis 
assumes that the value set is complete without any missing values. There are no 
serious departures from normality by properly identifying and handling outliers, 
kurtosis, and skews in the value set (Straub et al. 2004). To draw accurate 
conclusions, this research conducts several tests for handling missing values, 
outliers, kurtosis, and skews in preparing the data set for the SEM analysis. 
 
6.3.1 Missing Value  
Missing values refers to a situation in which valid values on one or more variables 
are not available in the data set. This effectively reduces the sample size for SEM 
analysis (Hair et al. 2010). It affects the parameter estimation and the GOF 
statistics in SEM models (Kaplan, 2009). It is, therefore, necessary to adequately 
handle the missing values in the data set in order to obtain accurate research 
findings in this study.   
 
In this research, a total of 342 responses are received. After checking the returned 
survey, 16 responses are found with missing values. This is due to the respondents 
not having supplied answers to some questions. No regular pattern can be 
identified in the missing values in the survey questionnaires. For this research, if 
the missing values in relation to an individual observation is more than 25% and 
appears at random, then such missing values candidate is deleted from the data set 
Chapter 6  Analysis of the Quantitative Data 
-129- 
(Hair et al. 2010). As a result, 326 observations are left for subsequent analyses as 
part of this research.  
 
6.3.2 Outliers, Skews, and Kurtosis 
Outliers refer to the observations with extreme values when compared with the 
rest of the data set (Byrne 2013). They are present due to various reasons 
including observation errors, data entry errors, data errors, and instrument layout 
or instructions errors (Schumacker & Lomax 2004). Outliers can be said not to be 
representative of the population in which can distort the statistical tests. As a 
result, outliers must be deleted, explained or accommodated by using robust 
statistics procedures (Byrne 2013). Outliers are of two types namely univariate 
outliers and multivariate outliers (Hair et al. 2010). If the extreme values are on a 
single variable, it produces a univariate outlier (Hair et al. 2010). If the extreme 
values are on two or more variables, it results in multivariate outliers (Hair et al. 
2010).  
 
A common approach to the detection of multivariate outliers is the computation of 
the squared Mahalanobis distance (D2) for each variable (Hair et al. 2010). This 
statistic measures the distance in standard deviation units for one variable and the 
sample means for all variables. D2 assesses the extent of the dissimilarity between 
individual observations in terms of their respective distance from the mean center 
of all observations across a set of variables. An outlying observation (a higher D2 
value relative to the other observations) has a D2 value that stands distinctively 
apart from all the other D2 values.  
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As a rule of thumb, if any observation in which the D2/df or (P-value <0.001) 
exceeds three or four variables in large samples where the sample size is >=200 is 
an outlier (Hair et al. 2010). In this research, a total of 326 observations by 40 
metric variables are examined for the presence of multivariate outliers. The 
analysis detects 32 observations as serious outliers that are deleted from further 
analysis. This leaves 294 observations that can be used in all subsequent analyses 
as part of this study.  
 
6.3.3 Normality  
Normality refers to the shape of the distribution of a data set related to a specific 
variable in a study. The characteristics of such a shape is analyzed for 
approximating the distribution of such a  data set to a normal distribution (Hair et 
al. 2010). A significant variation from the normal distribution renders all resulting 
statistical tests invalid. This is because the fundamental assumption on the data set 
for SEM analysis is that the data set has to be normally distributed (Karunasena & 
Deng 2010b).  
 
The departure from normality of a data set can be examined both graphically 
through a visual check of the histogram with a normal probability distribution plot 
overlaid, and statistically through the use of empirical measures of a distribution’s 
shape using the skewness and kurtosis measures for each variable (Hair et al. 
2010). This research uses the statistical method based on the skewness and 
kurtosis measures to identify the variables with significant departures from 
normality. A skewness measure tells about the orientation of the distribution. This 
means that it shows whether the distribution of a data set is shifted to one side 
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(right or left) or centered and symmetrical (Hair et al. 2010). A Kurtosis measure 
tells about the ‘peakedness’ or ‘flatness’ of the distribution as compared with the 
normal distribution. A positive skew value represents a distribution skewed to the 
left. A negative skew value reflects a distribution skewed to the right (Byrne 
2013). A negative kurtosis value denotes a flatter distribution, whereas a positive 
kurtosis value indicates a peaked distribution (Byrne 2013).  
 
Hair et al. (2010) suggest several critical values to assess the skewness and 
kurtosis measures as significant or less significant. These critical values are +/- 
2.58 (.01 significance level) and +/- 1.96 (.05 significance level), with a further 
recommendation of a more lenient measure of +10 to -10 for kurtosis. An 
examination of the skewness and kurtosis values in this research indicates that the 
skewness and kurtosis values sit within the recommend range for all the data sets 
available for the SEM analysis. Table 6.1 presents the results of the empirical 
measures of kurtosis and skewness.  
 
 
 
 
 
 
 
 
 
 
Chapter 6  Analysis of the Quantitative Data 
-132- 
Table 6.1 An overview of the normal distribution examination 
Variables N Skewness Kurtosis  Variables N Skewness Kurtosis 
MC_1 294 0.762 0.007  AUD_1 294 0.641 -0.008 
MC_2 294 0.797 0.277  AUD_2 294 0.592 -0.315 
MC_3 294 0.635 -0.137  AUD_3 294 0.596 -0.181 
MC_4 294 0.545 -0.626  AUD_4 294 0.647 0.086 
MC_5 294 0.651 -0.220  COMP_1 294 0.706 0.490 
MC_6 294 0.963 0.614  COMP_2 294 0.719 -0.272 
ACC_1 294 0.809 0.779  COMP_3 294 0.789 0.538 
ACC_2 294 0.830 0.289  COMP_4 294 0.702 -0.197 
ACC_3 294 0.862 0.755  CAP_1 294 0.699 0.378 
ACC_4 294 0.801 0.245  CAP_2 294 0.810 0.114 
ACC_5 294 0.965 0.420  CAP_3 294 0.910 0.452 
AWR_1 294 0.476 -0.153  CAP_4 294 0.771 -0.255 
AWR_2 294 0.846 0.605  REG_1 294 0.950 0.661 
AWR_3 294 0.776 0.481  REG_2 294 0.685 -0.005 
AWR_4 294 0.879 0.094  REG_3 294 0.674 -0.240 
INTEG_1 294 0.626 0.104  REG_4 294 0.954 0.698 
INTEG_2 294 0.638 -0.139  SOC_1 294 0.900 0.417 
INTEG_3 294 0.912 0.131  SOC_2 294 0.583 0.610 
INTEG_4 294 0.483 -0.212  SOC_3 294 0.681 -0.261 
     SOC_4 294 0.977 0.556 
     SOC_5 294 0.917 0.461 
 
6.3.4 Construct Reliability 
Construct reliability refers to the interrelatedness of items in a survey 
questionnaire (Hair et al. 2010). To test the construct reliability, Cronbach’s alpha 
(α) is commonly used. The closer the Cronbach’s alpha value is to 1.00, the 
greater the reliability of the item in the survey instrument (Hair et al. 2010). For 
the data obtained from the survey, a reliability test is performed using SPSS 
Version 22 based on the 294 responses. The Cronbach’s alpha (α) as shown in 
Table 6.2 indicates that the average of the Cronbach’s alpha value is ranged from 
0.73 to 0.89 across all constructs. This means that the constructs are of a high 
level of reliability. This reflects an acceptable internal consistency for the survey 
instrument (Straub et al. 2004).  
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Table 6.2  A summary of the Cronbach’s Alpha values 
 
Constructs Items Cronbach’s Alpha (α) 
Management Commitment MC_1 ---- MC_6 0.85 
Accountability ACC_1 ---- ACC_5 0.82 
Awareness and Training AWR_1 ---- AWR_4 0.73 
Process Integration INTEG_1 ---- INTEG_4 0.78 
Audit and Monitoring AUD_1 ---- AUD_4 0.82 
Technology Capability CAP_1 ---- CAP_4 0.79 
Technology Compatibility COMP_1 ----  COMP_4 0.80 
Legal Pressures REG_1 ---- REG_4 0.83 
Social Pressures SOC_1 ---- SOC_5 0.89 
 
6.4 A Profile of the Respondents 
This section details the profile of the respondents in terms of the type and size of 
the organizations they represent and in what capacity they provide their views on 
information security compliance in their organizations in relation to e-government 
development. As stated in Chapter 4, the sample frame for this study is restricted 
only to those public organizations engaging in e-government projects in Oman. 
The respondents are therefore the employees in these public organizations.  
 
Overall 294 responses are ready for the SEM analysis. The demographic statistics 
of these responses is analyzed across the participants’ age group, educational 
level, employment type, and organization size based on the total number of 
employees. Figure 6.3 presents the age profile of the respondents. 47% of 
respondents are within the range of 30 years and under, and 45% in the range of 
31-40 years old. A minority (8%) of the respondents represent the age range of 
more than 41 years old.  
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Figure 6.2 The age profile of the respondents 
 
The respondents’ level of education is examined. As presented in Figure 6.3, 12% 
of the respondents have high school education. 22% of the respondents have 
diploma or advanced diploma, 13% of the respondents have master degree, and 
2% of the respondents have doctoral degree. A majority (51%) of the respondents 
have bachelor degree. 
 
 
Figure 6.3 The educational profile of the respondents 
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The employment profile of the respondents is examined. A majority of the 
respondents that is at 28% comes from the ICT sector. The remaining 72% work 
in the education (18%), travel and tourism (5%), agriculture (6%), healthcare 
(12%), trading (15%), and finance sectors (16%). Figure 6.4 presents the 
employment profile of the respondents. 
 
 
Figure 6.4 The employment profile of the respondents 
 
Figure 6.5 presents the organizational profile based on total number of employees 
at the time of this research. 1% of respondents are from organizations within the 
range of less than 50 employees, 3% in the range of 51 to 100 employees, 11% are 
in the range of 101 to 250 employees, 24% are in the range of 251 to 500 
employees, and 21% are in the range of 501 to 1000 employees.  A majority 
(40%) of the respondents represent organizations within the range of more than 
1001 employees. 
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Figure 6.5 The organizational profile of the respondents  
 
As shown in Figures 6.2, 6.3, 6.4 and 6.5, the respondents are from different age 
groups, employment profiles, and organizational profiles with a variety of 
educational background. The sample of the data collected, therefore, ensures the 
robustness and generalizability of the research findings from this research. 
 
 
6.5 Full Measurement Model Analysis 
The SEM analysis starts with developing and specifying the full measurement 
model using AMOS. Based on the conceptual framework hypothesized in Figure 
3.3, a full measurement model is constructed as shown in Figure 6.6. It contains 
three layers of latent factors as depicted by ovals (Hair et al. 2010). The latent 
factors including the management commitment (MangCom), accountability 
(ACC), awareness and training (AWR), audit and monitoring (Aud), process 
integration (ProcInteg), technology compatibility (TechCom), technology 
capability (TechCap), legal pressures (RegPres), social pressures (SocPres), are 
depicted in the first layer of the full measurement model. The second layer 
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represents four latent factors, namely, organizational security culture 
(OrgSecCult), information security processes (SecPro), security technologies 
(TECH), and environment pressures (Env). The latent factor of information 
security compliance for e-government (InfoSecCompliance) represents the third 
layer of the full measurement model.  
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Figure 6.6 A full measurement model 
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The full measurement model is constructed based on the reflective measurement 
theory (Hair et al. 2010). The reflective measurement theory states that latent 
factors ‘cause’ or ‘reflect’ the indicator variables (Hair et al. 2010). If a latent 
factor is thought to ‘cause’ or ‘reflect’ an indicator variable, the indicator variable 
is a reflective indicator of the latent factor and can then be used as a partial 
measure of the latent factor (Hair et al. 2010). The direction of the arrows in the 
full measurement model is therefore from latent factors to indicator variables 
(Hair et al. 2010). Furthermore, the full measurement model also uses a set of first 
and second-order reflective latent factors. For example, the higher-order factor of 
the OrgSecCult is reflected, rather than influenced, by establishing effective 
MangCom, ACC, and AWR for information security compliance.  Similarly, 
information security compliance of SecProc is reflected by developing 
appropriates Aud and ProcInteg for information security compliance. 
 
The full measurement model comprises of four main dimensions namely, 
OrgSecCult, SecProc, TECH and Env. In the OrgSecCult dimension, six indicator 
variables shown in rectangles (MC_1 to MC_6) are postulated to load on the first-
order factor MangCom. Another five indicator variables (ACC_1 to ACC_5) are 
loaded on the factor ACC, and the remaining four indicator variables (AWR_1 to 
AWR_4) are loaded on AWR. In the SecPro dimension, four indicator variables 
(AUD_1 to AUD_4) on the factor Aud, and four indicator variables (INTEG_1 to 
INTEG_4) are loaded on the factor ProInteg. In the TECH dimension, four 
indicator variables (COMP_1 to COMP5) are loaded on the factor TechCom, and 
another four indicator variables (CAP_1 to CAP_4) on the factor TechCap. 
Similarly, in Env dimension, five indicator variables (SOC_1 to SOC_5) are 
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loaded on the first-order factor SocPres, four indicator variables (REG_1 to 
REG_4) on the factor RegPres. All together forty items are loaded as latent 
factors. Table 6.3 provides a summary of the indicator variables used in the 
measurement model.  
 
Table 6.3  A summary of the indicator variables in the full measurement 
model 
 
Management Commitment  Audit and Monitoring 
MC_1 Enforcing security policy  AUD_1 Appropriateness 
MC_2 Investing energy and effort  AUD_2 Effectiveness 
MC_3 Participation in maintaining 
security issues 
 AUD_3 Perceived benefits 
MC_4 Alignment of goals   AUD_4 Responsiveness 
MC_5 Contemporaneousness of the 
security policies 
 Technology Compatibility 
MC_6 Effective communication   COMP_1 Appropriateness of 
requirements 
Accountability  COMP_2 Standardization 
ACC_1 Comprehensiveness   COMP_3 Interoperability 
ACC_2 Understand-ability   COMP_4 Perceived impact 
ACC_3 Roles and responsibilities 
clarity  
 Technology Capability 
ACC_4 Enforcement of roles  CAP_1 Functionality based on 
requirements 
ACC_5 Appropriateness of sanctions  CAP_2 Usability 
Awareness and Training  CAP_3 Support availability 
AWR_1 Effectiveness   CAP_4 Contemporaneousness of 
development 
AWR_2 Usefulness  Legal Pressures 
AWR_3 Visibility  REG_1 Existence of regulations 
AWR_4 Variety of communication  REG_2 Comprehensiveness 
Process Integration  REG_3 Severity of violation 
INTEG_1 Appropriateness of security 
requirements 
 REG_4 Governance of Law 
INTEG_2 Implementation  Social Pressures 
INTEG_3 Perceived improvement   SOC_1 Social responsibility 
INTEG_4 Conformity with the 
expectations 
 SOC_2 Security commitment 
 SOC_3 Knowledge and understanding 
 SOC_4 Confidence in terms of 
capability 
 SOC_5 Citizen’s trust 
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6.5.1 The Assessment of the Full Measurement Model 
One of the primary aims of the SEM analysis is to examine the extent to which a 
hypothesized model ‘fits’ with the sample data (Byrne 2013). The validity of the 
measurement model depends on establishing acceptable levels of GOF (Hair et al. 
2010). An appropriate GOF value means that the hypothesized model is proved to 
represent the data (Hair et al. 2010). This study evaluates the model fitness based 
on the selected GOF indices summarized in Appendix D. 
 
The analysis of the GOF indices reveals that the full measurement model does not 
have sufficient validity exemplified by insufficient GOF indices. The GOF 
indices, a X2 value of 2.755 with a Bollen-Stine probability (P) value of 0.000 
indicate that the full measurement model does not fit the data. A smaller X2 value 
with a P value higher than 0.05 is recommended for an adequate fit (Hair et al. 
2010). Other GOF indices such as RMSEA and SRMR indicate that the model 
does not fit the data. The RMSEA value of the model is at 0.077 with a PCLOSE 
value of 0.000 which are not in the recommended range (RMSEA less than 0.05 
with a PCLOSE value greater than 0.05)  (Hair et al. 2010). Further GOF indices 
such as CFI (0.820), TLI (0.807), RFI  (0.727), and AGFI (0.662) are well below 
the recommended value range between 0.90 and 0.95 indicate that the model does 
not fit the data adequately (Hair et al. 2010). This shows that the full measurement 
model does not have sufficient validity. As a result, modifications of the full 
measurement model are necessary. 
 
The model modification process is carried out in three stages throughout. In the 
first stage, the full measurement model is decomposed into several one-factor 
Chapter 6  Analysis of the Quantitative Data 
-142- 
congeneric models to be assessed for their validity by using GOF indices, 
convergent validity and discriminant validity for each one-factor congeneric 
model (Hair et al. 2010). In the second stage, the factors that have passed the 
convergent and discriminant validity tests are reassembled into the higher-order 
factor models (Hair et al. 2010). The higher-order factor models again are 
assessed for validity using GOF indices measurements, convergent validity, and 
discriminant validity. In the final stage, the full measurement model is validated 
using GOF indices measurements. These stages are discussed in more details in 
the following sections. 
 
6.5.2 One-Factor Congeneric Models Analysis 
A one-factor congeneric model is the simplest form of measurement models for 
representing the factor loadings of the set of indicator variables on the single 
latent factor (Hair et al. 2010). The full measurement model modification process 
is initiated with the development of nine one-factor congeneric models for the 
first-order factors depicted in the full measurement model, namely, MangCom, 
ACC, AWR, Aud, ProInteg, TechComp, TechCap, SocPres, and RegPres. These 
models are assessed and validated using GOF indices measurement, convergent 
validity, and discriminant validity. 
 
Fitness Assessment of One-factor Congeneric Models  
An one-factor congeneric model is developed for the MangCom factor as shown 
in Figure 6.7. In this model, the latent factor MangCom is loaded with six 
indicator variables, namely, MC_1 (enforcing security policy), MC_2 (investing 
energy and effort), MC_3 (participation in maintaining security issues), MC_4 
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(alignment of security goals with organizational goals), MC_5 
(contemporaneousness of the security policy and procedures), and MC_6 
(effective communication of information security policies). Each indicator 
variable is associated with a measurement error labeled from e01 to e06.  
 
 
Figure 6.7  An one-factor congeneric model of MangCom 
 
GOF indices are obtained for assessing the validity of MangCom model. An 
analysis of the GOF indices shows that the model does not have sufficient 
validity. This is exemplified by the poor X2/df value of 7.55 which is higher than 
the recommended value (2.0), and by the P value of 0.000 which is lower than the 
recommended value (0.05) (Hair et al. 2010). The RMSEA value is at 0.150, 
which is well above the recommended value (0.05) (Byrne 2013). The CFI, TLI, 
and AGFI fitness statistics of the model are at 0.915, 0.859, and 0.828 
respectively. Although the CFI, TLI, and AGFI values are within the acceptable 
range, the absolute fitness indices (X2/df, P value, RMSEA) reveal that the model 
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does not represent an adequate fit. This creates the necessity for modifying the 
one-factor congeneric model of MangCom. 
 
The model is re-examined with the use of several diagnostic measures. These 
diagnostic measures including SFL, SR, MI, the cut-off values for the GOF 
measures, and the minimum number of items for a factor (Schumacker & Lomax 
2004). The SFL values indicate that how accurately individual items can explain a 
factor. If an item has a SFL value that is less than 0.5, this signifies that the item 
does not explain the factors well. As a result, such an item can be deleted (Hair et 
al. 2010). This is to get rid of those irrelevant items from the analysis.  
 
SR values are the difference between the observed and the estimated covariance 
terms (Hair et al. 2010). SR residuals are obtained by dividing residuals by the 
standard error of residual (Hair et al. 2010). SR values that are greater than |2.58| 
indicate that a particular relationship is not well accounted for by the model 
(Schumacker & Lomax 2004). In this research, the SR value |2.58| is used as the 
cut-off point in the model re-specification (Hair et al. 2010; Schumacker & 
Lomax 2004). SR greater than |4.0| suggests a potentially unacceptable degree of 
errors that leads to the deletion of the offending items (Hair et al., 2010).  
 
MI can be conceptualized as an X2 value with one degree of freedom (df) (Hair et 
al. 2010). MI values in AMOS show the amount of the overall model’s X2 value 
drops when a single parameter is freely estimated (Hair et al. 2010). Larger MI 
values (greater than 4.0) suggest that the overall model’s fitness can be improved 
significantly by freeing the corresponding path (Hair et al. 2010). MI values are 
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useful in diagnosing problems with specific items in the model (Hair et al. 2010).  
The GOF cutoff values used in this research are presented in Appendix D. The 
minimum number of items per factor for a latent factor should be at least three 
(Gerbing & Anderson 1985). Dropping an item in any of the circumstances 
mentioned above will decrease this number.  
 
The diagnostic GOF indices for one-factor congeneric model for MangCom are 
obtained through AMOS outputs. The model diagnosing starts with examining the 
SFLs. As shown in Figure 6.7, SFLs for indicator variables MC_1, MC_2, MC_3, 
MC_4, MC_5, and MC_6 are 0.66, 0.74, 0.69, 0.75, 0.77 and 0.60 respectively. 
The SFL results indicate that all indicator variables above the recommend cut-off 
value (0.5). An examination of SR is carried out as another diagnostic measure. 
As shown in Table 6.4 SR indicator variables are all within the recommended SR 
value |2.58| (Hair et al. 2010; Schumacker & Lomax 2004). 
 
Table 6.4 SR indicator values of the MangCom model 
 MC1 MC2 MC3 MC4 MC5 MC6 
MC1 .000      
MC2 1.251 .000     
MC3 .433 -.167 .000    
MC4 -.155 -.526 -.573 .000   
MC5 -1.230 -.111 -.745 1.756 .000  
MC6 -.003 .970 1.284 -1.710 -.233 .000 
 
The MI values for the MangCom model are obtained for further diagnosing. The 
results indicate high MI values between the errors e4 and e5 (32.66), and e4 and 
e6 (15.99). This suggests that there is a high correlation between these items. With 
larger MI values, the overall model’s fitness can be improved significantly by 
freeing the corresponding paths that are related to the indicator variables MC_4, 
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MC_5, and MC_6 (Hair et al. 2010). This is useful in diagnosing problems with 
specific items in the model having high MI values. It is, however, worthwhile to 
note that there is not necessary to re-specify the model by drawing the correlation 
between errors in a study (Hair et al. 2010). 
 
The MangCom model is re-estimated for examining the validity of MC_4, MC_5, 
and MC_6 as suspected items. By trimming MC_5 and MC_6, the GOF statistics 
reveal that the modified one factor congeneric measurement model adequately fits 
the data exemplified by having the GOF indices X2/df of 0.655 with the P value of 
0.519, RMSEA value of 0.000, SRMR value of 0.0108, CFI and TLI values equal 
to 1, and AGFI value is 0.989. As shown in Figure 6.8, the SFL of indicator 
variables (0.73, 0.76, 0.67, 0.68) in the modified measurement model are above 
the recommended value of 0.5. Figure 6.8 shows the re-specified one-factor 
congeneric measurement model of MangCom.  
 
 
Figure 6.8 A re-specified one-factor congeneric measurement model of 
MangCom 
 
 
The same diagnostic measures are used to re-examine the other one-factor 
congeneric measurement models that include ACC, AWR, ProIntg, Aud, 
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TechCom, TechCap, RegPres, and SocPres by developing one-factor congeneric 
measurement models. Appendix E presents the re-specified one-factor congeneric 
models. Table 6.5 further summarizes the GOF indices results of all the initial 
one-factor congeneric models (denoted by Initial) and the re-specified one-factor 
congeneric models (denoted by Re-sp). All the re-specified one-factor congeneric 
models have met the acceptable GOF indices thresholds. It is, therefore, 
concluded that all the one-factor congeneric models do fit the data very well. It is 
worthwhile to note that re-specification of the one-factor congeneric model for 
ProInteg is not required as the initial measurement model demonstrates 
appropriate GOF indices values. 
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Table 6.5   The initial and re-specified congeneric model 
 
GOF indices  𝒙𝟐/𝒅𝒇< 2.0 P> .05 RMSEA <.05 SRMR <.08 CFI close to 
0.95 
TLI close to 
0.95 
AGFI close to 
0.95 
MangCom Initial 7.55 0.00 0.15 0.0516 0.915 0.859 0.828 
Re-sp 0.655 0.519 0.00 0.0108 1 1 0.989 
ACC Initial 5.551 0.00 0.125 0.0415 0.953 0.906 0.883 
Re-sp 1.992 0.136 0.058 0.0211 0.994 0.982 0.966 
AWR Initial 7.195 0.001 0.145 0.0399 0.955 0.865 0.887 
Re-sp 0.014 0.907 0.00 0.0015 1 1 1 
ProInteg Initial 1.133 0.263 0.034 0.0198 0.998 0.993 0.977 
Re-sp Model re-specification is not required 
Aud Initial 2.361 0.094 0.068 0.0196 0.993 0.979 0.958 
Re-sp 1.415 0.234 0.038 0.0135 0.998 0.995 0.981 
TechCom Initial 9.145 0.00 0.167 0.0493 0.945 0.836 0.844 
Re-sp 0.134 0.714 0.00 0.040 1 1.01 0.998 
TechCap Initial 5.330 0.005 0.122 0.0294 0.978 0.933 0.917 
Re-sp 1.261 0.261 0.030 0.0111 0.999 0.997 0.997 
RegPres Initial 3.0334 0.048 0.083 0.0198 0.990 0.971 0.951 
Re-sp 1.448 0.229 0.039 0.0122 0.998 0.995 0.980 
SocPres Initial 19.303 0.00 0.250 0.0591 0.898 0.797 0.629 
Re-sp 0.032 0.858 0.00 0.0016 1 1 1 
 
  
Chapter 6  Analysis of Quantitative Data 
-149- 
Convergent Validity of One-factor Congeneric Models 
Convergent validity assesses the extent to which the items constituting the 
construct converge or share a high proportion of variance in common (Hair et al. 
2010; Straub et al. 2004). By performing the convergent validity test on all the re-
specified one-factor congeneric models, the validity of the hypothesized construct 
can be examined (Brown 2006). In AMOS, the convergent validity can be 
assessed using one or a combination of the following measures: (a) the 
significance of the SFL of all items, (b) the average variance extracted (AVE), and 
(c) the reliability of constructs (Fornell & Larcker 1981; Hair et al. 2010). 
 
The significance of the factor loading of items can be assessed through SFL 
(Fornell & Larcker 1981). As a good rule of thumb, SFL for each observed item 
should be at least 0.5 or higher, and 0.7 is ideal (Hair et al. 2010). An AVE 
measures the amount of variance that is captured by a latent factor in relation to 
the amount of variance due to the measurement error (Hair et al. 2010). An AVE is 
computed by determining the sum of each individual item’s SFL square and 
dividing the total by the total number of items within the latent factor (Fornell & 
Larcker 1981; Hair et al. 2010). For each latent factor, an AVE at 0.5 or higher is 
adequate for the convergent validity (Hair et al. 2010). 
 
The reliability of the construct (latent factor) can be estimated with the coefficient 
H (Mueller et al. 2001). The coefficient H is defined as the “proportion of 
variability in the construct explainable by its own indicator variables” (Mueller et 
al. 2001). It is recommended over other construct reliability measures such as 
Cronbach’s alpha (Mueller et al. 2001) for many reasons including (a) items with 
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a negative factor loadings do not detract from the reliability composite, (b) all 
variables contribute something to the definition of the construct and hence every 
item adds to the reliability of the composite and, (c) reliability of the composite 
will always be larger than the item reliability of the single best indicator variable 
(Hair et al. 2010). In applied research the H value at 0.70 or higher is acceptable 
for the construct reliability (Mueller et al. 2001).  
 
Table 6.6 summarizes the convergent validity test results of all the re-specified 
one-factor congeneric models. All the constructs demonstrate an appropriate 
convergent validity by reaching the appropriate threshold AVE value of 0.5 (or 
approaching 0.5) and the coefficient H value of 0.7.  
 
  
Chapter 6       Analysis of Quantitative Data 
 
-151- 
Table 6.6 The convergent validity of re-specified one factor congeneric model 
 
Constructs AVE H Item Code Description SFL 
Management 
Commitment 
0.51 0.79 MC_1 Enforcing security policy 0.73 
MC_2 Investing energy and effort 0.76 
MC_3 Participation in maintaining security issues 0.67 
MC_4 Alignment of goals  0.68 
Accountability 0.49 0.79 ACC_1 Comprehensiveness  0.63 
ACC_3 Roles and responsibilities clarity 0.59 
ACC_4 Enforcement of roles 0.81 
ACC_5 Appropriateness of sanctions 0.75 
Awareness and Training 0.50 0.75 AWR_1 Effectiveness  0.74 
AWR_2 Usefulness 0.72 
AWR_4 Using variety of communication 0.66 
Process Integration 0.49 0.78 INTEG_1 Appropriateness of security requirements 0.73 
INTEG_2 Implementation 0.68 
INTEG_3 Perceived improvement  0.68 
Audit and Monitoring 0.54 0.77 AUD_2 Effectiveness 0.77 
AUD_3 Perceived benefits 0.78 
AUD_4 Responsiveness 0.64 
Technology 
Compatibility 
0.55 0.78 COMP_1 Appropriateness of requirements 0.61 
COMP_3 Interoperability 0.79 
COMP_4 Perceived impact 0.81 
Technology Capability 0.59 0.81 CAP_1 Functionality based on requirements 0.79 
CAP_2 Usability 0.81 
CAP_3 Support availability 0.71 
Legal Pressures 0.58 0.80 REG_2 Comprehensiveness 0.80 
REG_3 Severity of violation 0.79 
REG_4 Governance of Law 0.69 
Social Pressures 0.60 0.81 SOC_1 Social responsibility 0.86 
SOC_2 Security commitment 0.84 
SOC_3 Knowledge and understanding 0.61 
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The Discriminant Validity of the One-factor Congeneric Model 
The discriminant validity refers to which a construct is truly distinct from other 
constructs both in terms of how much it correlates with other constructs and how 
distinctly the measured variables represent only this single construct (Hair et al. 
2010). The discriminant validity test of the re-specified one-factor congeneric 
models is assessed by comparing the square root of the AVE for each construct 
against the inter-construct correlation estimates (Fornell & Larcker 1981).  
 
The results in Table 6.7 shows the square root of the AVE of each construct is 
higher than its correlation with other constructs. This shows that all the one-factor 
congeneric models have achieved sufficient discriminant validity, except for the 
TechComp and TechCap models. The results show a high correlation between the 
TechComp and TechCap models. It is, therefore, concluded that the one-factor 
congeneric models TechComp and TechCap demonstrate insufficient discriminant 
validity. Given the insufficient discriminant validity result, the one-factor models 
TechComp and TechCap are further analysed and merged in one-factor congeneric 
model named TECH. The re-specified one-factor congeneric TECH model has 
achieved sufficient discriminant validity (Fornell & Larcker 1981).   
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Table 6.7 The discriminant validity of the one-factor congeneric model 
Constructs 
Management 
Commitment 
Accountability 
Awareness and 
Training 
Audit and 
Monitoring 
Process 
Integration 
Technology 
Compatibility 
Technology 
Capability 
Legal 
Pressures 
Social 
Pressures 
Management 
Commitment 
0.714         
Accountability 0.434 0.700        
Awareness and 
Training 
0.412 0.624 0.707       
Audit and 
Monitoring 
0.097 0.352 0.156 0.728      
Process 
Integration 
0.190 0.319 0.344 0.412 0.700     
Technology 
Compatibility 
0.207 -0.129 0.272 0.171 0.649 0.741    
Technology 
Capability 
-0.034 0.138 0.298 0.348 0.110 0.751 0.768   
Legal 
Pressures 
0.196 0.302 0.385 0.392 0.240 0.282 0.583 0.76  
Social 
Pressures 
-0.047 -0.032 -0.031 0.266 0.227 0.311 0.487 0.72 0.78 
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6.5.3 Higher-Order Measurement Models Analysis 
In the previous section, the one-factor congeneric models are individually tested 
and validated. Following the hypothesized theoretical framework in Figure 3.3, 
higher-order models are developed, namely, the organizational security culture 
model (OrgSecCult), security processes (SecProc), and environment pressures 
(Env).  This section validates all the three higher-order models by using the one-
factor congeneric models that pass the convergent and discriminant validity tests. 
It is worth to mention that during the discriminant validity test process, the two 
congeneric models TechComp and TechCap are merged in one model named 
TECH.  
 
Fitness Assessment of the OrgSecCult Model  
The one factor congeneric models of MangCom, ACC, and AWR form the higher-
order factor model of OrgSecCult. The OrgSecCult model is estimated using the 
ML estimation technique. The initial measurement indicates an acceptable fit in 
several of the GOF indices values, except for the case of the P-value which is less 
than the threshold value of 0.05, and RMSEA value which is more than the 
threshold value of 0.05. A review on the factor loadings reveals that ACC_1 with 
few other items including ACC_3 and AWR_4 are below the threshold, giving 
unacceptable values for the convergent validity. Consequently, the model is re-
specified without ACC_3. Figure 6.9 presents the re-specified OrgSecCult 
measurement model.  
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Figure 6.9 A re-specified model of OrgSecCult  
 
The GOF indices in Table 6.8 show that all the GOF indices are within the 
recommended thresholds. Furthermore, all the factor loadings within the re-
specified OrgSecCult model support the convergent validity based on AVE (=> 
0.5) (Hair et al. 2010). 
 
Table 6.8 GOF indices of the OrgSecCult model 
GOF 
indices  
 𝒙𝟐/𝒅𝒇 
< 2.0 
P 
≥ .05 
RMSEA 
<.05 
SRMR 
<.08 
CFI  
≥ 0.95 
TLI  
≥ 0.95 
AGFI 
≥ 0.80 
OrgSecCult Initial 2.354 0.00 0.068 0.0445 0.960 0.946 0.916 
Re-sp 1.761 0.089 0.051 0.0361 0.978 0.970 0.938 
 
Fitness Assessment of the SecProc Model  
SecProc model is constituted based on the one-factor congeneric models of 
ProcIntg, and Aud. The GFO indices of the SecProc model indicate a poor fit in 
the areas of p-value (.003), normed X2/df (2.275). A review of the standardized 
residual covariance reveals that AUD_1’s covariance with a few other items such 
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as INTEG_1 and INTEG_3 has not produced well. The decision is made to 
exclude AUD_1. Figure 6.10 presents the re-specified SecProc model.  
 
Figure 6.10 The re-specified model of SecProc  
 
Table 6.9 provides the corresponding GOF indices that are within the 
recommended thresholds. Furthermore, the factor loadings have supported the 
convergent validity based on the AVE (=> 0.5). 
 
Table 6.9 GOF indices of the SecProc model 
GOF 
indices  
 𝒙𝟐/𝒅𝒇 
< 2.0 
P 
≥ .05 
RMSEA 
<.05 
SRMR 
<.08 
CFI  
≥ 0.95 
TLI  
≥ 0.95 
AGFI 
≥ 0.80 
SecProc Initial 2.275 .003 .066 .0347 .972 .963 .941 
Re-sp 1.380 .182 .036 .0244 .993 .990 .967 
 
Fitness Assessment of the Env Model  
The Env model consists of two one-factor congeneric models including RegPres 
and SocPres. The GOF indices of Env model indicate an acceptable fit within the 
recommended thresholds. The results in Table 6.10 show that the Env model has a 
sufficient validity exemplified by the X2/df value of 1.724 with a P-value of 
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0.055, the RMSEA value of 0.04 with the SRMR value of 0.0339, CFI value 
0.988, the TLI value of 0.985, and an AGFI value of 0.961 (Hair et al., 2010). 
Furthermore, the factor loadings support the model’s convergent validity based on 
AVE (above 0.5). Figure 6.11 shows the measurement model of Env.  
 
Table 6.10 GOF indices of the Env model 
GOF indices 𝒙𝟐/𝒅𝒇 
< 2.0 
P 
≥ .05 
RMSEA 
<.05 
SRMR 
<.08 
CFI  
≥ 0.95 
TLI  
≥ 0.95 
AGFI 
≥ 0.80 
Env 1.724 0.055 0.05 0.0339 0.988 0.985 0.961 
 
 
Figure 6.11 The measurement model of Env 
 
6.5.4 The Final Measurement Model 
The full measurement model is constituted using all the first-order and second-
order models that have passed the GOF indices values, convergent validity, and 
discriminant validity. Figure 6.12 presents the graphical representation of the final 
measurement model of this research, which consists of one first-order factor 
models (TECH) and three second-order factor models (OrgSecCult, SecProc, 
Env).  
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Figure 6.12 A final full measurement model 
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Fitness Assessment of the Full Measurement Model  
The validity of the full measurement model is supported when the GOF indices 
provide a good indication of the extent to which the measurement model accounts 
for the covariance in the data and when the discriminant validity holds. Table 6.11 
provides the GOF indices that show sufficient validity of the full measurement 
model. It has a normed chi-square (X2/df) is 1.717, which is within the acceptable 
range. All the other GOF indices including  RMSEA, SRMR, CFI, TLI, PCFI, and 
AGFI are also within the recommended range (Hair et al. 2010).  
 
Table 6.11 GOF indices of the full measurement model 
GOF indices  
𝑥2/𝑑𝑓< 
2.0 
RMSE
A <.05 
SRMR 
<.08 
CFI close 
to 0.95 
TLI close 
to 0.95 
PCFI close 
to  0.95 
AGFI close  
to 0.95 
1.717 0.049 0.0477 0.939 0.934 0.861 0.863 
 
The Discriminant Validity of the Full Measurement Model 
After verifying that the full measurement model meets the GOF indices values, 
the discriminant validity is conducted. As already stated, discriminant validity 
assesses the extent to which conceptually related constructs are indeed different or 
not identical. As shown in Figure 6.13, the full measurement model is 
reconstructed by assembling the three higher-order measurement models for 
OrgSecCult, SecProc, and Env and the one-factor model for TECH into a single 
model. It is provided by comparing the square root of the AVE for each construct 
with the inter-construct correlation estimates (Hair et al. 2010). The discriminant 
validity is supported. Table 6.12 shows the AVE of each construct is greater than 
its correlation with other constructs.  
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Table 6.12 The discriminant validity of the full model 
  Discriminant Validity 
 Constructs 1 2 3 4 
1 OrgSecCult 0.704    
2 SecProc 0.67 0.714   
3 TECH 0.37 0.65 0.741  
4 Env 0.32 0.61 0.60 0.722 
 
The Reliability of the Full Measurement Model 
The reliabilities of the three higher-order measurement models for OrgSecCult, 
SecProc, and Env and the one-factor model for TECH all factors underlying the 
full measurement model are further assessed on how consistent the items 
measuring a construct before proceeding with the structural model (Straub et al. 
2004). Table 6.13 provides the composite reliability estimates of each of the 
constructs that are all above 0.7, which satisfies the recommended threshold (Hair 
et al. 2010). The final full measurement model is presented in Figure 6.13. 
 
Table 6.13 The composite reliability of the full model 
Reliability 
 Constructs No. Items Composite reliability 
1 OrgSecCult 10 0.882 
2 SecProc 6 0.827 
3 TECH 4 0.822 
4 Env 6 0.820 
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Figure 6.13 A final measurement model for information security compliance 
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6.6 Full Structural Model Analysis 
As already stated earlier, testing of models using SEM involves two steps: 
assessment of the measurement model and assessment of the structural model. 
The discussion so far in previous sections has been limited to the assessment of 
the measurement model for ensuring the uni-dimensionality and the construct 
validity of each construct that has been included in the research model. This 
section reports the assessment of the structural model validity that investigates the 
nature of the relationships between the constructs. It involves testing the path 
coefficients and the corresponding hypothesized structural relationships using 
various statistics including paths regression coefficient values, the explanatory 
variance for each dependent variable (R²), SRW, CR and the P value (Byrne 
2013). 
 
Figure 6.14 depicts the structural model. It shows support for all the paths with the 
regression coefficient values ranging from 0.81 to 0.98 at p < 0.001, and R² 
(>50%). Specifically, the results show that the model accounts for 81% variances 
in the OrgSecCult, 96% in SecProc, 81% on security technology, and 87% in Env. 
Moreover, it accounts for 74% of the variance in MangCom, 90% in ACC, 85% in 
AWR, 76% in ProcInteg, 81% in Aud, 90% RegPres, and 66% in SocPres.   
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Figure 6.14  The estimated structural model  
 
The significance of each hypothesis is tested with the calculation of CR by 
dividing the un-standardised regression weight (URW) by its standard error (SE) 
(Byrne 2013). CR values higher than ± 1.96 and P values less than 0.05 indicate 
statistical significance at the level of 0.05 (Byrne 2013). For example, the CR of 
12.546 (12.546 > ± 1.96) for the regression coefficient H1 with a P value very 
close to zero (P value close to zero is shown in ***) indicates that this regression 
coefficient is significantly different from zero and therefore, the path should 
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remain in the model (Byrne 2013). It is concluded that hypothesis H1 is 
supported.  
 
As shown in Table 6.14, all CR values are within the acceptable range and P 
values are close to zero (***) suggesting that all the hypotheses are supported. It 
is worth to mention that at the discriminant validity assessment stage noted earlier 
in this chapter, the construct technology compatibility and technology capability 
are merged in one construct named technology (TECH). Hypotheses H6 and H7 
therefore are presented by H12. These results conclude the validity and 
satisfactory of the structural model.  
 
Table 6.14 The hypotheses test results 
Hypotheses SRW URW SE CR P Hypotheses Result 
H1 0.857 0.945 0.068 13.879 *** Supported 
H2 0.949 1.132 0.069 16.691 *** Supported 
H3 0.921 0.926 0.057 16.221 *** Supported 
H4 0.872 0.905 0.074 12.308 *** Supported 
H5 0.899 1.104 0.092 12.295 *** Supported 
H6 The construct TecComp and TechCap are merged in the model to present one 
construct named TECH (H12) due to insufficient discriminant validity.  
H7 
H8 0.924 1.438 0.161 8.924 *** Supported 
H9 0.851 0.695 0.078 8.910 *** Supported 
H10 0.897 0.857 0.068 12.546 *** Supported 
H11 0.985 1.167 0.093 12.546 *** Supported 
H12 0.939 1.174 0.092 12.777 *** Supported 
H13 0.902 1.151 0.092 12.539 *** Supported 
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6.7 Findings of the SEM Analysis 
This study uses SEM for testing the validity of the proposed conceptual 
framework in Figure 3.3. It uses the two-step approach to SEM, namely a 
measurement model and a structural model (Hair et al. 2010), as discussed in the 
previous sections. The measurement model involves in conducting a CFA for 
assessing the contribution of each indicator variable and for measuring the 
adequacy of the full measurement model.  
 
The findings reveal that management commitment, accountability, awareness and 
training, audit and monitoring, process integration, legal pressures, and social 
pressures are critical factors for effective information security compliance in 
public organizations for e-government development in Oman. The findings show 
that the final measurement model fits the data very well in contrast to the initial 
measurement model. Table 6.15 shows a comparison of the GOF indices of the 
initial measurement model presented in Figure 6.6 and the final measurement 
model presented in Figure 6.14. It is clear from the GOF indices that the final 
measurement model validity is far better than the one of the initial measurement 
model.  
 
Table 6.15 The GOF indices of the initial model and the final model 
GOF indices 𝒙𝟐/𝒅𝒇 P RMSEA  SRMR  CFI  TLI  AGFI  
Recommended value  < 2.0 > .05 <.05 <.08 Close 
to 0.95 
Close 
to 0.95 
Close to 
0.95 
Initial Measurement 
Model  
2.755 0.00 0.077 0.0607 0.820 0.807 0.662 
Final Measurement 
Model  
1.717 0.00 0.049 0.0477 0.939 0.934 0.863 
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The structural model analysis reveals that organizational security culture is crucial 
for effective information security compliance in public organization for e-
government development in Oman explaining 81% of the variance. The results 
indicate that the more security minded an organization is, the less friction 
compliance with information security policies would create. The research findings 
confirm that organizational security culture is underscored by three critical 
factors. The first factor is management commitment explaining 74% (0.74) of the 
variance that reflects the efforts of senior management for information security 
compliance in organization.  
 
The second factor is accountability that explaining 90% (0.90) of the variance, 
revealing that employees with well-defined roles and responsibilities are more 
proactive in undertaking higher information security precautions. The last factor is 
information security awareness and training explaining 85% (0.85) of the variance 
showing that having information security awareness programs highly affects 
employee’s attitudes about the benefit of compliance and the cost of non-
compliance. Furthermore, the results show that these three factors have the 
potential to build an effective organizational security culture towards information 
security compliance in public organizations for e-government development in 
Oman with paths regression coefficient values ranging from 0.86 to 0.95 at 
P<0.001.  
 
The structural model analysis also reveals that developing appropriate information 
security processes is crucial for effective information security compliance in 
public organization for e-government development in Oman explaining 96% of 
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the variance. The results indicate that the way in which these processes are 
integrated within the operational processes is fundamental explaining 76% (0.76) 
of the variance with a strong path coefficient value equals to 0.87. The results, 
also, confirm that developing appropriate audit and monitoring processes is 
critical factor that explain 81% (0.81) of the variance with path coefficient value 
equals to 0.9, this emphasizes that when audit and monitoring processes are 
appropriately enforced improves the overall effectiveness of information security 
mechanisms in organization.  
 
It is worth to mention that at the discriminant validity assessment stage noted 
earlier in this chapter, the constructs technology compatibility and technology 
capability are merged in one construct named security technologies. The structural 
model shows that security technologies factor explaining 81% (0.81) of the 
variance with 0.9 path coefficient, this result reveals that adopting adequate 
security technologies that capable of fulfilling the security requirements increases 
the trust and confidence of various e-government stakeholders. It also improves 
the normal functioning of information systems by reducing security risks and 
minimizing cost impact in public organizations. These results confirm the 
importance of security technologies for improving information security 
compliance in public organizations for e-government development in Oman.  
 
The structural model analysis also shows environment pressures as one of the four 
dimensions influencing information security compliance in public organizations 
explaining 87% (0.87) of the variance for e-government development in Oman. 
The results confirm that environment pressures are comprised by two factors that 
Chapter 6  Analysis of Quantitative Data 
-168- 
exert pressures on public organizations to comply with information security 
policy: legal pressures, and social pressures. The results indicate that the legal 
pressures explaining 90% (0.90) of the variance with path coefficient value equals 
to 0.95, this position public organizations to build a robust response to the 
regulatory requirements. Another critical factor that comprises environment 
pressures is social pressures explaining the least contributing factor with 66% 
(0.66) of the variance with path coefficient equals to 0.81. These results confirm 
that social pressures force organizations to maintain the trust of citizens, and 
preserve their reputation by improving their information security practices 
towards effective information security compliance for e-government development 
in Oman.  
 
6.8 Conclusion 
This chapter aims to answer the conformity research question formulated in this 
study: What are the critical factors for information security compliance in public 
organizations for e-government development in Oman? For this purpose, in this 
chapter the conceptual framework hypothesized in Figure 3.3 (Chapter 3) is tested 
and validated using survey data collected from different public organizations in 
Oman by using SEM. The findings suggest that the adoption of information 
security compliance in public organizations for e-government development in 
Oman is influenced by the characteristics of organizational security culture, 
information security processes, security technologies, and environment pressures 
contexts. More specifically the results show that management commitment, 
accountability, awareness and training, audit and monitoring, process integration, 
security technologies, legal pressures, and social pressures are critical factors for 
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effective information security compliance in public organizations for e-
government development in Oman. 
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Chapter 7  
A Revised Framework 
7.1 Introduction 
Triangulating the findings from multiple research methods in a single study can 
improve the validity and reliability of the research findings (Tashakkori & Teddlie 
2010). It assists in describing the logical relations between qualitative and 
quantitative findings. Obtaining mutually agreeable findings for the same research 
problem increases the validity and the internal consistency of the research 
(Erzberger & Kelle 2003; Tashakkori & Teddlie 2010). Triangulating the findings 
from different methods also facilitates an improved understanding of the research 
problem. This develops specific explanations for the differences in the study. Such 
explanations may offer opportunities for further investigations (Tashakkori & 
Creswell 2007). 
 
A triangulation process is adopted in this research for improving the validity and 
reliability of the research findings (Thurmond 2001). The adoption of such a 
process allows the qualitative findings and the quantitative findings to be 
compared and cross-checked for better understanding the research problem in the 
study (Creswell et al. 2003). This leads to a revised framework being developed 
for information security compliance in public organizations in e-government 
development in Oman.  
 
This chapter is organized as follows. The first section presents the triangulation 
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process used in this study for adequately integrating the qualitative and 
quantitative findings. The second section describes the revised framework for 
effective information security compliance in public organization for e-government 
development in Oman. This is followed by some specific recommendations that 
are proposed for maintaining effective information security compliance in public 
organizations. Finally, a brief summary of the chapter is presented. 
 
7.2 Triangulating the Research Findings 
Triangulation is about the process of comparing and cross-checking the research 
findings from the adoption of multiple research methods in a single study in order 
to improve the validity and reliability of the research findings (Creswell et al. 
2011; Tashakkori & Teddlie 2010; Thurmond 2001). The triangulation of multiple 
research methods are classified into two types including the within method 
triangulation and the across-method triangulation (Thurmond 2001). The within 
method triangulation uses multiple research findings from the same design 
approach either quantitative or quantitative (Kimchi et al. 1991; Thurmond 2001). 
The across-method triangulation employs both qualitative findings and 
quantitative findings in the same study (Creswell 2009; Thurmond 2001). 
 
With the adoption of the cross-method triangulation in this study, the qualitative 
findings (Chapter 5) and the quantitative results (Chapter 6) are compared and 
cross-checked. This leads to the identification of the critical factors for 
information security compliance in public organizations in the development of e-
government in Oman. Table 7.1 presents a side-by-side comparison of the 
qualitative and quantitative findings in this study. In Table 7.1, each critical factor 
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is described by several attributes identified from the qualitative and quantitative 
studies. The degree to which each attribute is to be critical represented by the 
number of stars associated with each attribute. A single star (*) represents 
inadequately critical, two stars (**) represent critical, and three stars indicate 
highly critical (***). The degree to which each attribute to be critical is obtained 
by counting the themes in the qualitative findings and examining the significance 
of the standardized factor loading in the final measurement model in the 
quantitative study.  
 
Management commitment plays a pertinent role in information security 
compliance in public organizations. The study reveals that having management 
commitment stimulates employees’ intentions towards information security 
compliance. Such commitment is reflected through the adherence to information 
security policies and standards, the financial support, and the visible participation 
in information security activities. This can lead to effective information security 
compliance in public organizations. It is, therefore, not a surprise to observe that 
employees in public organizations value their management commitment towards 
implementing information security policies and standards in public organizations.  
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Table 7.1 A comparative analysis of qualitative and quantitative findings 
Critical factors Quantitative study outcomes Qualitative study outcomes 
Management 
Commitment 
 Continuous support** 
 Investing energy and effort** 
 Overcoming information 
security issues * 
 Alignment of goal ** 
 Active support*** 
 Involvement* 
 Ongoing communication*** 
 Alignment of goal ** 
 Visible participation 
Accountability  Comprehensiveness of 
information security policies** 
 Enforcement across the 
organization*** 
 Appropriateness of sanctions * 
 Defined roles and 
responsibilities** 
 Appropriateness of sanctions* 
 Enforcement*** 
Awareness and 
Training 
 Effectiveness** 
 Usefulness** 
 The use of a variety of business 
communications * 
 Effectiveness*** 
 Usefulness** 
 Visibility* 
 Relevance*** 
Organizational 
Loyalty 
  Job satisfaction*** 
 Bonding and engagement** 
Audit and 
monitoring 
 Effectiveness of audit and 
monitoring activities ** 
 The perceived benefits*** 
 Responsiveness**  
 Appropriateness of audit and 
monitoring activities ** 
 Perceived benefits*** 
 Responsiveness** 
Process 
Integration 
 Appropriate information 
security requirements*  
 Design and implementation 
procedures** 
 Perceived improvements * 
 Design and implementation of the 
security controls*** 
 Improvement of performance and 
productivity** 
 Conformity with users*** 
 Less human interaction * 
Technology 
Compatibility 
 Functionality of security 
technologies in satisfying the 
information security 
requirements*** 
 Usability of security 
technologies *** 
 Availability of technical support 
 Perceived impact in terms of 
technical burdens and cost* 
 Appropriateness* 
 Interoperability*** 
 Perceived impact * 
Technology 
Capability 
 Contemporaneousness of 
technology development* 
 Functionality** 
 Usability*** 
 Availability of technical support** 
 
Technology 
Reliability 
  Robustness*** 
 Ease of use*** 
 Stable functionality*** 
Regulatory 
pressures 
 Comprehensiveness of Laws 
and regulations *** 
 Severity of violation ** 
 Effectiveness of regulatory 
agencies in governing Laws and 
regulations* 
 Laws and regulation*** 
 Severity of violation 
(consequences)** 
 Governance of Law*** 
Social pressures  Social responsibility in 
protecting citizen’s information 
Security and privacy 
commitment* 
 Citizens’ Knowledge and 
understanding of information 
security risks and threats** 
 Citizens’ confidence of data 
protection in public 
organizations*** 
 Security and privacy 
commitment*** 
 Knowledge and understanding* 
Trust*** 
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Imposing accountability for information security practices is critical for effective 
information security compliance in public organizations in Oman. The importance 
of having a clear defined roles and responsibilities for information security, 
appropriate sanctions, and using enforcement methods such as logon password 
across e-government systems, inculcate employees to take responsibilities for 
their inappropriate actions for information security. As argued by Adams and 
Sasse (1999), if stipulated sanctions are not enforced accordingly, employees 
would not expect any consequences when caught breaching the organizational 
information security policies and standards. This shows that accountability should 
be emphasized to guide appropriate information security behaviors in using e-
government systems. 
 
Implementing information security awareness and training programs is critical for 
information security compliance in public organizations for e-government. 
Raising employees’ knowledge and understanding of information security policies 
and standards in organizations minimizes the misuse intention of information 
security policies and standards in organizations. Information security awareness 
and training programs in organizations highly affect employee’s beliefs about the 
benefit of compliance and the cost of non-compliance (Ryan 2004; Siponen et al. 
2014). The findings suggest that the effectiveness, usefulness, and visibility are 
desirable outcomes when conducting awareness and training programs in pubic 
organizations.  
  
Audit and monitoring is critical for effective information security compliance in 
public organizations for e-government development in Oman. The study reveals 
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that developing appropriate audit and monitoring activities in terms of detecting 
risks, threats, and violations is important for increasing employees’ confidence in 
using e-government systems. This leading to the acceptance of information 
security practices in public organizations. The thematic analysis findings have 
indicated that to increase the effectiveness of audit and monitoring activities, 
management has to maintain responsive attitude towards the execution of audit 
and monitoring requirements. Overall, the findings indicate that the effectiveness, 
the perceived benefits, and the responsiveness are important attributes of audit and 
monitoring activities that facilitate adopting information security compliance in 
public organizations. 
 
Process integration is crucial for influencing information security compliance in 
public organizations for e-government development in Oman. The study asserts 
that compliance with information security policies can be improved if information 
security controls are efficiently integrated with the employees’ daily work 
practices in using e-government systems. This research reveals that the way in 
which information security processes are designed, integrated, and perceived are 
fundamental for effective information security compliance in public organization 
in Oman. This concurs with Backes et al. (2003) view that to consider information 
security issues earlier during the design and implementation phase of the business 
processes in order to be effective and efficient.  
 
The thematic analysis findings reveal that technology capability is important for 
information security compliance in public organization for e-government 
development. It is about fulfilling the technical security requirements based on the 
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organizational security policies and standards on e-government systems. It shows 
the security technologies that have diverse security capabilities give flexibility in 
implementing information security policies and standards on e-government 
operational systems. It further shows that having technology capability increases 
employees’ confidence and performance in using e-government systems, leading 
to the acceptance of the organizational information security policies and 
standards. The functional performance of security technologies, the usability of 
security technologies in terms of easiness of use and easiness of setup, the 
availability of technical support are significant parts of the technology capability.  
 
Technology compatibility is crucial for information security compliance in public 
organization for e-government development. The ability of security technologies 
to avoid e-government operational systems incompatibility is essential for 
adopting the organizational information security policies and standards (Smetters 
& Grinter 2002). The thematic analysis findings show that the appropriateness of 
the technical security requirements, the interoperability of security technologies 
with operational technologies, and the perceived impact in terms of technical 
burdens and cost are important attributes for the technology compatibility. This 
shows that technology compatibility is critical for adopting information security 
compliance in public organizations in Oman.  
 
The SEM analysis findings reveal that the technology compatibility is highly 
correlated with the technology capability. These two factors are therefore merged 
in the quantitative study to represent one factor named security technologies. This 
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high correlation is caused by the low technical IT knowledge of employees to 
realize the difference between the two factors. It is therefore concluded that both 
technology capability and technology compatibility are critical factors for 
information security compliance in public organizations for e-government 
development in Oman. 
 
Legal pressures are critical for information security compliance in public 
organizations for e-government development. The findings show that legal 
pressures are the source of coercive pressures that force public organizations in 
Oman to adopt information security compliance. Employees see that the existence 
of Laws for information security, the strength of the regulatory agencies in 
governing Laws and regulations, and the severity consequences of violation are 
important to adopt information security compliance in public organizations.  
 
Social pressures are another form of environment pressures that are critical for 
effective information security compliance in public organizations in Oman for e-
government development. The findings show that the privacy, trust, and quality of 
service are social desirable needs among Omani citizens that must be adequately 
addressed in e-government services. These social desirable needs put 
organizations under pressures to preserve their reputation as a responsible public 
entity in protecting e-government stockholders’ information. The thematic 
analysis findings also recognize that the current citizens’ knowledge an 
understanding of information security issues impose social pressures on public 
organizations in Oman.  This shows that having social pressures are critical for 
adopting information security compliance in public organizations for e-
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government development.  
 
Organizational loyalty is a critical factor for effective information security 
compliance in public organizations in Oman discovered from the thematic 
analysis. It is about the extent to which individual employees show faith to an 
organization. The thematic analysis findings show employees who feel they 
are part of the organization, and their future career is secure tend to avoid 
neglecting their organizational information security policies and standards in 
using e-government systems. The thematic analysis findings further show 
evidence for facilitating the development of organizational loyalty among 
employees by using strategies such as job engagement, and job satisfaction. This 
shows that organizational loyalty is critical for adopting information security 
compliance in public organization for e-government in Oman.  
 
Technology reliability is another critical factor for effective information security 
compliance in public organizations in Oman discovered from the thematic 
analysis. The thematic analysis findings show that security technologies with less 
technical errors and high functional ratio of time increase the trust and the 
confidence of e-government stockholders in Oman. The thematic analysis findings 
indicate that having robust security technology with minimum failures, easiness of 
use, and stable in functionality are important attributes for technology reliability. 
It is, therefore, technology reliability is critical for adopting information security 
compliance in public organizations for e-government development in Oman. 
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7.3 A Revised Framework 
This section presents a revised framework for information security compliance in 
public organizations in e-government development in Oman. The revised 
framework consists of four main dimensions, namely, (a) organizational security 
culture, (b) information security processes, (c) security technologies, and (c) 
environment pressures. Each dimension is further divided into sub-dimensions 
that include the identified critical factors. Figure 7.1 shows the revised 
framework.  
 
The organizational security culture for effective information security compliance 
in public organizations in Oman can be effectively influenced by (a) having 
management commitment, (b) inculcating accountability, (c) setting information 
security awareness and training programs, and (d) developing organizational 
loyalty. Management commitment can be gauged by the employees’ perception in 
the form of active support through firmed decisions, investments and actions 
taken to enforce information security policy across the whole organization, visible 
involvement in dealing with organization’s information security issues through 
active participation, and alignment of information security policies with business 
organizational goals. Accountability can be inculcated in organization from the 
employees’ perception by establishing a comprehensive set of rules and 
procedures in a sufficiently clear and detailed manner to guide appropriate 
information security behavior in organizations, applying stipulated sanctions for 
information security breaches, and imposing a consistent sanctions for security 
violation across the organization.  
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Organizational Security 
Culture
Information Security Compliance for E-
Government Development
Management Commitment
Accountability
Awareness and Training
Audit and Monitor
Process Integration
Technology Compatibility
Technology Capability
Social Pressures
Legal Pressures
Information Security 
Processes
Security Technologies
Environment Pressures
Organizational Loyalty
Technology Reliability
 
Figure 7.1 The revised framework for information security compliance 
 
The significance of information security awareness and training programs is 
confirmed by the employees’ perception by ensuring that the security awareness 
and training programs are tailored to be (a) relevant in which reflects the 
organization’s circumstances and commensurate with the nature of the 
organization’s operations, (b) useful in terms of design and implementation, and 
(c) visible in terms of using different methods and approaches. Building 
organizational loyalty is gauged by the employees’ perception in terms of job 
engagement, and job satisfaction for effective organizational security culture in 
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public organizations for e-government development.  
 
The information security processes are undergirded from the employees’ 
perception by the efficient process integration, and audit and monitoring. The 
process integration of information security is gauged by the employees’ 
perception through the alignment of security controls with business processes, the 
perceived improvements in terms of performance and productivity, and the 
conformance with users’ expectation in terms of design and implementation. 
Effectiveness of audit and monitoring is measured by the employees’ perception 
by examining the extent to which the appropriateness of audit and monitoring 
activities in detecting the information security policy violations, the perceived 
benefits, and the responsive towards the execution of audit and monitoring 
requirements. 
 
Appropriate security technologies are reflected through technology capability, 
technology compatibility, and technology reliability. Technology capability is 
gauged by the employees’ perception in terms of the functionality of security 
technologies in satisfying the information security requirements, the usability of 
security technologies in terms of easiness of use and easiness of setup, availability 
of technical support. The technology compatibility can be gauged through the 
employees’ perception based on the level of the interoperability of security 
technologies with operational technologies, the perceived impact in terms of 
technical burdens and cost, and the appropriateness of the technical security 
requirements. The technology reliability is gauged by the employees’ perception 
through the robustness of the security technology according to its specifications 
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with less technical errors and high functional ratio of time, and easiness of use and 
setup.  
 
The environment pressures for effective information security compliance are 
gauged through legal pressures, and social pressures. The legal pressures are 
measured through the employees’ perception in terms of the comprehensiveness 
of Laws and regulations in satisfying information security requirements, the 
severity of violation, and the effectiveness of regulatory agencies in governing 
Laws and regulations. Finally, social pressures are examined through the 
employees’ perception in terms of social responsibility in protecting citizen’s 
information security and privacy commitment, the impact of citizens’ knowledge 
and understanding level of information security risks and threats, the efforts that 
have been made by organization to maintain citizens’ confidence and trust. Table 
7.2 presents a summary of the indicators used in the revised framework. 
 
Table 7.2 A summary of the items in the framework 
Dimensions  Sub-Dimensions Items 
Organizational 
Security Culture 
Management 
Commitment 
o Active support 
o Involvement 
o Goals alignment 
o Ongoing communication 
o Investing energy and effort 
o Maintaining information security issues 
 Accountability o Policies in place 
o Defined roles and responsibilities 
o Appropriateness of sanctions 
o Comprehensiveness of information security 
policies 
o Enforcement across the organization 
Awareness and 
Training 
o Effectiveness 
o Usefulness 
o Visibility 
o Relevance 
o The use of a variety of business 
communications 
Organizational 
Loyalty 
o Job satisfaction 
o Bonding 
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o Engagement 
Information 
Security Processes 
Process 
Integration  
o Design and implementation of the security 
controls 
o Perceived improvements  
o Conformity with users 
o Automating processes (Less human 
interaction) 
o Appropriate information security 
requirements 
Audit and 
Monitoring  
o Appropriateness of audit and monitoring 
activities 
o Perceived benefits 
o Responsiveness 
o Effectiveness of audit and monitoring 
activities 
Security 
Technologies 
Technology 
Compatibility 
o Appropriateness 
o Interoperability of security technologies with 
operational technologies 
o Perceived impact in terms of technical 
burdens and cost 
Capability o Contemporaneousness of technology 
development 
o Functionality of security technologies in 
satisfying the information security 
requirements 
o Usability of security technologies in terms of 
easy to use and easy to setup 
o Availability of technical support  
Reliability o Robust with minimum failures 
o Ease of use, stable functionality  
o Easy to setup, 
o Availability 
Environment 
Pressures 
Legal Pressures o Laws and regulation 
o Severity of violation 
o Effectiveness of regulatory agencies in 
governing Laws and regulations 
o Comprehensiveness of Laws and regulations 
o Severity of violation,  
Social Pressures o Security and privacy commitment 
o Knowledge and understanding 
o Trust 
o Social responsibility in protecting citizen’s 
information 
o Security and privacy commitment 
o Citizens’ Knowledge and understanding of 
information security risks and threats 
o Citizens’ confidence of data protection in 
public organizations 
 
7.4 Recommendations 
This research reveals that management commitment, accountability, awareness 
and training, organizational loyalty, process integration, audit and monitoring, 
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technology capability, technology compatibility, technology reliability, legal 
pressures, and social pressures are critical factors for a compliance based 
framework for information security in public organizations for e-government 
development in Oman. Based on the research findings and with the use of 
secondary data (Information Technology Authority 2015), some specific 
recommendations are made in this section. 
 
Management commitment towards information security is critical factor for 
effective information security compliance in public organizations for e-
government development in Oman. This research, however, reveals that the lack 
of management commitment in encouraging the adherence to information security 
policies has been singled out as a common reason for the weak implementation of 
information security policies in public organizations. As a result there are negative 
employees’ attitude towards information security policies and practices, and less 
internal organizational efforts for information security in public organizations. It 
is, therefore, recommended that senior management in public organizations need 
to understand the value of information security compliance for e-government 
development and should be strictly emphasized to comply with information 
security policies. Failing to have management commitment towards information 
security in public organizations threatens the implementation and enforcement of 
information security policies and standards, and thereby has a direct business and 
legal implications.   
 
The provision of accountability with emphasized roles and responsibilities is 
critical for effective information security compliance in public organizations for e-
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government development in Oman. To emphasis the accountability for 
information security practices, the government should pay special attention to 
establishing a comprehensive set of defined roles and procedures in a sufficiently 
clear and detailed manner to guide appropriate information security behavior in 
public organizations with more stringent sanctions enforcement. This obligates 
individual employees to be more proactive in undertaking higher information 
security precautions and not inadvertently breaching security policies. If stipulated 
sanctions are not enforced accordingly, individuals would not expect any 
consequences when caught breaching information security policies (Adams & 
Sasse 1999). 
 
The delivery of information security awareness and training programs in relevant 
to the organization’s risks and threats is essential for effective information security 
compliance in public organizations for e-government development. In public 
organizations in Oman there is reluctance among employees to attend and 
participate in information security awareness and training programs. This because 
employees do not sense the value of these programs in terms of relevant to their 
daily work, and usefulness. To enhance the employees’ knowledge and 
understanding of information security policies and mechanisms, it is therefore 
recommended to revamp the traditional approaches of information security 
awareness and training programs by generating a range and variety of meaningful 
training programs that support organizations’ information security goals, using 
effective methods, and incorporating useful design and implementation layout.  
 
Raising organizational loyalty among employees is a critical for effective 
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information security compliance in public organizations in Oman. To improve the 
organizational loyalty among employees, urgent attention should be paid by 
managements in public organizations for engendering organizational loyalty 
strategies including job engagement, job satisfactions, and ownership.  Failing to 
gain the individual employees faithful, inclusion, care, responsibility and devotion 
towards their organizations leads to increase the misuse intentions and minimize 
employees’ avoidance of information security risks and threats, thereby, 
destroying the controls for protecting the confidentiality, integrity, and availability 
of  information in public organizations. 
 
Increasing the efficient execution of information security processes in and 
between public organizations for e-government development is critical for 
effective information security compliance. In Oman, re-engineering the 
operational processes of government services that include information security 
practices is currently processing with the aim of improving the efficiency and 
effectiveness of e-government services. More collaborating efforts by all 
government organizations should be emphasized for developing appropriate 
operational processes that affect information security compliance in these 
organizations.  
 
Employees value the effectiveness of audit and monitoring for information 
security compliance in public organizations. It is the process that deals with 
visibility of information security compliance in organizations (Neubauer et al. 
2006). Having a constant audit and monitoring activities in public organizations 
can lead to better governance, better formulation for information security policies, 
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and effective security controls (Steinbart et al. 2012). It is recommended that the 
governing or regulatory agencies in Oman should run a mandated audit and 
monitoring activities for information security compliance. These mandated 
activities should be seen as an opportunity to provide feedback on how security is 
benefiting the organization business or where security controls may be damaging 
productivity or not fulfilling the intended roles. This increases its acceptance in 
public organizations. 
 
Having diverse of technology capabilities are necessary for fulfilling the 
organizational security policies and standards. It also increases the flexibility of 
implementing information security controls on e-government systems in public 
organizations (Carayannis & Turner 2006; Kayworth & Whitten 2010; Wimmer & 
Von Bredow 2002). Technology capability plays a critical role by providing e-
government systems in organizations with secured transactions, protected access 
to information, and defense against hacker attacks. It is, therefore, recommended 
that the Omani government develop standardized technical specification for 
information security technologies that comply with international information 
security policies and standards (e.g., ISO27001) to incorporate them in the 
infrastructure for public organizations.  
 
The compatibility of security technologies with the e-government operational 
technologies is crucial for effective information security compliance.  It allows 
forcing the technical security requirements across the operational technologies. 
Currently in Oman, legacy systems exist in some public organizations and each 
public organization usually works and develops its infrastructure independently. A 
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misfit between technologies in terms of interoperability directly impacts the 
implementation and the acceptance of information security controls (Wimmer & 
Von Bredow 2002). It is, therefore, recommended that the Omani government 
strictly need to have a middleware security infrastructure that enable to enforce 
the required technical security controls over the e-government operational 
technologies in public organizations.  
 
The reliability of security technologies is also vital for effective information 
security compliance in public organizations for e-government development in 
Oman. The reliability of the technology in detecting and preventing threats 
increases employees’ confidence and performance that could lead to greater 
acceptance of technical security controls. Furthermore, it increases the trust and 
confidence of e-government stockholders. This requires public organizations in 
Oman to conduct technical assessment activities for supporting secure platforms 
for e-government systems that aid in earning the confidence and trust of e-
government stakeholders.  
 
Employees perceive legal pressures are essential for effective information security 
compliance in public organizations for e-government development in Oman. The 
legal mandates, and the legislative requirements compel organizations to adopt 
information security practices to provide the foundation for building a robust 
response to regulatory requirements (Appari et al. 2009). In Oman, there are 
different Laws exist for supporting information security including the cyber 
security Law, and the electronic transaction Law (Information Technology 
Authority 2015). With the existing of these laws in Oman, it is recommended to 
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have continually regulatory interventions from legislative agencies to incorporate 
the legal requirements for information security.  
 
Social pressures are the final critical factor identified in this research for effective 
information security compliance in public organizations. Social pressures stem 
from the cultural expectations including trust, privacy, and quality of services that 
compel organizations to adopt information security practices (Cavusoglu et al. 
2015). This research reveals that there is a strong demand from e-government 
stakeholders for using e-services. This initiates social pressure on public 
organizations to preserve positive reputation. It is therefore, recommended that the 
Omani government strictly maintain a high level of security practices through e-
government systems.  
 
7.5 Conclusion 
This chapter triangulates the qualitative findings and quantitative results for 
identifying the critical factors for effective information security compliance in 
public organizations in Oman. Based on the critical factors identified, a new 
framework is developed for effective information security compliance. 
Subsequently, based on the research findings and with the use of secondary data, 
some specific recommendations are made for effective information security 
compliance in public organizations for e-government development in Oman.
 190 
 
Chapter 8  
Conclusion 
8.1 Introduction 
This research aims to develop a compliance-based framework for information 
security in public organizations with respect to the development of e-government 
in Oman. To fulfill the aim of the research, a main research question has been 
formulated as follows:  
 How can information security compliance be effectively ensured in e-
government in Oman?   
 
To adequately answer the research question, three secondary research questions 
are developed as follows: 
 What are the current practices for ensuring information security in public 
organizations for e-government development in Oman?, 
 What are the critical factors for determining the information security 
compliance in public organizations for e-government development in 
Oman?, and  
 What is an appropriate framework for information security compliance in 
e-government in Oman? 
 
A mixed-methods methodology is adopted in the study. This leads to the 
development of a conceptual framework for information security compliance in 
public organizations on e-government development based on the review of the 
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related literature. Using the SEM analysis, the proposed conceptual framework is 
tested and validated with the use of survey data collected from public 
organizations in Oman for confirming the critical factors for information security 
compliance. In parallel to the collection of survey data, interview data is collected 
and analyzed by carrying out deductive thematic analysis. The findings from both 
the SEM analysis and the thematic analysis are then triangulated to confirm and 
validate the overall research findings for this research. 
 
This chapter aims to present a summary of the research findings in the study. The 
chapter first gives an overview of the research findings. It then discusses the 
contribution of this research to the field of information security compliance and e-
government research. Finally, the chapter discusses about the limitations of the 
research and the opportunities for future research in the related areas. 
 
8.2 An Overview of the Research Findings  
This research develops a conceptual framework for information security 
compliance in public organizations in e-government development in Oman. The 
framework consists of four main dimensions, namely, organizational security 
culture, information security processes, security technologies, and environment 
pressures (Al-Kalbani et al. 2014; 2015, 2016). This leads to the identification of 
the critical factors for effective information security compliance in publications in 
the development of e-government in Oman. 
 
The development of an organizational security culture for information security is 
always critical for the development of e-government in public organizations (Al-
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Kalbani et al. 2014, 2015). Such an organizational culture is reflected by the 
management commitment for information security compliance, the enforcement 
of accountability, the availability of information security awareness and training 
programs, and the development of employees’ loyalty to the organizations (Al-
Kalbani et al. 2014). 
 
The study reveals that management commitment is critical for promoting an 
organizational security culture in the development of e-government (Al-Kalbani et 
al. 2014). This is because management commitment to information security 
compliance reflects the effort of the management in an organization in adopting 
information security compliance in organizations. Such commitment is usually 
reflected through visible participation, ongoing communication and active support 
of senior management for information security compliance. The study shows that 
lack of management commitment in encouraging the adherence to information 
security standards and policies is a common reason for the weak implementation 
of information security policies and standards in public organizations. 
 
The study reveals that inculcating accountability is critical for developing a strong 
organizational security culture in public organizations (Al-Kalbani et al. 2015). 
This is because accountability creates an organizational environment that focuses 
on employees’ roles and responsibilities towards information security compliance. 
The development of such an environment increases employees’ intention to be 
more proactive in terms of undertaking information security precautions. The 
study shows that accountability is reflected through a comprehensive set of 
defined roles and procedures in a sufficiently clear and detailed manner to guide 
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appropriate information security behaviors in public organizations with more 
stringent sanctions enforcement. 
 
Having information security awareness and training programs in public 
organizations highly affects employees’ beliefs about the benefit of compliance 
and the cost of non-compliance (Al-Kalbani et al. 2015). These programs reduce 
the misuse intentions and increases employees’ avoidance of information security 
risks and threats (Al-Kalbani et al. 2014). The study reveals that there is 
reluctance among employees to attend and participate in information security 
awareness and training programs in public organizations in Oman. This is because 
employees do not sense the value of these programs in terms of relevancy and 
usefulness of these programs to their daily work. 
 
Improving employees’ organizational loyalty is critical for promoting an 
organizational security culture in the development of e-government (Al-Kalbani et 
al. 2014). The study reveals that the extent to which employees’ remain faithful to 
the organization, with the feelings of bonding, responsibility and devotion towards 
their organization reduces their information misuse intentions and increases their 
avoidance of information security risks and threats. The study shows that 
engendering organizational loyalty strategies such as job engagement, job 
satisfactions, and ownership are important for raising employees’ organizational 
loyalty towards information security compliance in public organizations  (Al-
Kalbani et al. 2014). 
 
An efficient development of information security processes is critical for 
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influencing information security compliance in public organizations for the 
development of e-government (Al-Kalbani et al. 2014). Such a development of 
information security processes is reflected by the effectiveness of audit and 
monitoring activities and the efficient integration of information security controls 
with e-government operational processes in public organizations (Al-Kalbani et 
al. 2014).  
 
The study reveals that audit and monitoring processes raise the speed of business 
operational execution and improve the overall effectiveness of information 
security mechanisms. This is because audit and monitoring processes increase 
employees’ intentions towards the adoption of information security practices in 
public organizations. The study shows that effective audit and monitoring 
processes are reflected through the appropriateness in detecting the violations of 
the organizational information security policies and standards and the perceived 
benefits for information security compliance in the development of e-government 
in Oman. 
 
Process integration is critical for efficient information security processes (Al-
Kalbani et al. 2015). The study reveals that security controls must be designed as 
an integral part of the e-government operational processes in order to be effective 
and efficient. Such efficient information security controls avoid the friction with 
the operational processes, which strikes at the heart of the individual information 
security compliance in public organizations. 
 
Appropriate security technologies are critical for effective information security 
Chapter 8  Conclusion 
-195- 
compliance in public organizations in the development of e-government in Oman 
(Al-Kalbani et al. 2014). Such appropriate security technologies are reflected 
through the technology capability of fulfilling the organizational information 
security policies and standards, the technology compatibility for satisfying the 
security requirements across the e-government operational technologies, and the 
technology reliability in performing according to its specifications.  
 
Technology capability is about the ability of specific security technologies to 
fulfill the technical security requirements based on the organizational information 
security standards and policies (Al-Kalbani et al. 2015). The study reveals that 
having diverse security technology capabilities give the flexibility for 
implementing security controls on e-government operational processes, leading to 
the acceptance of information security compliance in public organizations. The 
study shows that technology capability has an effect in increasing e-government 
stakeholders’ trust and confidence, leading to greater information security 
compliance.  
 
The study reveals that having the ability of security technologies to avoid e-
government operational systems incompatibility is essential for the adoption of 
information security compliance in public organizations (Al-Kalbani et al. 2015). 
This is because technology compatibility gives the ability for security 
technologies to enforce the organizational information security policies and 
standards on e-government operational systems.  The technology compatibility is 
reflected through the interoperability between security technologies and e-
government operational technologies, and the perceived impact in terms of cost 
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and performance in the development of e-government (Al-Kalbani et al. 2015). 
 
Technology reliability is reflected by less technical errors and high functional ratio 
for information security compliance in the development of e-government in 
Oman. Having security technologies that consistently perform according to their 
specifications increases the trust and confidence of e-government stakeholders for 
using e-government systems. This leads to the acceptance of the organizational 
security policies and standards for information security in public organizations 
(Al-Kalbani et al. 2015). 
 
Environment pressures are reflected through legal pressures by placing legal 
obligations on public organizations for satisfying information security policies and 
standards and social pressures by satisfying the social desirable needs of e-
government stakeholders (Al-Kalbani et al. 2015; 2016). The study reveals that 
legal pressures within which public organizations operate have a significant effect 
on pushing public organizations to engage in information security compliance 
practices. This is because legal pressures force employees to preserve positive 
reputation and avoid any legal consequences.  
 
In addition to legal pressures, the study reveals that social pressures exert an 
equally strong influence for information security compliance in the development 
of e-government. The study shows that the privacy, trust, and quality of services 
are social desirable needs that must be adequately addressed in e-government 
services. Such desirable needs force public organizations to adopt information 
security compliance that increase e-government stakeholders’ confidence to use e-
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government services (Al-Kalbani et al. 2015, 2016).  
 
8.3 Contributions and Implications of the Research 
This research contributes to the field of e-government and information security 
compliance from both the theoretical and practical perspectives. Theoretically, the 
research contributes to the field of e-government and information security 
compliance by proposing and validating a conceptual framework for effective 
information security compliance in public organizations in e-government 
development in Oman.  
 
The use of the TOE theory and the institutional theory in this study extends the 
current understanding of information security compliance in terms of the value of 
socio-organizational aspects for adopting information security compliance. This 
extends the current literature of information security compliance which 
predominantly focuses on using behavioral theories for changing employees’ 
attitude and behaviors towards information security compliance (Herath & Rao 
2009; Ifinedo 2013; Puhakainen & Siponen 2010). 
 
In this research, the findings from both qualitative and quantitative studies suggest 
that organizational level analysis is important in comprehending effective 
information security compliance in public organizations for e-government 
development in Oman. This study advances the literature on information security 
compliance by helping theorists and practitioners to understand the information 
security policies compliance in different lights by examining information security 
compliance at the individual and the organizational levels concurrently.    
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This research further contributes to the literature on the use of a mixed-methods 
methodology to investigate information security compliance in public 
organizations. It demonstrates how qualitative approaches and quantitative 
approaches can be employed in parallel in information security compliance 
research to fulfill the confirmatory and exploratory research objectives. It provides 
insights on how various procedures and strategies followed in using the parallel 
mixed-methods research methodology in formulating research questions, and 
collecting and analyzing qualitative and quantitative data to fulfill the research 
objectives. This research is, therefore, a perfect example of using a mixed-
methods methodology in investigating information security compliance for 
information security in public organizations.  
 
Being the first in-depth study to propose a compliance-based framework for 
information security in public organizations in e-government development in 
Oman, this research demonstrates the practical significance on how to maintain 
effective information security compliance in public organizations. It opens up 
opportunities for management to define more effectively how to manage their 
organizations so as to develop a more concise and supportive environment for 
information security compliance. Overall, the revised framework provides a 
reference for practitioners seeking to develop deep insight and common 
understanding of the critical factors that influence information security 
compliance in public organizations in e-government development. 
 
8.4 Limitations and Future Research 
Despite the significant contribution of this study, it does have several limitations. 
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The need for retesting and revalidating the framework is the first limitation of the 
study. Such a need arises because merging qualitative findings and quantitative 
results has led to the discovery of new factors. A worthwhile future research on 
this area would be to test and validate the framework proposed in this study before 
using it as an instrument for information security compliance in different 
environments or different countries to assess its generalizability. 
 
The context nature of the organizational and cultural settings is another limitation 
of the study. Hence, the data is collected from employees in public organizations 
in Oman. This could threaten the validity and reliability of the proposed 
framework for information security compliance in organizations in general. As a 
result, the framework needs to be validated and tested before using it as an 
instrument for information security compliance in different environments or 
different countries to assess its generalizability. 
 
The under-representation of the public organizations that have not fully engaged 
with e-government projects in Oman is another limitation of this study. The 
sample for the survey represents only public organizations that have involved in 
various e-government initiatives in Oman. This research, therefore, takes into 
account the perception of employees from these public organizations. As future 
research, this study needs to be extended by giving adequate opportunities to 
employees in other public organizations to express their perception for 
information security compliance that may identify a distinctive pattern of 
information security compliance practices. Furthermore, this study has not 
surveyed other stakeholders, such as citizens and businesses that may have 
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different perceptions for information security compliance in organizations. As a 
result, future research may consider stakeholders’ perception in regards to 
information security compliance across all the public organizations. 
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Appendix A  
Semi-Structured Interview Questions 
Part 1: Demographic Information 
1. What is your gender? 
Male
Female
 
2. Which of these age groups are you in? 
18-25
26-35
36-45
46 or more
 
3. What is your educational level? 
Secondary school
Diploma
Undergraduate degree
Postgraduate degree
 
4. How many years have you been working in information security field?  
0-5
6-10
11-15
16-20
> 20
 
5. To which industry sector does your information security relate to? 
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Education
Medical or Health
Information Technology/Telecommunication
Trading
Travel/Tourism
Finance
Agriculture
Other, please specify …………………..
 
6. To which hierarchical level does your job description in information 
security fit in? 
Management
Technical
Other
 
Part 2: Recognition of information security  
1. To what extent is the security of information has become a critical issue that 
need to be adequately addressed in e-government?  
  
2. What do you consider to be the top three information security threats in your 
organization? And Why? 
Internal Users
Viruses and Worms
Hackers 
Others ………………………………..
 
3. In your view, what do you consider to be the top three barriers or obstacles to 
achieve effective information security? 
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Lack of awareness
Inadequate technology
Unclear information security strategy
Lack of resources and tools
Others ………………………………..
 
4. What are the current information security practices? 
 
4.1. And how effective do you think? 
 
4.2. And what are the criteria’s used to measure its effectiveness? 
 
 
5. Please choose the answer that best reflects your opinion about the entire 
organization that you work for: 
 
YES = the practice is implemented, Partially = part of the practice is implemented, No = not 
implemented 
Management Commitment
Awareness and training
IT security initiatives (antivirus, technical audit and monitoring)
Organizational information security policy
Yes Partially No
 
Part 3: Exploration of information security compliance factors  
1. Do you believe information security compliance approach can serve in 
maintaining your information security effectively? 
If YES, How? 
 
And if NO, Why? 
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2. Can you rank in order the following influences on information security 
compliance in e-government? 
Personal culture values and beliefs
Technical countermeasures including firewalls, intrusion detection 
and antivirus
Organizational culture that includes management support, budget 
and commitment
Awareness and training
The efficiency of the integration between the security controls 
and the operational processes
Government Regulation
Consumers’ concern for privacy (citizen, businesses)
 
3. What factors do you believe that can motivate information security 
compliance in your organization from a perspective of the Organizational 
Culture? 
 
4. What factors do you believe that can motivate information security 
compliance in your organization from a perspective of the operational 
process? 
 
5. What factors do you believe that can motivate information security 
compliance in your organization from a perspective of the technology? 
 
6. What factors do you believe that can motivate information security 
compliance in your organization from a perspective of the external 
environment? 
 
7. What other specific information security related issues and factors do you see 
and encounter in terms of information security compliance? 
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Appendix B 
 The Source of the Questionnaire Items 
Organizational Security Culture 
Factor Dimensions Definition Survey Items  Item Source 
Management 
Commitment 
Support  Is about the decisions and actions taken for 
information security. 
 
It is measured through users’ perceptions about the 
adequacy of decisions and actions taken for 
information security. 
Managements consistently enforce policies across 
the organization  
Knapp et al. (2006) 
Management invest energy and effort in making 
the organization’s information security policy 
compliance a success 
Ifinedo (2013) 
Involvement Is about participation and engagement. 
 
It is measured through users’ perceptions about the 
level of participation and engagement in 
information security activities. 
I usually have conversations with my manager 
about my organization’s information security 
issues  
Vance et al.(2012) 
Ifinedo (2013) 
There is always an opportunity to participate in 
informal meetings related to my organization’s 
information security 
Vom Solms (2005) 
Goals 
Alignment 
Is about the business and security goals alliance. 
 
It is measured through users’ perceptions about the 
degree of alignment between the security 
requirements and business goals. 
Managers regularly examine information security 
policy to how well it fit with the organization’s 
goals 
Knapp et al. (2006) 
Ifinedo  (2013) 
Management 
efficacy 
Is about the management competency and 
capability. 
 
It is measured through users’ perceptions about the 
competency and capability in managing the 
activities of information security. 
- My supervisor updates me on changes to 
information security procedures. e.g. through 
direct verbal communication or via 
communication tools 
Hayes et al. (1998) 
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Accountability Availability of 
Information 
Security Policy  
Is about the existence of the information security 
Policy. 
 
It is measured through users’ perceptions about the 
effectiveness of information security policy in 
providing the relevant information in a sufficiently 
detailed manner.  
- Corporate information security policy contains a 
comprehensive set of written rules and procedures 
guiding appropriate information security 
behaviour 
Chan et al. (2005) 
- Information security policies are written in a 
manner that is clear and understandable. 
Taylor and Todd 
(1995) 
Clarity of roles 
and 
responsibilities  
Is about the understand-ability of the roles and 
responsibilities. 
 
It is measured through users’ perceptions about the 
easiness to comprehend.    
I know my responsibilities as prescribed in the 
information security policy to enhance the 
security of my organization. 
Bulgurcu et al (2010) 
Appropriateness 
of sanctions  
Is about to the suitability of the applied sanctions. 
 
It is measured through users’ perceptions about the 
appropriateness of the sanctions and the 
enforcement across the organization.  
If I were caught not adhering to my organization’s 
IS security policy directives, I would be severely 
punished by my organization:  
(Not very serious….. Neutral = 4….Very serious 
=7 
Herath, Rao (2009a,b) 
Enforcement of 
sanctions 
Is the implementation of sanctions 
 
It is measured through users’ perceptions about the 
enforcement of the sanctions across the 
organization. 
There is strict enforcement of written corporate 
information security rules 
Straub (1990) 
Information security rules are enforced by 
sanctioning the employees who break them 
Knapp (2006) 
Training and 
Awareness 
Effectiveness of 
training and 
awareness 
programs 
Is about the desirable outcomes of the training and 
awareness programs to support the organization’s 
goals. 
 
It is measured through users’ perceptions on the 
degree of alignment with the organization’s goals. 
My organization educates me on the importance 
of information security to the organization goals 
Sasse et al. (2001) 
Overall, I am aware of the potential security 
threats and their negative consequences on the 
organization. 
Bulgurcu et al (2010) 
Perceived 
Usefulness of 
training and 
awareness 
programs  
 
Is about how well the awareness programs are 
structured and presented. 
 
It is measured through users’ perceptions on the 
appropriateness of the way the training and 
awareness programs are designed and implemented. 
My organization gives me specific and useful 
training about the information security procedures 
that I need to follow when performing my daily 
work 
Sasse et al. (2001) 
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Visibility Is about the clarity of information security activities 
in the organization. 
 
It is measured through users’ perceptions about the 
availability of resources and support.  
 
Corporate information security policies are readily 
available for my reference 
Barling et al. (2002) 
In my organization, information security activities 
are advertised widely. 
Mikko  et al. (2010) 
A variety of business communications (notices, 
posters, newsletters, etc.) are used to promote 
security awareness 
Taylor and Todd 
(1995) 
Operational Processes 
Factor Sub-Factor Definition Survey Items Item Source 
Process 
Integration 
Implementation 
of information 
security 
requirements 
Is about the efficient execution of information 
security requirements 
 
It is measured through users’ perceptions on the 
impact of redesigning the business processes. 
- Implementation of the security controls will 
enhance my effectiveness on the job 
Knorr and Röhrig 
(2001) 
Herrmann (1999) 
- Implementation of the security controls do not 
have to change anything I currently do. 
Backes et al. (2003) 
Collins and Mathews 
(1993) 
Improvement of 
productivity 
Is about the enhancement of the operational 
processes.  
 
It is measured through users’ perceptions in reducing 
costs and detecting errors. 
- I do comply with information security 
mechanisms when it affects the performance 
or productivity of my work  
 
Chan et al. (2005) 
- Integrating information security in my job is 
beneﬁcial 
Herrmann (1999) 
Conformity with 
users  
It is about user’s acceptance. 
 
It is measured through users’ perceptions about the 
consistency of the security mechanisms.  
- I tend to accept information security 
procedures in order to complete my work 
quickly  
Chan et al. (2005) 
- Integrating information security controls does 
not require significant changes in my existing 
work routine 
Chan et al. (2005) 
Backes et al. (2003) 
Audit and 
Monitoring 
Appropriateness 
of audit and 
Is about the suitability of the auditing activities. 
 
- Security policies are properly monitored for 
violations 
Knapp (2006) 
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Technology 
Factor  Sub-Factor Definition Survey Items Source 
Technology 
Compatibility 
Standardization of 
security 
technologies  
It is about standardising the specifications of 
technologies.   
 
It is measured through users’ perceptions in 
facilitating information security mechanisms for 
better performance.  
- Sometimes I do comply with information 
security mechanisms when it affects the 
performance or productivity of my work 
Chan et al. (2005) 
Connectivity  It is the interoperability of technologies 
 
It is measured through users’ perceptions about the 
confidence increase, and ease of use. 
 
- I find the operational technologies are 
functioning smoothly 
Sasse et al. (2001) 
- I find security controls improve the 
information integrity in the operational 
systems.  
Carayannis and 
Turner (2006) 
Perceived Impact 
  
Is about the appropriateness of the technology 
integration  
 
- I find information security controls does not 
require significant changes in my existing 
work routine 
Self-developed  
processes monitoring 
activities  
 
It is measured through users’ perceptions about the 
certainty of detection. 
- If I violate organization security policies, I 
would probably be caught. 
Tejaswini et al. (2009) 
Perceived 
Benefits  
Is about the desirable values of audit and monitoring 
activities. 
 
 
It is measured through users’ perceptions on the 
benefits such as improvement of work, cost, 
assurance of conformance, and detection of risks and 
threats. 
- Audit and monitoring processes improve my 
job performance 
 
Steinbart et al. (2012) 
- Audit and monitoring processes eliminate the 
risk of damage to my resources at work 
Responsiveness  It is about the transparency of management in 
decision making and action taking 
 
It is measured through users’ perceptions on the 
responsiveness of management towards the execution 
of the audit and monitoring requirements.   
- My organization always consider the audit 
and monitoring comments 
Self-developed 
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It is measured through users’ perceptions about the 
reduction of the technical burdens, and the cost. 
- I tend to comply with the technical 
information security procedures only when it 
is convenient to do so 
Chan et al. (2005) 
Technology 
Capability 
Functionality of 
the security 
technology 
It is the reliability to detect and prevent information 
security threats and vulnerabilities.   
 
It is measured through users’ perceptions about the 
degree of confidence and trust in providing a risk 
reduction and mitigation.  
- Adopting security technologies and practices 
increase trust and confidence  
 
Tejaswini et al. 
(2009) 
Lambrinoudak et 
al.(2003) 
Usability 
 
It is the extent of ease-to-use and easy to setup the 
security technology 
 
It is measured through users’ perceptions in 
enhancing efficiency and convenience. 
- I find Security technologies are easy to use 
and pleasant 
 
Carayannis and 
Turner (2006) 
- I find the security technologies are flexible to 
interact with. 
Self-developed 
Availability of 
Technical support  
 
It is about the appropriate level of technical support 
and development 
 
It is measured through users’ perceptions about the 
reliability, competence, and responsiveness in 
managing and maintaining the technologies. 
- The information security personnel in our 
organization keep information security 
breaches down. 
Mikko et al. (2010) 
- Help desk help is available when needed Taylor and Todd 
(1995) 
 
 
Environment 
Factor Sub-Factor Definition Survey Items Source 
Legal Pressure Existence of the 
developed laws 
and regulations 
It is about the presence of law for information 
protection.   
 
It is measured through users’ perceptions about the 
adequacy of the law for information security aspects. 
Such aspects include electronic transactions, data 
protection, and computer crimes. 
- Comprehensiveness of the Law Hu et al. (2007) 
Appari et al. (2009) 
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Severity of 
violation  
It is the non-compliance with information security 
requirements  
 
It is measured through users’ perceptions about the 
consequences in violating information security rules. 
 
- An information security breach in my 
organization would be a serious problem for 
me and my organization. 
Mikko et al. (2010) 
- Realize the legal damages suffered by a 
different organizations as a result of data 
breach 
Hu et al. (2006) 
Governance of 
Law 
It is about the effectiveness of the regulatory agencies 
in enforcing the Law  
 
It is measured through users’ perceptions about the 
efficiency in detecting legal violations and executing 
sanctions. 
- Legal actions from regulator emphasize the 
need for me to follow the organization’s 
information security policies, procedures 
and guidelines to the best of my ability. 
Kam et al. (2013) 
- Regulatory compliance requirements 
emphasize the need for me to follow the 
organization’s policies. 
Boss et al. (2008) 
Social Pressure Security and 
privacy 
Commitment  
It is the social liability in protecting the information. 
   
It is measured through users’ perceptions about the 
consequences of failure to the social obligations 
- Social disapproval: It would be a big 
problem for me if I had not followed 
information security policies. 
Mikko et al. (2010) 
knowledge and 
understanding 
It is about the knowledge and skills of citizens 
 
It is measured through users’ perceptions about the 
degree of citizen's reliance on technology services. 
- Citizen's reliance on technology Self-developed 
Citizens’ 
confidence 
It is the expectation of citizens’ for ensuring their 
information protection.  
 
It is measured through users’ perceptions about the 
degree of efforts for information protection in e-
government systems.  
- Citizen’s expectation of data protection Kam et al. (2013) 
Hu et al. (2006) 
- Loss of stakeholder’s trust due to data 
breach 
Kam et al. (2013) 
  Appendices 
-230- 
 
School of Business Information 
Technology and Logistics 
 
Building 80 Level 9 
445 Swanston Street 
Melbourne, 3000 
Australia 
 
Tel. +61 3 9925 5969 
Fax +61 3 9925 5624 
 www.rmit.edu.au 
Appendix C  
Questionnaire 
 
 
 
 
 
 
 
INVITATION TO PARTICIPATE IN A RESEARCH PROJECT 
 
Dear Participant,  
I am a PhD student in the School of Business Information 
Technology and Logistics, RMIT University, Australia. I hereby 
kindly invite you to participate in a research project that aims to 
investigate the information security compliance in public 
organizations in Oman. This research is supervised by Professor 
Hepu Deng and Professor Booi Kam. 
Your participation into this research project will involve answering a 
short survey, which should take no more than 10 minutes of your 
time. The survey consists of questions related to your experience and 
knowledge about information security policy compliance in your 
organization. There are no apparent or hidden risks of participating in 
this research. You may choose not to answer any particular questions 
in the survey. Your participation in this research is totally voluntary 
and you may withdraw from this survey at any time.  
The data collected through the survey will be analysed for my 
research and the summarised results may appear in academic 
publications. The results will be reported in a manner that does not 
allow for you or your organization to be identified; thus your 
anonymity will be protected. 
If you have any concerns about your participation in this project, 
which you do not wish to discuss with the researchers, you can 
contact the Ethics Officer, Research Integrity, Governance and 
Systems, RMIT University, GPO Box 2476V VIC 3001. Tel: (03) 
9925 2251 or email human.ethics@rmit.edu.au 
I very much appreciate your support on this. 
Yours faithfully, 
Ahmed Al-Kalbani 
يملعلا ثحبلا اذه يف ةكراشملل ةوعد 
 
 
كراشملا ىلا 
  
 
مدقتأ  نروبلام ةعماج نم ينابلكلا دامح نب دمحأ /ةاروتكدلا بلاط انأ
( تامولعملا ةينقتل ةيكلملاTIMR  يف ةكراشملل مكتوعدب ايلارتسإ يف )
 يف ةرثؤملا ةيساسلأا لماوعلا ىلع فرعتلا ضرغل كلذو ةنابتسلإا هذه
.ةيموكحلا تاسسؤملا يف تامولعملا نمأ ةسايسل لاثتملإا 
 
 ةكراشملا نمضتتثحبلا اذه يف ب نم يتلاو ،ةنابتسلإا ةلئسأ ىلع ةباجلإا
 يوتحت ةنابتسلإا .اهيلع ةباجلإل قئاقد رشع نم رثكأ ذخأت لا نأ عقوتملا
ةيلمعلا كتفرعمو كتربخب قلعتت ةلئسأ ةعومجم ىلع  ةيمهأ ديدحت يف
 .كتسسؤم لخاد تامولعملا نمأ ةسايسل لاثتملإا ىلع ةرثؤملا لماوعلا
ه يف كتكراشم لاؤس يأ نع ةباجلإا مدع كناكمإبو ةيرايتخإ ةنابتسلإا هذ
 ةبترتم رطاخم يأ دجوي لا هنأب كتدافإ دوأ امك .ةحورطملا ةلئسلأا نم
 .ةكراشملا ىلع 
 
 
 دوزملا ىلع اهتجلاعمو اهظفح متي فوس ةنابتسلإا هذه تانايب عيمج
خلتو ليلحت متي فوسو .اهتيرسو اهنمأ نمضيس امم ةعماجلاب صاخلا صي
 بنجت متي فوس امك .ةيميداكلأا لمعلا قاروأو ثحبلا ضارغلأ اهجئاتن
.قبسم نذإ نودب كتسسؤم وأ كصخش نع تانايب ةباتك وأ ركذ 
 
 بغرت لاو ةنابتسلإا هذه يف كتكراشم لوح راسفتسا يأ دوجو ةلاح يف
 يف ينعملا لوؤسملا عم لصاوتلا كناكمإبف ،ثحابلا عم اهتشقانم يف
تايقلاخأ نوؤش  ةيكلملا نروبلام ةعماج يف ةيميداكلأا ثوحبلا
(TIMR  ديرب قودنص يلع  )٦٧٤٢  يديربلا زمرلا١٠٠٣  ،ايروتكيف
 مقر نوفلت .ايلارتسإ نروبلام٠١٢٢٦٣٦٦٣٣  ينورتكللإا ديربلا وأ
(ihiud..tihr@sciht..nh.uh .)  
 
 
ريدقتلاو ركشلا ليزج مكلو اذه 
 
ينابلكلا دامح نب دمحأ /ثحابلا 
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SECTION 1: Demographic Data 
ةيفارغوميدلا تانايبلا :لولأا ءزجلا 
Please tick (√) for all questions below 
1 Which of the categories best 
describes your job position?  
؟كلمع ةعيبط يه ام 
 Admission/Clerical  
 Technician 
 Managerial 
 Others (please indicate) 
يقيسنت/يرادإ 
ينف 
يفارشإ 
...............اهريغ 
2 Please specify for how long 
have you been in your 
current role? 
؟ةيلاحلا كتفيظو يف تنأو ةنس مك 
Number of Years ............تاونسلا ددع 
3 Which one of the following 
best describes your job 
function? 
م يأ ىلا يمتني تاصصختلا ن اهيلإ
؟يفيظولا كفصو 
 Finance/Accounting  
 Human Resources 
 Information 
Technology/Communication 
 Administration 
 Sales 
 Research and/or Development 
 Manufacturing 
 Engineering 
 Other (Please specify) 
ةيلام/ةبساحم 
ةيرشب دراوم 
تلااصتلإاو تامولعملا ةينقت 
 
ةرادلإا 
تاعيبملا/قيوستلا 
ريوطتلاو ثوحبلا 
عينصتلا 
ةسدنهلا 
........اهريغ 
4 In which industry does your 
organization belong to?  
طقلا وه ام يمتنت يذلا عا هيلإ
؟كتسسؤم 
 Education  
 Medical or Health  
 Information 
Technology/Telecommunication  
 Trading 
 Travel/Tourism 
 Finance 
 Agriculture 
 Others (please indicate 
 
ميلعتلا 
ةحصلا 
تلااصتلإا/تامولعملا ةينقت 
 
ةراجتلا 
ةحايسلا 
ةيلاملا 
ةعارزلا 
.............اهريغ 
5 Please specify for how long 
have you been working for 
your current organization? 
 هذه يف ةمدخلا تاونس ددع مك
؟ةسسؤملا 
Number of Years  ...............تاونسلا ددع 
6 How many employees does 
your organization have? 
؟ةسسؤملا لخاد نيفظوملا ددع مك 
 1-50 employees 
 51-100 employees 
 101-250 employees 
 251-500 employees 
 501-1000 employees 
 >1001 employees 
١ـ٠٥ فظوم  
٠١ـ١٥٥ فظوم  
١٥١ـ٠٠٥ فظوم  
٠٠١ـ٠٥٥ فظوم  
٠٥١ـ١٥٥٥ فظوم  
١٥٥١فظوم <  
7 What is your gender? 
؟سنجلا 
 Male  Female 
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8 Please specify your age 
range 
؟ةيرمعلا ةئفلا 
 <=30 years old 
 31-40 years old 
 41-50 years old 
 51-60 years old 
 >60 years old 
 =>٠٥ ةنس  
٠١ـ٠٥ ةنس  
٠١ـ٠٥ ةنس  
٠١ـ٠٥ ةنس  
<٠٥ ةنس  
9 
 
Please indicate your level of 
education 
؟يميلعتلا ىوتسملا 
 High school 
 Diploma / Advanced diploma 
 Bachelor degree 
 Master degree 
 Doctoral degree 
 Others (please specify)……. 
ةماعلا ةيوناثلا 
 ماعلا مولبدلا 
سويرولاكبلا 
ريتسجاملا 
ةاروتكدلا 
............:اهريغ 
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SECTION 2: Exploration of information security compliance factors 
 
Rank the following statements using a seven points Likert scale (7= ………………..1= Not important 
at all) 
 ( .ةيلاتلا بناوجلل ةيمهلأا ىوتسم ديدحت اوجرأ ،تركيل سايقم مادختسإب٧ ........... ةياغلل مهم =١ ) قلاطلإا ىلع مهم سيل =  
1. To what extent do you think each of the following affect the management commitment for the 
information security compliance in public organizations? 
يثأت ةيمهأ ىدم ام ةيلاتلا بناوجلا رم قفاوتلا قيقحت يف ايلعلا ةرادلإا مازتلإ ىلع ةسايس ع تاسسؤملا يف تامولعملا نمأ
 ؟ةيموكحلا 
No Items Description 7 6 5 4 3 2 1 
01 Management continuous support for enforcing the 
information security policy across the organization 
قيبطت نم دكأتلل ايلعلا ةرادلإا لبق نم رمتسملا معدلا ةسايس  تامولعملا نمأ
ةسسؤملا يف 
☐ ☐ ☐ ☐ ☐ ☐ ☐ 
02 Management support through investing energy and 
effort for the information security compliance 
 قيبطت يف ايلعلا ةرادلإا لبق نم دوهجلا ريخستو يرادلإاو يلاملا معدلا
ةسسؤملا لخاد تامولعملا نمأ تاسايس 
☐ ☐ ☐ ☐ ☐ ☐ ☐ 
03 Management participation in overcoming 
organization’s information security issues 
لبق نم ةلاعفلا ةكراشملا  تامولعملا نمأ اياضق ةعباتم يف ايلعلا ةرادلإا
ةسسؤملا لخاد 
☐ ☐ ☐ ☐ ☐ ☐ ☐ 
04 The alignment of the information security policy with 
the organizational goal 
فاوت ىلع ايلعلا ةرادلإا لبق نم ديكأتلاو ةعجارملا ةسايس ق تامولعملا نمأ
☐ ☐ ☐ ☐ ☐ ☐ ☐ 
  Appendices 
-234- 
ةسسؤملا فادهأ عم 
05 Contemporaneousness of the information security 
policy and procedure 
 ثيدحت ىلع ايلعلا ةرادلإا لبق نم ديكأتلا نمأ ةسايس لخاد تامولعملا
  ةينملأا تاءارجلإاو ريياعملا ثدحلأ ةسسؤملا 
☐ ☐ ☐ ☐ ☐ ☐ ☐ 
06 Effective communication of information security 
policies and procedures across the organization 
 تاسايسلا ليصوت يف ايلعلا ةرادلإا لبق نم ةلاعفلا لئاسولا مادختسإ
ةسسؤملا يف تامولعملا نمأب ةصاخلا تاءارجلإاو 
☐ ☐ ☐ ☐ ☐ ☐ ☐ 
 
 
2. To what extent do you think each of the following affect the accountability of individuals for 
complying with the information security policy and procedures in public organizations? 
يف نيفظوملا ةلئاسم ىلع ةيلاتلا بناوجلا ريثأت ةيمهأ ىدم ام عابتإ  ةسايس؟ةسسؤملا يف تامولعملا نمأ  
No Items description 7 6 5 4 3 2 1 
01 The comprehensiveness of information security 
policies and procedures for guiding appropriate 
information security compliance behaviours  
 يف نيفظوملا تايكولس هيجوت يف ةمدختسملا تامولعملا نمأ ةسايس ةيلومش
تامولعملا نمأ تاءارجإ عابتإ 
☐ ☐ ☐ ☐ ☐ ☐ ☐ 
02 Understand-ability and clarity of the information 
security policy and procedures 
اهباعيتسإ ةلوهسو ةمدختسملا تامولعملا نمأ ةسايس حوضو 
☐ ☐ ☐ ☐ ☐ ☐ ☐ 
03 The clarity of employees’ roles and responsibilities 
towards information security  
 نمأ تاءارجإب ةصاخلا نيفظوملا تايلوؤسمو راودأ ديدحتو حوضو
☐ ☐ ☐ ☐ ☐ ☐ ☐ 
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ةسسؤملا لخاد تامولعملا 
04 The enforcement of information security policies and 
procedures across the organization 
ةسسؤملا ماسقأو رئاود عيمج يف تامولعملا نمأ ةسايس قيبطت ضرف 
☐ ☐ ☐ ☐ ☐ ☐ ☐ 
05 The appropriateness of specific sanctions in violating 
information security policies 
ةسسؤملا لخاد تامولعملا نمأ ةسايس يفلاخمل تابوقعلا ضرف ىلع ديكأتلا 
☐ ☐ ☐ ☐ ☐ ☐ ☐ 
 
3. To what extent do you think each of the following affect the information security awareness and 
training of individuals for complying with the information security policy and procedures in public 
organizations? 
 نمأ ةسايسل نيفظوملا لاثتمإ ىلع تامولعملا نمأب ةصاخلا بيردتلاو ةيعوتلا جماربل ةيلاتلا بناوجلا ريثأت ةيمهأ ىدم ام
لا يف تامولعملا ةيموكحلا تاسسؤم 
No Items description 7 6 5 4 3 2 1 
01 The effectiveness of awareness and training programs 
by emphasising the importance of information 
security to the organization’s goals (Risks, threats, 
consequences, etc.) 
 حيضوت عم ةسسؤملا فادهأ قيقحت يف تامولعملا نمأرود ديكأتو حيضوت
 بيردتلاو ةيعوتلا جمارب للاخ نم اهل تاديدهتلاو رطاخملا 
☐ ☐ ☐ ☐ ☐ ☐ ☐ 
02 The usefulness of awareness and training programs to 
employees’ daily work (Relevance, design etc.)   
 بنجت يف ةيمويلا فظوملا لامعلأ تامولعملا نمأ تاءارجإ ةيمهأ حيضوت
 ةيعوتلا جمارب للاخ نم تاديدهتلاو رطاخملا ةدافتسلإا ىدمو بيردتلاو
.اهنم 
☐ ☐ ☐ ☐ ☐ ☐ ☐ 
03 The visibility of awareness and training programs in 
organization  
☐ ☐ ☐ ☐ ☐ ☐ ☐ 
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 جماربب ةصاخلا تايلاعفلا فلتخم زاربإ تامولعملا نملأ بيردتلاو ةيعوتلا
ةسسؤملا يف 
04 The use of a variety of business communications for 
promoting security awareness and training programs 
(notices, posters, newsletters, etc.)  
 تاقصلملا لثم ةعونتملا لاصتلاا لئاسو مادختسإ زيزعت زيزعت يف ايادهلاو
ةسسؤملا يفظومل يعولا 
☐ ☐ ☐ ☐ ☐ ☐ ☐ 
 
4. To what extent do you think each of the following affect the integration of information security 
mechanisms into business processes for the information security compliance in public 
organizations? 
 امةيلاتلا بناوجلا ريثأت ةيمهأ ىدم ىلع  لاثتملإل ةيموكحلا تاسسؤملا يف ةيلمعلا تاءارجلإا عم تامولعملا نمأ تاءارجإ جمد
؟تامولعملا نمأ ةسايسل 
No Items Description 7 6 5 4 3 2 1 
01 The appropriateness of information security 
requirements that are based on information security 
policies 
ابلطتم ةمئلام ىدم ةسايس تاهتاءارجإو تامولعملا نمأ  
☐ ☐ ☐ ☐ ☐ ☐ ☐ 
02 The implementation of information security 
requirements  
   اهتاءارجإو تامولعملا نمأ ةسايس تابلطتم ذيفنت    
☐ ☐ ☐ ☐ ☐ ☐ ☐ 
03 Perceived improvements on work performance and 
productivity (Cost reduction and error detection) 
ءاطخلأا فاشتكإو ةفلكتلا ثيح نم يفيظولا ءادلأاو ةيجاتنلإا نيسحت كاردإ 
☐ ☐ ☐ ☐ ☐ ☐ ☐ 
04 Conformity with the expectation and requirement of 
users  
 نمأ ةسايس قفاوت ىدمم تامولعملا تاحومط عمهتابلطتمو نيفظوملا  
☐ ☐ ☐ ☐ ☐ ☐ ☐ 
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5. To what extent do you think each of the following affect audit and monitoring processes for the 
information security compliance in public organizations? 
 ةبقارملاو قيقدتلا تاءارجإ ىلع ةيلاتلا بناوجلاريثأت ةيمهأ ىدم ام لاثتملإا يف؟ةيموكحلا تاسسؤملا لخاد تامولعملا نمأ ةسايسل  
No Items description 7 6 5 4 3 2 1 
01 Appropriateness of audit and monitoring activities  
 ةئيبل ةبقارملاو قيقدتلا تاءارجإ ةمئلام ىدملمعلا  
☐ ☐ ☐ ☐ ☐ ☐ ☐ 
02 Effectiveness of audit and monitoring activities in 
detecting the information security policy violations 
ةدوج ةيلعافو  ةسايسل تازواجتلا نع فشكلا يف ةبقارملاو قيقدتلا تاءارجإ
تامولعملا نمأ 
☐ ☐ ☐ ☐ ☐ ☐ ☐ 
03 The perceived benefits of audit and monitoring 
activities such as improvement of work, detection of 
risks and threats, and assurance of conformance 
ةبقارملاو قيقدتلا تاءارجإ دئاوف كاردإ نيسحت لثم  فشكلا ،لمعلا ةدوج
اثتملإا نامض ىلا ةفاضلإاب ،تاديدهتلاو رطاخملا نع ةسايسل ل نمأ
تامولعملا 
☐ ☐ ☐ ☐ ☐ ☐ ☐ 
04 Responsiveness of management towards the audit and 
monitoring comments 
 يف ايلعلا ةرادلإا ةباجتسإةعباتم ةبقارملاو قيقدتلا تاظحلام  
☐ ☐ ☐ ☐ ☐ ☐ ☐ 
 
6. To what extent do you think each of the following affect the security technology compatibility for 
the information security compliance in public organizations?  
 ؟تامولعملا نمأ ةسايسل لاثتملإا يف ةسسؤملا لخاد ةينملأا ايجولنكتلا قفاوت ىلع ةيلاتلا بناوجلا ريثأت ةيمهأ ىدم ام 
No Item description 7 6 5 4 3 2 1 
01 The appropriateness of technical requirements for ☐ ☐ ☐ ☐ ☐ ☐ ☐ 
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satisfying information security policies 
تامولعملا نمأ تاسايس قيبطتل ةينفلا تابلطتملا ةمئلام 
02 Standardization of security technologies  
صئاصخلا ديحوت ةينفلاريياعملاو تامولعملا نملأ ةصاخلا تاينقتلل  
☐ ☐ ☐ ☐ ☐ ☐ ☐ 
03 Interoperability of security technologies with 
operational technologies  
يليغشتلا قفاوتلا  تاينقتلاو ةسسؤملا يف ةمدختسملا تاينقتلا فلتخم نيب
تامولعملا نمأب ةصاخلا 
☐ ☐ ☐ ☐ ☐ ☐ ☐ 
04 Perceived impact in terms of technical burdens and 
cost 
 ريثأتلا كاردإةينقتلا ءابعلأاو ةفلكتلا ثيح نم يلمعلا  
☐ ☐ ☐ ☐ ☐ ☐ ☐ 
 
7. To what extent do you think each of the following affect the security technology capability for 
information security compliance in public organization? 
 ةيلاتلا بناوجلا ريثأت ةيمهأ ىدم امل تاينقت تاردق؟ةيموكحلا تاسسؤملا لخاد تامولعملا نمأ ةسايسل لاثتملإا يف تامولعملا نمأ  
No Item description 7 6 5 4 3 2 1 
01 Functionality of security technologies in satisfying 
the information security requirements 
 ةيبلت يف تامولعملا نمأ تاينقت ةيلعاف ىدم ةسايس تابلطتمتامولعملا نمأ  
☐ ☐ ☐ ☐ ☐ ☐ ☐ 
02 Usability of security technologies in terms of easy to 
use and easy to setup  
دادعلإاو قيبطتلا ةلوهس ثيح نم تامولعملا نمأ تاينقتل مادختسلإا ةيلباق 
☐ ☐ ☐ ☐ ☐ ☐ ☐ 
03 Availability of technical support 
 دانسلإاو معدلا رفاوتتامولعملا نمأ تاينقت ةجلاعم يف ينفلا  
☐ ☐ ☐ ☐ ☐ ☐ ☐ 
04 Contemporaneousness of technology development ☐ ☐ ☐ ☐ ☐ ☐ ☐ 
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ينقتلا روطتلا ةمئاوم 
 
8. To what extent do you think each of the following affect the regulative pressure for information 
security compliance in public organizations? 
 ةيلاتلا بناوجلا ريثأت ةيمهأ ىدم ام ةدايز يف ؟تامولعملا نمأ ةسايس قيبطتل ةيموكحلا تاسسؤملا ىلع ينوناقلا طغضلا  
No Item description 7 6 5 4 3 2 1 
01 Existence of Laws and regulations 
تامولعملا نمأب ةصاخلا حئاوللاو نيناوقلا دوجو 
☐ ☐ ☐ ☐ ☐ ☐ ☐ 
02 Comprehensiveness of Laws and regulations 
تامولعملا نمأ تاءارجإ ميظنت يف حئاوللاو نيناوقلا ةيلومشو ةقد 
☐ ☐ ☐ ☐ ☐ ☐ ☐ 
03 Severity of violation of the information security 
policy (Legal damages, consequences, etc.) 
 كاهتنإ يف بقاوعلا ةدححئاوللاو نيناوقلا تامولعملا نمأب ةصاخلا  
☐ ☐ ☐ ☐ ☐ ☐ ☐ 
04 Effectiveness of regulatory agencies in governing 
Laws and regulations  
 تائيهلا لبق نم تامولعملا نملأ ةصاخلا حئاوللاو نيناوقلا ضرف ةيلعاف
 ةيعيرشتلا 
☐ ☐ ☐ ☐ ☐ ☐ ☐ 
 
9. To what extent do you think each of the following affect the social pressure for the information 
security compliance in public organizations? 
؟تامولعملا نمأ ةسايس قيبطتل ةيموكحلا تاسسؤملا ىلع يعامتجلإا طغضلا ةدايز يف ةيلاتلا بناوجلا ريثأت ةيمهأ ىدم ام 
No Item description 7 6 5 4 3 2 1 
01 Social responsibility in protecting citizen’s 
information 
 ةيامح يف ةيموكحلا تاسسؤملا لبق نم ةيعامتجلإا ةيلوؤسملا كاردإ
☐ ☐ ☐ ☐ ☐ ☐ ☐ 
 secidneppA  
 -042-
 معلومات المواطنين
 tnemtimmoc ycavirp dna ytiruceS 20
في الحفاظ على معلومات المواطنين  إلتزام المؤسسات الحكومية بواجباتها
 وخصوصياتهم
 ☐ ☐ ☐ ☐ ☐ ☐ ☐
 fo gnidnatsrednu dna egdelwonK ’snezitiC 30
 staerht dna sksir ytiruces noitamrofni
الوعي المعرفي من قبل المواطنين بالمخاطر والتهديدات المتعلقة بأمن 
 المعلومات 
 ☐ ☐ ☐ ☐ ☐ ☐ ☐
 cilbup ni noitcetorp atad fo ecnedifnoc ’snezitiC 40
 snoitazinagro
ثقة المواطنين بقدرة المؤسسات الحكومية في الحفاظ على سلامة وأمن 
 معلوماتهم
 ☐ ☐ ☐ ☐ ☐ ☐ ☐
  secivres noitazinagro cilbup ni tsurt s’nezitiC 50
ثقة المواطنين في التعامل مع مختلف الخدمات المقدمة من قبل المؤسسات 
 الحكومية
 ☐ ☐ ☐ ☐ ☐ ☐ ☐
 
 uoY knahT
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Appendix D  
A Guideline for the Use of the Goodness of Fit Indices 
Category GOF indices Definition Acceptable Value References 
Absolute fitness 
indices 
           ( 2)      
                  
The difference between observed and estimated 
covariance matrices, and the equal probability.  
P-value can be less 
than .05  
Hair et al. (2010)  
 
𝑥2/𝑑𝑓 Ratio of chi-square to degree of freedom Less than 2 Hair et al. (2010) 
Root mean square error of 
approximation (RMSEA) 
Badness-of-fit index measuring how well a model fits a 
population taking into account both model complexity 
and sample size. 
Values < .08/.10  
 
Lewis et al. (2005), 
Hair et al. (2006, 
2010) 
Standardized root mean residual 
(SRMR) 
Standardized average value of residuals between 
individual observed and estimated covariance and 
variance terms. 
Values < .09  Hair et al. (2010) 
 
Incremental 
fitness indices 
Normed fitness index (NFI) Assesses how well a specified model fits relative to 
some alternative baseline model (often a null model 
that assumes all observed variables are uncorrelated)  
Values >= .92  
 
Hair et al. (2010) 
 Comparative fitness index (CFI) 
Tucker-Lewis index (TLI) 
Incremental fitness indices (IFI) 
Parsimony fitness 
indices 
Parsimony comparative fitness 
index (PCFI)  
Evaluates the parsimony ratio of the model compared 
to the GOF such as CFI and NFI  
Values >= .5  
 
Hair et al. (2010)  
Parsimony normed fitness index 
(PNFI)  
Adjusted goodness of fitness 
index (AGFI) 
Close to 0.95 Schumacker and 
Lomax (2004),  
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Appendix E  
Re-Specified Congeneric Measurement Models 
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